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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 3363
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnaiure Device Action |Oount

106. 38. 241. 106 Chi na 147.237.77.170  |mmarachot.idf.il Cl03: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 3
104. 128. 144. 131|147. 237.0.16  |Canada ny-kosher-kravi.idf.il  |[ET SCAN NVAP -sS wi ndow 2048 1
96.22.224.103 [147.237.76. 177 |Canada ncore.idf.il ET SCAN NMAP -sS w ndow 2048 1
96.22.224.103 |147.237.76. 177 |Canada ncore.idf.il ET SCAN NVAP -f -sS 1
68.229. 6. 38 147 237.76. 148 | ted Sates |gucenter. akaidf il ET SI:AN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
209. 126. 116. 147|147. 237. 76. 197 [Lhited Sates |e. himush.idf.il ET SCAN NMAP -sS wi ndow 1024 1
61.240. 144. 67 |147.237.76.38 [China e.eneitav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
185. 106. 94. 46  |147. 237. 76. 39 nobi | e. nei tav. i df.il ET SCAN NVAP -sS w ndow 1024 1
42,48, 224, 44 147 237 76.31 |ani na vekehal i df i1 ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
177.43.233.5 147.237.72. 167 |Frazil i shurimaka.idf.il ET SCAN NVAP -sS wi ndow 2048 1
177.43.233.5 147.237.72. 167 |Rrazi i shurimaka.idf.il ET SCAN NVAP -f -sS 1
115. 186. 125. 104|147. 237. 72. 156 |Paki stan anan.idf.il ET SCAN NMAP -sS wi ndow 1024 1
104. 128. 144. 131|147.237.0. 16  [Canada ny-kosher-kravi.idf.il |[ET SCAN NVAP -f -sS 1
96.22.224.103 [147.237.76. 177 |Canada ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
81.169.251.74 |147.237.77.61 |Ger many e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
68,229, 6. 38 147 237 76.30 |United Sates |himshidr il ET SI:AN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
61.240.144. 67 |147.237.72.14 |China dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 1024 1
185. 106. 94. 46  |147.237.76. 31 nakchal .i df.il ET SCAN NMAP -sS wi ndow 1024 1
24.121.225.29 |147.237.0.17 |Wited Sates |mny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
177.43.233.5 147.237.72. 167 |Brazil i shurimaka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
115. 186. 125. 104|147. 237. 72. 156 |Paki stan anan. i df il ET SCAN NMAP -sS wi ndow 3072 1
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|Top Attackers In FW |

At acker

count ry ‘Target Address |Ste Signature
41.33.231.90 |Egypt 147. 237.77. 216 |dover. i df .i | drop SAMrule drop 34
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 23
Sreanming BEngine: TCP Invalid i i ssi
109.65.26.8  |Israel 147. 237. 72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 21
Ret ransm ssi on Packet dropped.
176.12.160.4 |Israel 147. 237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 20
212.179. 21. 194 |l srael 147.237.8.45 |eeitanidf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 16
2.54.158. 63 I srael 147.237.77. 216 |dover.idf . i SYN Attack SYN -> SYN-ACK -> RST rej ect 13
Sreanmng Engine: TCP Invalid i i ssi
46.19.85.122  |Israel 147. 237. 72. 166 |aka. i of . i 9 =g nvalid segnent retransmssi on. drop 12
Ret ransm ssi on Packet dropped.
80. 246. 136. 211 [l srael 147. 237.77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 11
46. 19. 86. 94 | srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence I'nval i d ACK nunber noni t or 10
100. 100. 6. 205 147.237.72. 166 |aka.i df . il dr op First packet isn't SN drop
62.219. 177. 130 [l srael 147. 237.72. 167 |i shuri maka. i of .i |[SYN At t ack SYN -> SYN-ACK -> RST rej ect
185. 27. 105. 120 |Israel 147.237.77. 233 |atal i df i Bad TCP sequence StNretransmt with i fferent moni tor |7
w ndow scal e
41. 230. 14. 223 |Tunisia 147.237.72. 166 |aka.idf .il dr op SAMrul e drop 7
46.19.85.178 |lsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence I nval i d ACK nunber noni t or 7
46. 19. 86. 30 I 'srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid AGK nunber noni t or 6
89.139.173.49 |[Israel 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 6
46.19.85.178 |lsrael 147.237.77. 216 |dover.idf .i Bad TCP sequence I nval i d ACK nunber alert 5
37.46.39.232 |[lsrael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Invalid AGK nunber noni t or 5
46. 19. 86. 41 I srael 147.237.0.19 |nedi matal .idf.il|SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
46.19. 85. 178 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 5
70.167.124.13 |lWhited Sates [147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 5
2.52.157. 76 I srael 147. 237.77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 4
Sreanming Engine: TGP Invalid i i ssi
66.249.66.61 |Wited Sates |147.237.72. 166 |akaidf.il 9 =g nvalid segnent retransmssi on. drop 4
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
66.249.93.202 |Wited Sates |147.237.72. 166 |aka idf.il 9 =9 nval i d segnent retransmssi on. drop 4
Ret r ansm ssi on Packet dropped.
46. 19. 86. 32 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 4
Sreamng Engine: TCP Invalid i i ssi
79.182.10.46  |Israel 147. 237. 72. 166 |aka i of . i 9 =g nval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
185. 95. 204. 83 147. 237.77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 3
212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
2.54.28.9 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
85. 64.62.246 |[lIsrael 147.237.76.31 |nakchal.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreaning Engine: TGP Invalid i i ssi
109. 65. 171. 196 |I srael 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
185. 120. 125. 17 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dropped.
46.19.85.178 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d AGK nunber aert
81.218.44.13 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber aert
5.29.179.78 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence I'nval i d AGK nunber noni t or
Sreaning Engine: TGP Invalid i i ssi
2.54.132.223 |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
31.168.77.50 |Israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dropped.
81.218.44.13 |[lIsrael 147. 237. 72. 166 |aka. i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 3
Sreamng Engine: TCP Invalid i i ssi
77.127.164. 49 |Israel 147.237.72. 166 |aka i f . 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i ssi
37.26.149. 149 |Israel 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
62. 219. 177. 130 |I srael 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
69. 118. 133. 151 |Lhited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 3
46.19. 86. 41 I 'srael 147.237.0.19 |medimata .idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 2
167. 114. 156. 16 |Canada 147. 237.77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 2
46.19. 86. 18 I srael 147.237.77. 216 |dover.idf . i SYN Attack SYN -> SYN-ACK -> RST rej ect 2
213.57. 130. 140 [l srael 147. 237.72. 166 |aka. i of .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 2
69.118. 133. 151 |Wnited States |147. 237. 77. 216 |dover. i df . Bad TCP sequence SZ':J;;;:"S"“ wth dfferent monitor |2
213.57. 134. 190 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout alert
46.19.86.231 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or
128. 232. 110. 28 LKJ?I;;gom 147.237.8.50 [e.tikshuv.idf.il |Geo-| ocati on enforcenent Geo-| ocati on i nbound enf orcenent |dr op 2
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|Top Attackers In V\AF|

At acker

Devi ce

df.il

country ‘Target Address |Site Sgnature Acti on ‘Count
128. 199. 239. 22 |9 ngapor e 147.237.72. 166 [aka. i df . i | Dstributed PHP Attenpt Bl ock 3
2.52.26.177 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode B ock 2
37.26.147.210 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 2
79.181. 164.86 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 2
66.249.66.25 |lsrael 147.237.77. 216 |dover.i df .i | Ostributed Waut hori zed URL Access on ww i df.il/error. htm B ock 2
128. 199. 239. 22 |S ngapore 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/index. php B ock 2
46.19.86.197 |[Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
128. 199. 239. 22 |S ngapore 147.237.72. 166 |aka. i df . i | O stributed Adnin B ocking B ock 2
80. 246. 136. 82 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
66.249.66.61 |lsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to www aka.idf.il/val tam Bl ock 1
157.55.39.76 |Wited Sates |147.237.77.176 |nat pash. i df .i | Uhaut hori zed URL Access to wwwv cogat.idf.il/jserror B ock 1
) . . D stributed Lhaut hori zed URL Access on
107.178.194. 79 |Wnited Sates (147.237.77.216|dover. i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
77.125.79.28 |lsrael 147.237.77.216|dover. i df . i | Lhaut hori zed URL Access to v idf.il/https:/wawidf.il/ B ock 1
) - . D stributed Lhaut hori zed URL Access on
204.13.200. 200 |Lhited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
54.153.33. 145 |lLhited Sates |147.237.76. 147 [chi nuch. aka. i df.il Unaut hori zed URL Access to 147.237.76. 147/ Bl ock 1
5.22.131.167 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
128. 199. 239. 22 |S ngapore 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut horized URL Access from 128.199. 239. 22 B ock 1
80. 246. 136. 228 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs DoS Attack None 1
. . Uhknown Paraneter catid in
66.249.66.61 |lIsrael 147.237.72. 166 |aka. i df . i | vown aka. i df i |/ mai n/ r abanut / gener al . asp None 1
157.55.39. 115 |Wiited Sates |147.237.72.166|aka. i df .| thaut hori zed URL Access to Bock |1
waw aka. i df . i1/ sachar/for ns/ downl oadf or m asp
o . - Unaut hori zed URL Access to
41.230.14.223 |Tunisia 147.237.72. 166 |aka. i df . i | vw aka i . i 1/ mai v/ kap@! def aul t . aspx B ock 1
) . . O stributed Unaut hori zed URL Access on
107.178.194. 79 |Wnited Sates (147.237.77.216|dover. i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
. - . D stributed Lhaut hori zed URL Access on
208.184.112. 74 |Lhited Sates |147.237.77.216|dover.idf.i | v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
5.107. 85. 41 ;:i'”t:tdefab 147.237.77. 216 |dover.i df .i | O stributed PHP Attenpt B ock 1
84.111.62.72 |Israel 147.237.72. 166 |aka. i df . i | lllegadl Byte Code Character in LR /mainkapatz//res Bl ock 1
our ces/ i mages/ i nner page/ goback. gi f
Unaut hori zed URL Access to
66.249.66.72 |lsrael 147.237.77. 176 |mat pash. i df . i | www cogat . i df i |/ civil adnini strati on/ ni nhal news/ pages/ kenesr ef uee. as Bl ock 1
px
178. 255. 215. 87 |France 147.237.77.216|dover. i df .i | Mil ti pl e Wnaut hori zed URL Access from 178.255. 215. 87 B ock 1
41.230.14.223 |Tunisia 147.237.72. 166 |aka. i df . i | Unknown Paraneter Q@D in wwy aka. i df . i1/ giyus/general / None 1
Unknown Par anet er
109. 186. 88. 211 |I srael 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenPl aceHbl der $enai | Updat e$hi ddenUpdat e [None 1
Enai | in ww aka.idf.il/nain/giyus/faqg. aspx
79.183.123.99 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
. . Unhaut hori zed URL Access to
66. 249. 66. 28 | srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai n/ gi yus/ gener al . aspx Bl ock 1
) . . D stributed Lhaut hori zed URL Access on
208.184.112.75 [Wited Sates |147.237.77.216|dover. i df .| v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
5.107. 85. 41 lérhﬂ::;desNab 147.237.77. 216 |dover . i df .i | D stributed Waut hori zed URL Access on waw i df . il/xmrpc. php B ock 1
157.55.39.14 |lnited Sates |[147.237.72.166|aka.idf.il D stributed Suspicious Response Code_Qust om Tenpor ary B ock
84.111.62.72 |lsrael 147.237.72. 166 |aka. i df . i | Mitiple Il1legal Byte Gode Character in UR. from84. 111. 62. 72 B ock
. - D stributed Lhaut hori zed URL Access on
66.249. 67.250 |lsrael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
. . Unaut hori zed URL Access to
178.255. 215. 87 [France 147.237.77. 216 [dover . i df . i | www i df .i |/ newsi t e hebr ew kkkkkkk=d812141dkkkkkkk ds12141d |2 |
80.179.14.97 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
. . Unaut hori zed URL Access to
66.249.66.43 |l srael 147.237.77. 216 (dover. i df . i | 147, 237. 77. 216/ 1133- 20387- he/ dover . aspx Bl ock 1
) . ; D stributed Lhaut horized URL Access on
208.184.112.75 Lhited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
31.168. 132. 131 |l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
! . . Unaut hori zed URL Access to
157.55.39.17 [lhited Sates |147.237.77.216|dover.idf.il v i df . i 1/ 1283- 17060- en/ dover . aspx>. Bl ock 1
89.139.173.49 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
68.180.230.29 |Wnited Sates |147.237.77.176 |nat pash. i df . i | Paraneter Type Mol ati on PageNimi n Bock |1
waw cogat . i df . i|/2063- he/ cogat . aspx
185, 27. 105. 120 |I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135- he/ at al . aspx B ock 1
_ m ny- kosher - kravi . i _
54.153.33. 145 |lhited Sates |147.237.0.17 Unaut hori zed URL Access to 147.237.0. 17/ B ock 1
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