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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
167. 114. 156. 16

|Target Address |Site

|Signature |Device Action |Count |
Canada 147.237.77. 216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 3344
123. 182. 243. 196 Chi na 147.237. 76. 148 ggcenter.aka. idf.il |JLM Under Attack _Con Htp drop 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action




12-02-2015-23:04:02 to 12-03-2015-00:04:02

|Top Attackers In ID|
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
41.33.231.90  |Egypt 147. 237. 77. 216 |dover. i df .i | drop SAMrul e drop 36
212.179.21.194 |lsrael 147.237.8.45 |e.eitan.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 19
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 17
46. 19. 86. 87 I srael 147.237.76.31 |nakchal .idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 13
100. 100. 6. 205 147.237.72. 166 |aka. i df .il drop First packet isn't SN drop 11
66.249.75.94  |Wnited Sates |147.237.76.86 |navy.idf.il Streamng Engine: TCP Invalid finvalid segnent retransmssi on. drop 10
Ret r ansni ssi on Packet dropped.
46.19. 86. 128 I srael 147. 237.72. 156 |anan. i of .i | Bad TCP sequence Inval i d AGK nunber noni t or 8
76.167.133.97 |United Sares |147. 237, 72. 167 i shuri maka i i || S NG Engine: TCP Invalid  invalid segnent retransnissi on. drop 8
Ret r ansni ssi on Packet dr opped.
46. 19. 86. 87 I srael 147.237.76.31 |nakchal.idf.il [Bad TCP sequence I'nvali d ACK nunber noni t or 8
79.182.55.164 I srael 147.237.76.42 |refuahidf.il  |Bad TCP sequence md:)‘f’tvrsaé:”lt wth different moni tor |7
88. 81. 147. 200 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nvalid sequence nunber noni t or 6
172.56.29.196 |lhited Sates [147.237.72. 166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 6
85. 65. 72. 102 I srael 147.237.72. 166 [aka i df . i | Bad TCP sequence I'nval i d AGK nunber noni t or 6
46. 19. 85. 215 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 6
46. 19. 85. 215 I sr ael 147. 237. 77. 216 |dover. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 6
100. 100. 46. 117 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 6
85. 65. 72. 102 I srael 147.237.72. 166 [aka. i df . i | Bad TCP sequence I'nval i d AGK nunber aert 6
46.19. 86.6 I'srael 147. 237, 77. 234 |hal ag.i of .11 Streaning Engine: TCP Invalid  invalid segnent retransnission drop 6
Ret ransni ssi on Packet dropped.
188. 120. 148. 213|lI srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
159. 220. 75. 7 LKJ?i;gegom 147. 237. 77. 216 |dover. i df .i | drop SAMrule drop 5
37. 46. 39. 164 I srael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 5
109. 64. 147.66 I srael 147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
50.74.144.13  |Wited Sates |147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
79.183.161.85 |Israel 147.237.72. 167 |i shurimaka.idf .i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
2.54.170. 111 I sr ael 147.237.0.19 |nadimatal.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 4
212.143.142.56 |Israel 147. 237. 77. 216 |dover. i df .i | drop First packet isn't SWN drop 4
66.249.66.61  |LUhited Sates |147.237.72.166|aka idf.il Streaning Engine: TCP Invalid  invalid segnent retransnission drop 4
Ret r ansni ssi on Packet dr opped.
2.54.44.88 I'st ael 147. 237.72. 166 |aka. i df . Streaning Engi ne: TCP Invalid  Jinvalid segnent retransmission drop 3
Ret ransni ssi on Packet dropped.
185. 3. 144. 56 I 'srael 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
79.179. 166. 227 | srael 147. 237. 72. 166 |aka. i df . i Streamng Engine: TCP Invalid finvalid segnent retransmissi on. drop 3
Ret r ansni ssi on Packet dropped.
109. 66. 190. 242 |Israel 147.237.72. 166 |aka. i f .11 Streamng Engi ne: TCP Invalid invalid segnent retransnissi on, drop 3
Ret ransm ssi on Packet dropped.
2.54.170. 111 I sr ael 147.237.0.19 |nadimatal.idf.il|SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 3
79.183.22.105 | srael 147. 237. 72. 166 |aka. i f . i1 Streaning Engine: TCP Invalid  livalid segnent retransnission drop 3
Ret ransni ssi on Packet dropped.
2.54.170. 111 | srael 147.237.0.19 |nadimatal.idf.il|Bad TCP sequence Invalid ACK nunber alert 3
31.168.192. 150 |Israel 147. 237.72. 166 |aka. i df . i1 Streamng Engine: TCP Invalid  Jinvalid segrent retransmission drop 3
Ret ransni ssi on Packet dropped.
84.229.131. 248 |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid  Jinvalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.
176. 12. 147. 144 |israel 147.237.72. 166 |aka. i of . i Bad TCP sequence I'nvali d ACK nunber alert 3
5.102. 254. 70 I srael 147.237.72. 166 |aka. i df il Bad TCP sequence Inval i d ACK nunber noni t or 3
2.54.170. 111 | srael 147.237.0.19 |nadimatal.idf.il|Bad TCP sequence Invalid ACK nunber noni t or 3
198. 245. 49. 180 |Canada 147. 237. 72. 166 |aka.i df . | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 3
80. 246. 139. 174 | srael 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
79.178.16.168 |israel 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid finvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
2.54.170. 111 | srael 147.237.0.19 |nadimatal.idf.il|Bad TCP sequence Invalid sequence nunier noni t or 3
79.178. 151. 200 |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid  Jinvalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.
109. 66. 186. 108 |I srael 147.237.72. 166 |aka.i df . i Streamng Engine: TCP [nvalid invalid segnent retransmssion drop 3
Ret ransni ssi on Packet dropped.
31.154.25.42 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 2
46. 19. 86. 87 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
208.115.113.89 |United Sates |147.237.72. 166 |aka.idf.il drop SAMrul e drop 2
5.29.29.214 I srael 147. 237. 72. 166 |aka. i df . i Bad TCP sequence Invalid sequence nunber noni t or 2
2.54. 59, 234 I sr ael 147. 237. 72. 166 |aka.i df . | SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
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|Top Attackers In V\AF|

Target Address

Site

Sgnature

Devi ce

‘At tacker Qountry

Too Many of the Same Response Code (404) in Session from

Action

‘Count

wawv aka. i df . i |/ mai n/ sachar/ nas. aspx

109. 66. 104. 45 |Israel 147.237.0.19 |nadimatal .idf.il 109. 66. 104. 45 B ock 260
109. 66. 104. 45 [l srael 147.237.0.19 |[nmadimatal .idf.il [Dstributed Suspicious Response CQode B ock 129
109. 66. 104. 45 |Israel 147.237.0.19 |nadi matal .idf.il Igg.'\g.'ylgl de Same Response (pde (403) in Session from Bl ock 59
2.54.170.111 |[Israel 147.237.0.19 |nadimatal .idf.il [Dstributed Suspicious Response CQode B ock 32
65.39.128.48 |Lhited Sates 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt B ock 6
65.39.128.48 |lhited Sates 147.237.72. 166 |aka. i df . i | Mil tipl e Unauthorized URL Access from 65.39.128. 48 Bl ock 4
65.39.128.48 |Lhited Sates 147.237.72. 166 |aka. i df . i | Ostributed Adnin B ocking B ock 4
79.176. 172. 143 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod CPTIONS for www aka. i df .il/ B ock 4
2.52.26.177 | srael 147.237.0.19 |nadimatal .idf.il |[Ostributed Suspicious Response Code Bl ock 3
109. 186. 62. 209 |I srael 147.237.0.19 |nadimatal .idf.il [Dstributed Suspicious Response Qode B ock 3
46.19.86.141 |israel 147.237.77.216|dover. i df . il D stributed Lhaut hori zed URL Access on www i df.il/error.htm B ock 3
136. 243.36.96 |Ger many 147. 237.76. 147 |chi nuch. aka. i df . i [[Di stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
65.39.128.48 |Lhited Sates 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to aka.idf.il/index.php B ock 2
79.177.230.59 |Israel 147.237.0.19 |[madimatal .idf.il [Dstributed Suspicious Response Qode B ock 2
46.19. 85. 144 |l srael 147.237.0.19 |nadimatal .idf.il [Ostributed Suspicious Response Code Bl ock 2
2.54.29.7 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Cust om Tenpor ary B ock 2
109. 65. 134. 47 [l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
66.249.66.25 |[lsrael 147.237.77.216|dover. i df .il D stributed Lhaut hori zed URL Access on ww i df.il/error.htm Bl ock 2
46.19. 85. 15 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
185. 32. 179. 184 [l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
79.179. 128. 211 [l srael 147.237.76.31 |nakchal .idf.il PHP At enpt Bl ock 1
77.125.89.127 |lIsrael 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
5.107. 85. 41 Lahﬂifaetdespr ab 147.237.77. 176 |nat pash. i df . i | Ostributed PHP At enpt B ock 1
128. 232.110. 29 |Uni ted Ki ngdom 147.237.0.15 |kosher-kravi.idf.i|Dstributed Unauthorized URL Access on 147.237.0. 15/ B ock 1
94. 59. 254. 230 g:;desN ab 147. 237.77. 176 |nat pash. i df . i | Unaut hori zed UR. Access to www cogat . i df .i 1/ xmirpc. php Bl ock 1
81. 218. 164. 219 |I srael 147.237.72. 166 |aka. i df . i | mu;k?r. Lfidl /N:;r;?iaﬁr%gsl i ps. o5 B ock 1
46.60. 60. 132 gcis;iig;a” Territoryy 47, 237. 77. 176 |mat pash. i df . i | Unaut hor i zed URL Access to v cogat . i df . il/894-ar B ock 1
207.46.13.177 |lhited Sates 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to nakhal .idf.il/api/nybook/ sear ches Bl ock 1
37.142.202.22 |lIsrael 147.237.77.233|atal .idf.il Ostributed PHP Attenpt B ock 1
176.13.0. 31 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
79.176. 172. 143 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to v aka.idf.il/sip storage/files/8/ Bl ock 1
2.54. 155, 44 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
66.249.66.34 |Israel 147.237.72. 166 |aka. i df . i | ﬂ?“tzggr'?;efeglel P L et (. asp Bl ock 1
54.153.32.246 |Lhited Sates 147.237.72.167|i shuri maka. i df . i [{Unaut hori zed URL Access to 147.237.72. 167/ Bl ock 1
87.69.190.81 |Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenporary B ock 1
79.179. 128. 211 |l srael 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to nakhal .idf.il/xnirpc. php B ock 1
46. 19. 85. 45 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
192. 116.55. 178 |I srael 147.237.72. 166 |aka. i df . i | (SZ‘SH_T[ égc\lil{ibispﬁngiﬁli g{g&i’g’lﬂggm None 1
77.125. 120. 158 [l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
5.107.85.41  [11e0 @D 147.237.77. 176 |nat pash. i df . i | \?m:\:;)g:: ed Lhautho ;Edphf Access on Bock |1
107. 173. 201. 42 |Wnited Sates 147.237.72. 166 |aka. i df . i | m”;)k":i':‘}“'?mﬁirnm;lllijti/idgfault.asp None 1
84.108. 174. 179 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
46.120.128.91 [Israel 147.237.77. 216 |dover . i df . i | C‘i"otli :t' fo?t(rgf%&ﬁpifsé:?fc;\z_oc%}i'_g?dm )(P“’t ocol None 1
37.142.202.22 |Israel 147.237.77.233|atal .idf.il Lhaut hori zed LRL Access to waw atal .idf.il/xnhrpc. php B ock 1
178. 255. 215. 87 |France 147.237.77.216|dover.idf .il Ml tipl e Unhaut horized URL Access from 178. 255, 215. 87 B ock 1
79.177.154.93 |Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
69. 132. 108. 222 |Lhited Sates 147.237.77.216|dover. i df . il Ostributed PHP Attenpt B ock 1
54, 153.33.152 |Lhited Sates 147.237.0.15 |kosher-kravi . i df . i|unaut hori zed URL Access to 147.237.0. 15/ B ock 1
87.69. 220. 159 |l srael 147.237.77.216|dover . i df . i SSL Wntraceabl e Connection - Qpen Mde None 1
79. 181. 126. 146 |I srael 147.237.72. 166 |aka. i df . i | thaut hor i zed Method POST for Bl ock 1
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