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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address  |Site

|Signature |Device Action  |Count |
141. 255. 153. 159 Net her | ands 147.237.77. 216 dover.idf.il |TQP Scan (vertical) drop 5372
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 3513
79.179.196. 188 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 3
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site |Sgnature Devi ce Action |Count ‘
64.251.25.176 Lhited Sates 147.237.76.42 |refuah.idf.il |6134: HITP. SQ Injection Variabl e Decl arati on Evasion B ock 16
63. 143. 34. 37 Lhited Sates 147.237.77.74 |lawidf.il 3808: HITP. SQ Injection Variable Declaration Bvasion B ock 8
63. 143. 34. 37 Lhited Sates 147.237.77.233 |atal .idf.il [3808 HITP SQ Injection Variabl e Decl aration Evasion B ock 8
64.251.25.176 Lhited Sates 147.237.76.42 |refuah.idf.il |3808: HITP. SQ Injection Variabl e Decl arati on Bvasion B ock 8
158. 85.253.245 |[Lhited Sates 147.237.77.74 |lawidf.il 3808: HITP. SQ Injection Variable Declaration Bvasion B ock 8
158. 85. 253. 245 |Lhited Sates 147.237.77.233 |atal .idf.il |[3808: HITP SQ Injection Variable Declaration Evasion B ock 8
184.168.193.34 |Lhited Sates 147.237.0. 34 ti kshuv.idf.il[3808: HIMP. SQ Injection Variable Declaration Bvasion B ock 7
91. 142.253. 133  [Netherl ands 147.237.77.74 |lawidf.il 3808: HITP. SQ Injection Variable Declaration Bvasion B ock 4
91. 142. 253. 133  |Netherl ands 147.237.77.74 |lawidf.il 3809: HTTP. SQ Injection Evasion SQ. Comment Ter mi nat or B ock 1
184.168.193.34 |Lhited Sates 147.237.0. 34 ti kshuv.idf.il[3809: HITP. SQ Injection Evasion SQ. Conment Ter ni nat or B ock 1
151. 80. 31. 103 Italy 147.237.77.216 |dover.idf.il |28 HITP. AhrefBot craw er B ock 1
62. 210. 226. 9 France 147.237.77.216 |dover.idf.il |3808: HITP. SQ Injection Variabl e Decl aration Evasion Bl ock 1
62. 210. 226. 9 France 147.237.77.216 |dover.idf.il |[5670: HITP. SQ Injection (SELECT) B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
63. 143. 34. 37 147.237.77. 233 Lhited Sates atal.idf.il SQ Injection - Select From 23
158. 85. 253. 245 147.237.77. 233 Lhited Sates atal.idf.il QA Injection - Select From 10
91. 142. 253. 133 147.237.77. 74 Net her | ands lawidf.il SQ Injection - Select From 7
158. 85. 253. 245 147.237.77. 74 Lhited Sates lawidf.il SQ Injection - Select From 3
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
64.251. 25. 176 147. 237.76. 42 Lited Sates refuah.idf.il SQ Injection - Select From 2
109. 66. 146. 59 147. 237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
84.109. 49. 139 147.237.72. 166 I 'srael aka idf.il portscan: TCP Distributed Portscan 1
66. 249. 66. 61 147.237. 72. 166 Lited Sates aka.idf.il ET SCAN NVAP -sA (2) 1
222.186.21. 72 147.237. 76. 196 Chi na e.sviva.idf.il ET SCAN Potential SSH Scan 1
2.54.28.215 147.237.72. 166 I 'srael aka idf.il portscan: TCP Distributed Portscan 1
220.178.78.138 147.237.77. 170 Chi na maar achot . i df .i | ET SCAN NVAP -sS w ndow 3072 1
209. 126. 116. 147 147.237. 76. 147 Lhited Sates chi nuch. aka. i df .i ET SCAN NVAP -sS wi ndow 1024 1
183. 80. 162. 188 147.237.76. 176 i et nam test.ncore.idf.il ET SCAN NVAP -sS w ndow 3072 1
79. 182. 229. 243 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
222.186.21. 72 147. 237. 76. 200 Chi na eitan aka.idf.il ET SCAN Potential SSH Scan 1
46. 19. 85. 201 147.237.77.216 I 'srael dover.idf.il portscan: TCP Distributed Portscan 1
222.186.21.72 147. 237. 76. 148 Chi na gqcent er . aka. i df . i | ET SCAN Potential SSH Scan 1
220.178.78. 138 147.237.77. 170 Chi na maar achot . i of .i | ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘Ste ‘Signature

100. 100. 120. 170 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 32

41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |dr op SAMrul e drop 30

167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 24

100. 100. 3. 121 147. 237. 72. 166 |aka.i of .i drop First packet isn't SN drop 22

46.121. 16. 28 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 22

213.57.143.74 |lIsrael 147. 237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 20

213.57.143.74  |israel 147.237.72. 166 |akaidf.il  [Bad TCP sequence mﬁsg reansm wehdifferent  Jopnitor |20

212.179.21.194 |Israel 147.237.8.45 |e.eitan.idf.il |SYN At ack SYN -> SYN-ACK -> RST rej ect 19

100. 100. 3. 121 147.237. 72. 156 |anan.i df .i | drop First packet isn't SN drop 12

77.125.120.51 |Israel 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12

100. 100. 104. 89 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 12

46.121. 16. 28 | srael 147. 237. 77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber alert 11

46.121. 16. 28 I srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 11

212.179.21. 194 |Israel 147, 237.76. 200 |ei tan. aka i o || ST NG Engine: TP Inval i d nval i d segnent retransmssi on. drop 10
Ret r ansni ssi on Packet dr opped.

46. 19. 86. 245 I srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 10

213.57.182. 163 |l srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber noni t or 9

41.230.14.223 |Tunisia 147, 237. 76. 200 e tan. aka i of || 2 NG Engine: TCP Invalid nvalid segnent retransmssion. drop 9
Ret r ansni ssi on Packet dropped.

176.13.7.12 I srael 147.237.77.233|atal .idf.il  |Bad TCP sequence I'nval i d ACK nunber alert 9

213.57.182. 163 [lIsrael 147.237.72. 166 |aka.idf . il Bad TCP sequence Inval i d ACK nunber alert 9

176.13.7.12 | srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 9

194. 88. 154. 138 |Pol and 147.237.77.74 |lawidf.il drop SAMrule drop 8

66.249.66.61  |Uited Sares |147.237.72. 166 lakaicr.il || €AMNg Engine: TCP Invalid nval i d segnent retransmssi on. drop 8
Ret r ansni ssi on Packet dr opped.

80. 246. 139. 101 |l srael 147.237.72. 156 |aman.idf.il  |SYN Att ack SYN -> SYN-ACK -> RST rej ect 8

85. 130. 195. 107 |Israel 147, 237. 72, 156 jaran i 1 | €M NG Bngine: TCP Invalid nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.

46.19.85.251  |Israel 147.237.72. 166 |akaicr. i1 | SAMNg Engine: TP Invalid Invalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.

100. 100. 124. 100 147.237.72. 166 |aka.i df . il drop First packet isn't SN drop

46. 19. 85. 201 I 'srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber alert

212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop

109. 66.110.85 |Israel 147, 237.76. 200 |ei tan. aka i of | .| @M NG Engine: TCP Invalid nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.

46. 19. 85. 201 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 6

100. 100. 104. 89 147.237.0.34 |tikshuv.idf.il |dr op Frst packet isn't SN drop 6

190. 24.146.71 |Col onbi a 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 6

46. 19. 85. 127 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 5

213.57.143. 74 |Israel 147.237.72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> Ti neout alert 5

46. 19. 86. 245 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 5

46.19. 85. 127 | srael 147. 237. 77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber alert 5

31.210.186. 129 |Israel 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 5

87.69.11.79 | srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5

37.26.148.232 |[Israel 147.237.77. 216 |dover.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 4

5.102. 254. 79 I srael 147.237. 72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 4

46.121. 89. 28 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or 4

46.19. 85. 221 | srael 147. 237. 77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber alert 4

2.54.33. 88 I'srael 147.237.72. 166 |akaicr. i1 | SAMNg Engine: TP Invalid Inval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.

79.179.136.8  |israel 147.237.72. 166 |aka ich 11 || S NG Engine: TCP Invalid Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.

41.230.14.223 |Tunisia 147.237.72. 166 |akaicr. i1 | SaMNg Engine: TP Invalid Inval i d segrent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.

46.19.86.212  |Israel 147.237.72. 166 |aka it 11 || S NG Engine: TCP Invalid nvalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.

109. 66. 54. 140 |1 srael 147.237.72. 166 |akaicr. i1 | SaMNg Engine: TP Invalid Inval i d segrent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.

197. 40. 182. 148 |Egypt 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop

5.102. 254. 79 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 3

79.180.121.3  |israel 147,237, 72. 166 |aka i 11 | ! €M NG Bngine: TCP Invalid nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
41.230.14.223 |Tunisia 147.237.77.216|dover. i df . il Mil tipl e Uhaut horized URL Access from 41.230. 14. 223 Bl ock 68
176.13.13. 107 |[lIsrael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode B ock 30
2.54. 165. 166 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 23
41.230.14.223 |Tunisia 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut horized URL Access from 41.230. 14. 223 Bl ock 9
46. 19. 85. 207 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode B ock 5
109. 186. 60. 132 |l srael 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut horized URL Access from 109. 186. 60. 132 B ock 5
5. 29. 46. 63 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 5
41.230.14.223 |Tunisia 147.237.76.200|ei tan. aka. i df . i | Mil tipl e Unaut hori zed URL Access from 41.230. 14. 223 B ock 4
207. 46. 13. 103 g"alt:g 147.237.77.216|dover.i df . il Ml tipl e Uhaut hori zed URL Access from 207. 46. 13. 103 Bl ock 4
2.54.149. 81 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
173. 254. 55. 58 g‘;ltee: 147.237.72. 166 |aka. i df .i | PHP At t enpt Bock |3
41.230.14.223 |Tunisia 147.237.0.34 |tikshuv.idf.il Mil tipl e Unhaut horized URL Access from 41.230. 14. 223 Bl ock
109. 66.171.91 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Qode B ock
93.172.146. 145 |[Israel 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock
207. 46.13. 119 gﬁ;ttg: 147.237.77.216|dover.idf.il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 2
Lhited . . D stributed Lhaut hori zed URL Access on
107.178.194.83 |g o o 147.237.77.216|dover . i df . i v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 2
173. 254. 55. 58 g;g: 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waww aka. i df.il/index. php B ock 2
109. 186. 60. 132 |l srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed Met hod CPTI QNS for wan aka. i df.il/ B ock 2
66.249. 64. 177 |l srael 147.237.76. 147 |chi nuch. aka. i df .i| |Wauthorized URL Access to waw chi nuch. aka. i df .il/404. ht m B ock 2
176.12. 144. 125 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 2
2.52.40. 161 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 2
109. 186. 60. 132 |l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to v aka. i df.il/sip _storagelfiles/ 4/ Bl ock 2
46.121. 89. 28 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs S Attack None 2
66. 249. 66. 25 I srael 147.237.77.216|dover.idf . il Dstributed Uhaut hori zed URL Access on waw idf.il/error.htm B ock 2
80. 246. 136. 2 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode B ock 2
46.19. 85. 52 I srael 147.237.77. 216 |dover.idf.i |l Unknown HTTP Request Met hod en®l zq in URL B ock 1
173. 254. 55. 58 ;h;:ee: 147.237.72. 166 |aka. i df . i | Mil tipl e Unhaut horized URL Access from 173. 254. 55. 58 B ock 1
79.178.129.89 [Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka.idf.il/nain/ B ock
41.230.14.223 |Tunisia 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to wwy aka. i df.il/niluinitenpl @s/hone. asp |B ock 1
109. 67. 178. 230 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
. . Unaut hori zed URL Access to
66.249. 67.196 |Israel 147.237.77.74 |lawidf.il 147. 237. 7. 74/ si p_st or agel {1 | es/ 3/ 423. pf B ock 1
. - D stributed Lhaut hori zed URL Access on
66. 249. 66. 28 | srael 147.237.72. 166 |aka. i df . i | 147. 237.72. 166/ mai n/ gi yus/ gener al . aspx B ock 1
37.26.147.170 |lsrael 147.237.72. 166 |aka. i df . i | SS. Untraceabl e Qnnection - sigal gs DoS Attack None 1
Unaut hori zed URL Access to
95. 86.105. 196 [l srael 147.237.72. 166 [aka. i df . i | wav aka. i df . i |/ mai n/ gi yus/ &sa=udved=0ahukew 50| 2shb7j ahvc8gdkhet |B ock 1
kaxgqf ggwrai &usg=af gj cnhcvyyg7wlcg- yhd5_anmzoyodt wa
46.116.131. 2 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SS. Sessi ons: sigal gs DoS Attack None
176. 106. 227. 129|1 sr ael 147.237.77. 170 |maar achot . i df . i | Ml tiple Unauthorized URL Access from 176. 106. 227. 129 B ock
waw. chamat z. aka. i |uaut hori zed URL Access to
82.166.57. 237 Israel 147.231.77.2268) 4 | waw chanat z. aka. i df . i 1/i p_storage/ il es/ 9/ 2479. | pg Bock |1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
77.125.103. 71 I srael 147.237.72. 166 |aka. i df . i | ww aka. i df . i |/ mai n/ sachar/ r equest paysl i pexpl anat i on. aspx None !
Lhited . . Unhaut hori zed URL Access to
157.85.39. 18 Sates 147.237.77. 216 [dover . i df . i | wwy i df . i |/ newsite/novies/20 10 03 stri ke eng. asf Bl ock !
o - . Unaut hori zed URL Access to
41.230.14.223 [Tunisia 147.237.0.15  |kosher-kravi.idf.il | 0 A idf il / t enpl @s/ honepage/ homepage. aspx B ock 1
. . D stributed Lhaut hori zed URL Access on
109. 64.177. 114 |[Israel 147.237.72. 166 |aka. i df . i | v aka. i of i1/ mai v sachar/ undefi ned Bl ock 1
. . Unaut hori zed URL Access to
66.249.66.43  |Israel 147.237.77. 216 [dover. i df . il 147, 237.77. 216/ 1133- 18189- he/ dover . aspx B ock 1
213.57. 206. 248 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs S At ack None 1
5.102. 204. 89 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None 1
. . S Untraceabl e Gonnection - Protocol violation
89. 138. 253. 210 |l srael 147.237.72. 166 |aka. i df . i | (SSL_CONN CLI ENT CERTI FI CATE REQUEST) None 1
. . Unaut hori zed URL Access to
66. 249. 64. 56 I srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p. st or agel 111 es/ 2/ si ze100x0/ 2802,  pg B ock 1
Lhi ted . . O stributed Unaut hori zed URL Access on
204.13.200.200 fo o 147.237.77. 216 [dover. i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
79.178.171.79 |[Israel 147.237.72. 166 |aka. i df . i | Uhknown Paraneter answerid in ww aka.idf.il/sachar/l ogin/ None 1
41.230.14.223 |Tunisia 147.237.72. 166 [aka. i df . i | Unknown Par anet er anp; nodul et ogot o i n www aka. i df.il/giyus/login/  |None 1
. . O stributed Unaut hori zed URL Access on
66.249.67.234 |Israel 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx Bl ock 1
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