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12-02-2015-21:04:00 to 12-02-2015-22:04:00

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
141. 255. 153. 159 Net her | ands 147.237.77. 216 dover.idf.il TAP Scan (vertical) drop 5926

167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCG- Tool - Swi t chbl adG dest - r eset 3701

69. 26. 164. 70 Lhited Sates 147.237.76. 30 hi nush. i df . i | B ock Np All Net drop 1

123. 151. 42. 61 Chi na 147.237.76. 148 gogcenter.aka.idf.il |Block Udp All Nets Con Linit drop 1




12-02-2015-21:04:00 to 12-02-2015-22:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Country|Target Address |Site Sgnature
188.165.15.89  |France 147.237.72. 166 |aka. i df .i | 28: HITP.  AnrefBot craw er B ock 1
188. 165. 15. 162 |France 147.237.77.226 |Www. chanat z. aka. i df . i | [C228: HITP.  AhrefBot craw er B ock 1
195. 154. 211. 140 |France 147.237.77.216 |dover.idf.il 9221: HTTP. PUT Method Execution over HTTP/ VébDAV (B ock 1




12-02-2015-21:04:00 to 12-02-2015-22:04:00

|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
176.13.15.194 [147.237.0.19 |Israel madi matal .idf.il ET SCAN Possible SSL Brute Force attack or Ste Gaw 3
66.249.79.127 |147.237.77.74 |Wited Sates [lawidf.il ET SCAN NVAP -sA (2) 2
122.231. 3. 92 147. 237. 76. 200 [Chi na eitan aka.idf.il ET SCAN Potential SSH Scan 2
122.231.3.92 147. 237.72. 217 |Chi na eidf.il ET SCAN Potential SSH Scan 2
66.249. 79. 3 147.237.77.74 |Wited Sates |[lawidf.il ET SCAN NVAP -sA (2) 2
122.231. 3. 92 147.237.76. 44 |China e.refuah.idf.il ET SCAN Potential SSH Scan 1
81.169.251. 74  |147.237.77. 226 |Ger many wan chanat z. aka. i df . i | [ET SCAN NVAP -sS wi ndow 1024 1
167. 114. 156. 16 |147.237. 77. 216 |Canada dover.idf.il portscan: TCP D stributed Portscan 1
122.231. 3. 92 147.237.76.31 [China nakchal . i df.il ET SCAN Potential SSH Scan 1
128.127. 0. 45 147.237.0.200 |italy . i df il ET SCAN NMAP -sS w ndow 3072 1
122.231.3.92 147. 237. 72. 156 |Chi na anan. i df.il ET SCAN Potential SSH Scan 1
220. 231. 195. 122|147. 237. 76. 148 |Chi na gqcenter. aka. i df .i | ET SCAN NVAP -sS w ndow 4096 1
122.231.3.92 147. 237. 77. 233 |Chi na atal.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 77. 233 |Chi na atal .idf.il ET SCAN Potential SSH Scan 1
122.231. 3. 92 147.237.0.33 [China idf.il ET SCAN Potential SSH Scan 1
212.150. 163. 132|147. 237. 72. 166 || srael aka.idf.il portscan: TP D stributed Portscan 1
122.231. 3. 92 147.237.77. 178 |Chi na e. mat pash. i df . il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 76. 198 |Chi na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
212.76.102. 239 |[147.237.72. 166 |l srael aka.idf.il portscan: TP D stributed Portscan 1
120. 107. 144. 49 |147. 237. 77. 226 |Tai wan waw chanat z. aka. i df . i | [ET SCAN NVAP -sS w ndow 1024 1
122.231. 3. 92 147.237.77.19 [China | awforumidf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.8.14 |China e.orchot.idf.il ET SCAN Potential SSH Scan 1
195. 154. 211. 140|147, 237. 77. 216 |France dover.idf.il SERVER IS miltipl e extensi on code execution attenpt 1
109. 67.27. 178  [147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
59. 45. 79. 117 147.237.0.15 |China kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
195. 154. 211. 140(147. 237. 77. 216 |France dover.idf.il LOCAL RUES - Request with the string install.phpinit 1
104. 254. 111. 82 [147.237.77. 216 dover.idf.il portscan: TCP D stributed Portscan 1
122.231.3.92 147. 237. 76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
94.102.48.195 [147.237.76.42 |[Netherlands refuah.idf.il ET SCAN NMAP -sS w ndow 1024 1
122.231. 3. 92 147.237.76.86 |[China navy. i df . il ET SCAN Potential SSH Scan 1
82.192.90.145 |147.237.0.15 |Netherlands kosher-kravi .idf .il ET SCAN Potential SSH Scan 1
122.231.3.92 147.237.76. 34 |[China yohal an. i df . il ET SCAN Potential SSH Scan 1
79.181.220.70 |[147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
128.127. 0. 45 147.237.0.200 |italy . i df il ET SCAN NMAP -sS w ndow 4096 1
122.231.3.92 147. 237. 77. 235 |Chi na sviva idf.il ET SCAN Potential SSH Scan 1
122.231.3.92 147.237.72.14 |China dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
220.231. 195. 122|147. 237. 76. 148 |Chi na gacenter. aka. i df . il ET SCAN NMAP -sS w ndow 1024 1
122.231.3.92 147. 237. 77. 205 [Chi na prisha.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 77. 205 |Chi na prisha.idf.il ET SCAN Potential SSH Scan 1
122.231.3.92 147.237.0.16 |China ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
212.76.122. 155 |[147.237.72. 166 |l srael aka idf.il portscan: TCP D stributed Portscan 1
122.231. 3. 92 147.237. 77. 176 |Chi na nat pash. i df . i | ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 76. 147 |Chi na chi nuch. aka. i df . il ET SCAN Potential SSH Scan 1
204.151.10. 118 |[147.237.77.233|Wited Sates |atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
112 161 8139|147 237 76,30 |KOrER Repwblic | o ET SCAN Behavi oral Unusual |y fast inbound Tel net Gonnecti ons, 1
of Potential Scan or Brute Force
122.231.3.92 147. 237. 76. 201 |Chi na e.atal .idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.0.19 |China nadi matal .idf.il ET SCAN Potential SSH Scan 1
195. 154. 211. 140(147. 237. 77. 216 |France dover.idf.il SER\/ERL.I 'S Mcrosoft Wndows 1S 6 i tiple executabl e 1
ext ensi on access attenpt
109. 66. 151. 144 |147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address Atacker
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Sreaning Engine: TGP Invalid

Inval id segnent retransnission.

Action

‘Count

79.176.218.58 |Israel 147. 237.76. 200 |ei tan. aka.i df . il o dro| 1122
Ret r ansni ssi on Packet dr opped. P
. o SYNretransmt wth different .
79.176.218.58 |Israel 147. 237.76. 200 |ei tan. aka.i df . il Bad TCP sequence wi ndow scal e noni t or 33
41.33. 231. 90 Egypt 147.237.77. 216 |dover. i df il drop SMrule drop 30
100. 100. 110. 104 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 25
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 25
79.176.31.6 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 18
100. 100. 120. 170 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 17
185. 120. 126. 111 147.237.72. 166 |aka. i df i drop SAMrule drop 16
46.120.202.25 |[Israel 147.237.0.34  |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 14
2.54.59.132 I srael 147. 237.72. 156 |anan.i df .i| SYN At t ack SYN -> SYN-ACK -> RST rej ect 13
2.54.146. 17 | srael 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> RST rej ect 12
Sreaning Engine: TCP Invalid i i SSi
85.64.65.131 [l srael 147. 237.77. 243 |nobi L e.i df . | 9 =g Inval id segnent retransmssion. |, 12
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
46.19.86.122  |israel 147. 237. 72. 167 |i shuri maka. i df . i | 9 =g Invalid segnent retransmssion. |, 12
Ret r ansmi ssi on Packet dr opped.
2.54.167. 157 I srael 147.237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 11
ny- kosher - kravi . i df . SWNretransmt wth different .
84.228.166.68 |Israel 147.237.0.16  |.] Bad TCP sequence wi ndow scal e noni t or 11
Sreaning Engine: TCP Invalid i i SSi
212.179.21. 194 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. |, 10
Ret ransm ssi on Packet dropped.
Sreanming Engine: TP Invalid i i ssi
185.3.144.51  |Israel 147.237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. |, ) 9
Ret r ansni ssi on Packet dropped.
100. 100. 49. 81 147.237.72. 156 [anan.idf.il drop First packet isn't SN drop
46.19. 85.171 | srael 147.237. 72. 167 |i shurimaka. i df .i | dr op Frst packet isn't SWN drop
) R SYNretransmt wth different .
176. 106. 226. 231 |l srael 147.237.76.30 |himush.idf.il Bad TCP sequence wi ndow scal e noni t or 7
2.54.167. 157 I srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 7
2.54.167. 157 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid AGK nunber aert 7
46. 19. 86. 107 I srael 147.237.72. 156 |anan. i df . i | Bad TCP sequence I'nval i d ACK nunber nonitor |7
2.54.167. 157 | srael 147.237.72. 166 |aka.idf il Bad TCP sequence Invali d ACK nunber noni t or 7
2.54.167. 157 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid sequence nunber noni t or 7
188. 120. 148. 215|l srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence I'nval i d ACK nunber nonitor |7
84.228.166.68 || srael 147.237.0.15 |kosher-kravi.idf.il  [Bad TOP sequence SWretransmt with different moni tor 6
w ndow scal e
100. 100. 28. 123 147.237. 72. 156 |anan.idf .il dr op First packet isn't SYN drop 6
Sreaning BEngine: TCP Invalid i i SSi
79.176.31.6 I'sr ael 147.237. 72. 166 |aka. i df . i g =g Invalid segnent retransmssion. | 6
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
82.81.13.85  |Israel 147.237.72. 166 |aka i df .i 9 =g Inval id segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
2.54.59.132 I srael 147.237.72. 156 |anan.i df .i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
Sreaning Engine: TGP Invalid ' i ssi
157.55.39.84  |United Sates |147.237.76.86 |navy.idf.il 9 =9 Inval id segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
2.54.59.132 I srael 147. 237. 72. 156 |anan. i df . i | Bad TCP sequence Inval i d ACK nunber aert 6
217.132.250. 76 |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d AGK nunber aert 6
2.54.146.17 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d ACK nunber alert 6
Sreaning Engine: TCP Invalid i i SSi
46.19.85.241  |israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval id segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
87.69. 18. 62 | srael 147.237.0.19 |madimatal .idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 6
2.54.59. 132 I srael 147.237.72. 156 |anan.idf .| Bad TCP sequence I'nval i d ACK nunber nonitor |6
46.19. 85. 138 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
217.132.250. 76 |l srael 147.237.72. 166 |aka i df . i | Bad TCP sequence I'nval i d ACK nunber nonitor |6
2.54.146. 17 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
95.35.143.232 |[Israel 147.237.72. 156 |anan. i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreanming Engine: TCP Invalid i i ssi
176.12.137.66 | srael 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. |, ) 6
Ret r ansmi ssi on Packet dr opped.
2.54.59.132 I srael 147. 237.72. 156 |anan. i of .i | Bad TCP sequence Invalid sequence nunber noni t or
2.54.146.17 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d sequence nunber noni t or
o SYNretransmt wth different .
82.81.193. 82 I srael 147.237.77. 176 |matpash. i df .i | Bad TCP sequence wi ndow scal e noni t or 5
188. 120. 148. 133|l srael 147.237.72. 166 |aka. i df i Bad TCP sequence Inval i d ACK nunber noni t or 5
Sreanming Engine: TCP Invalid i i ssi
66.249.75.94  |Wnited Sates [147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, ) 4
Ret r ansmi ssi on Packet dr opped.
79.181.173.221 |lsrael 147.237.77.233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
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|Top Attackers In V\AF|

At acker

Devi ce

Count ry ‘Target Address |[Site Sgnature Action ‘Count
176.13.15. 194 |lsrael 147.237.0.19 |madi matal .idf.i|Too Many of the Same Response Code (404) in Session from176. 13. 15. 194 |B ock 395
176.13.15. 194 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 174
176.13.15. 194 |l srael 147.237.0.19 |madimatal .idf.i|Too Miny of the Sane Response Code (403) in Session from 176. 13. 15. 194 |B ock 83
79.176.218.58 |[lIsrael 147.237.76.200|ei tan. aka. i df . i | [Too Many of the Same Response Code (404) in Session from79.176.218. 58 |B ock 44
208.115. 113. 88 [Lhited Sates [147.237.76.86 |navy.idf.il Uhaut hori zed LRL Access to navy.idf.il/giyus/foruniasp/ showf orum asp B ock
37.26.147.230 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock
107.6.130.19 |lhited Sates [147.237.72. 166 |aka. i df . il Ostributed PHP Attenpt B ock
213.8.174.5  |Israel 147.237.72. 166 |aka. i df . i | V%;E;L;’.“it;d_ ilf}a#;hnc;r;iﬁi/ﬁtﬁfifztﬁg A Bl ock 3
80. 246. 139. 110 |l sr ael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
85. 250. 34. 125 |l srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Redundant HTTP Headers in header Referer Bl ock 2
2.54.154.235 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 2
46.19.85.207 |[lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 2
109. 64.34. 6 I st ael 147.237.72. 166 |aka. i df . i | Mil tiple Unauthorized UR. Access from 109. 64. 34. 6 Bl ock 2
52. 33. 66. 29 Lhited Sates |147.237.77. 216 |dover.idf.i | Ml tipl e Unaut horized URL Access from 52. 33.66. 29 B ock 2
66. 249. 64. 233 |l srael 147.237.77.216|dover . i df . i | D stributed Lhauthori zed URL Access on wawidf.il/error. htm B ock 2
157.55.39.18 [Lhited Sates [147. 237.77. 216 |dover. i df . i | Distributed PHP Attenpt Bl ock 2
107.6.130.19 |Lhited Sates [147.237.72.166|aka. i df .i | Ml tipl e Unaut horized URL Access from 107. 6. 130. 19 B ock 2
157.55.39.18 |lLhited Sates [147.237.77.216|dover.idf .il Ml tipl e Unauthorized URL Access from 157.55. 39. 18 Bl ock 2
207.46.13.103 |Whited Sates |147.237.77.216|dover.idf .il Dstributed PHP At tenpt Bl ock 1
2.54.129.234 |Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
107.6.130.19 |lhited Sates [147.237.72.166|aka. i df .i | Uhaut hori zed URL Access to aka.idf.il/index. php Bl ock 1
68. 180. 228. 112 |Lhited Sates |147. 237.77. 216 |dover. i df .i | Paranet er Type M ol ation PageNumin vww i df.il/1283-en/ dover. aspx B ock 1
66.249.64.61 |lsrael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
87.69.111. 237 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
46.19.85.81  [Israel 147.237.76.42 |refuah.idf.il 104? ;';;f‘;gﬂ;;“;Ihgéﬁ:rdedﬁe:e‘icissss on Bl ock 1
136.243.36.96 |Ger nany 147.237.77. 216 |dover . i df . i | 3}5;{&% ?2&?‘;’;,1?&;?2”% ﬁcgdelssf on B ock 1
208. 184. 112. 74 |Uni ted Sates |147. 237. 77. 216 |dover . i df . i | D stri ot ec ﬁgaé’fggggéﬁeﬁvﬁ‘ff;pﬁ” Bock |1
109. 64. 17. 195 |[lIsrael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
95.86.82.202 |[lIsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
66. 249. 64. 190 |Israel 147. 237. 72. 166 |aka. i df . i | mn;‘(“; iﬁr.?ﬁtnz nfﬁ:;::;/océnrt' act s a5px None 1
176. 106. 227. 43 |I srael 147.237.76.42 |refuah.idf.il ?4? ;;?H;gﬂ;";“;lhgsi;:rdedb'?‘e;ectclissss on Bl ock 1
157.55.39. 148 |lhited Sates |147.237.76.200|ei tan. aka. i df . il [Mitiple Wauthorized UR. Access from 157.55. 39. 148 B ock 1
52.33.66.20  |Uited Sates [147.237.77. 216|dover. i df il |0 o Lo 1?;;};;;;;?&%\/?222” Bock |1
41.230.14.223 |Tunisia 147.237.72. 166 [aka. i df . i | Unhknown Paraneter c@d in ww aka.idf.il/iturindasp/ search. asp None 1
109.66.29.50 |Israel 147.237.72. 166 |aka. i df . i | mkmak?ri?ﬁm_eti o n‘; 'n?gf;; /ant$; d";}“gﬁ';ﬂ?‘;hzg; acetbl der $btnAtudaPrint o 1
79.178.220.8 |[Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
68.180. 229. 173 |Lhited Sates |147. 237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
207.46.13.103 |lnited Sates |147.237.77.216|dover.i df.i | Ml tipl e Unaut hori zed URL Access from 207. 46. 13. 103 B ock 1
107.178.194. 83 |Wited Qates [147. 237. 77. 216 |dover . i df . i | D stri butec 1?;;}2;;5?&%&??;&” Bl ock 1
66. 249, 64. 131 |Israel 147.237.72. 166 |aka. i df . i | ﬂ‘;‘”tzg;’”?gef&ﬁ‘l sfscte;sa;; (i1 es/ 4171554, pal Bl ock 1
176.13.15. 194 |lsrael 147.237.0.19 |nadimatal .idf.i|Too Many 403: Response Code per Session Bl ock 1
89.139.42.175 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs S Attack None 1
82. 166. 102. 148 |I srael 147.237.72. 156 [aman. i df . i | Mil tiple Untraceabl e SSL Sessions from 82. 166. 102. 148 ((pen Mde) None 1
149. 88. 149. 209 |l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
79.177.153. 46 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
208.184. 112. 75 Ui ted Sates [147.237.77. 216 |dover. i df . il |0 o Lo ﬁ";é‘t;ggggeﬂeﬁvﬁcispfn Bock |1
41.69.251.43  |Egypt 147.237.76.86 |navy.idf.il Dstributed PHP At tenpt Bl ock 1
66. 249. 64. 230 |l srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77.216/ B ock 1
185.3.144.13 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
176. 12. 150. 142 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
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