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|Top Attackers | n DDoS- Def ence |
Attacker Address |Attacker Country |Target Address |Site

|Signature |Device Action |Count|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il|DOS- Tool - Swi t chbl adG dest - r eset 3594
66. 249. 93. 198 | srael 147.237.72. 166 aka.idf.il |TQP handshake viol ation, first packet not syn dr op 356
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry ‘Target Address |Site |Sgnature Devi ce Action |Oount |
178.162.216.36 |[Ger many 147.237.77.216 |dover.idf.il C1000108: HTTP. Trying to locate existing FCkedi tor B ock 1
195. 154. 180. 24  |France 147.237.77.216 |dover.idf.il 9221: HTTP. PUT Method Execution over HTTP/ VbDAV B ock 1
195. 154. 194. 47  |France 147.237.77.216 |dover.idf.il 9221: HTTP. PUT Method Execution over HTTP/ VbDAV Bl ock 1
5.9.138. 211 Ger many 147.237.76.86 [navy.idf.il CL000106: HTTP. maj estic bot B ock 1
195.154. 211. 20 |France 147.237.77.216 |dover.idf.il 9221: HTTP. PUT Method Execution over HTTP/ VbDAV B ock 1
106. 38.241. 106 |Chi na 147.237.77.170 |maarachot.idf.il |Cl03: HITP: User Agent Sogou+web+spi der Bl ock 1
195. 154.211. 94  |France 147.237.77.216 |dover.idf.il 9221: HITP. PUT Method Execution over HITP/ WbDAV Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry

|Signature

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
167. 114. 156. 16 |147.237. 77. 216 |Canada dover.idf.il portscan: TCP Distributed Portscan 2
66.249.79.127 |147.237.77.74 |Wited Sates lawidf.il ET SCAN NVAP -sA (2) 2
66.249. 65. 122  |147.237.76. 200 |Lnited Sates eitan aka idf.il ET SCAN NVAP -sA (2) 2
66.249. 79. 3 147.237.77.74 |Wited Sates lawidf.il ET SCAN NVAP -sA (2) 2
60. 185. 185. 58  |147. 237. 77. 205 |Chi na prisha idf.il ET SCAN Potential SSH Scan 1
60.185.185.58  [147.237.77.19 [China lawforumidf.il ET SCAN Potential SSH Scan 1
94.102.48.195 [147.237.77.19 |[Netherlands lawforumidf.il ET SCAN NVAP -sS wi ndow 1024 1
60. 185. 185. 58  [147.237. 76. 201 |Chi na e.atal .idf.il ET SCAN Potential SSH Scan 1
84.108. 183. 174 |[147.237.72. 166 |l srael aka idf.il portscan: TCP D stributed Portscan 1
60. 185.185.58 |147.237. 76. 197 |Chi na e hinush.idf.il ET SCAN Potential SSH Scan 1
60. 185. 185. 58  [147.237. 76. 147 |Chi na chi nuch. aka. i df . i ET SCAN Potential SSH Scan 1
60.185.185.58 [147.237.76.30 |China hi nush. i df . i | ET SCAN Potential SSH Scan 1
199. 101. 186. 178|147. 237. 77. 227 |Lhited Sates e. hanaz.idf.il ET SCAN NVAP -sS wi ndow 4096 1
60. 185. 185. 58  [147.237. 77. 235 |Chi na sviva.idf.il ET SCAN Potential SSH Scan 1
5.29. 28. 36 147.237. 72. 166 |I srael aka idf.il portscan: TCP D stributed Portscan 1
198. 20. 69. 98 147.237.77. 226 |Lhited Sates wan charat z. aka. i df . i1 [ET DROP Dshi el d B ock Listed Source 1
60. 185. 185. 58  [147.237. 77. 227 |Chi na e. hanaz. i df .i | ET SCAN Potential SSH Scan 1
60. 185. 185.58  [147.237. 77. 212 |Chi na e.dover.idf.il ET SCAN Potential SSH Scan 1
173.14.248.34 [147.237.8.50 |Wnited Sates e.tikshuv.idf.il ET SCAN NVAP -sS wi ndow 3072 1
60. 185. 185. 58  [147.237. 77. 179 |Chi na e nazi.idf.il ET SCAN Potential SSH Scan 1
109. 66. 15. 53 147.237. 72. 166 |I srael aka idf.il portscan: TCP D stributed Portscan 1
60. 185.185.58 |147.237. 76. 202 |Chi na e halag.idf.il ET SCAN Potential SSH Scan 1
94.102.48.195 [147.237. 76. 176 |Net her | ands test.ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
60. 185. 185.58  [147.237. 76. 200 |Chi na eitan aka.idf.il ET SCAN Potential SSH Scan 1
82.192.90. 145 [147.237.76. 176 |Net her| ands test.ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
60. 185. 185. 58  [147.237. 76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
60.185. 185.58 |147.237.76.38 |China eenmeitav.idf.il ET SCAN Potential SSH Scan 1
ini i ET DC5 Large amount of TCP Zer oWndow - Possi bl e
217.66.242.92 |147.237.77.216 Zazlcis;i'e”('ja” Territony, | gover. i df.il il lor2 Dis At tack 1
60. 185. 185.58  [147.237. 77. 243 |Chi na nobi | e.idf.il ET SCAN Potential SSH Scan 1
46. 19. 85. 224 147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
199. 101. 186. 178(147. 237. 77. 227 |Lhited Sates e. hanaz.idf.il ET SCAN NVAP -sS wi ndow 1024 1
60. 185. 185.58  [147.237. 77. 233|Chi na atal .idf.il ET SCAN Potential SSH Scan 1
195. 154. 180. 24 [147.237.77. 216 |France dover.idf.il portscan: TCP D stributed Portscan 1
60. 185. 185.58 |147.237.77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
176.13.7. 199 147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Devi ce

Country

SWNretransmt wth different

Action

‘Count

94.159. 141. 180 [lsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence . noni t or 47
w ndow scal e
108.54.59.192 |Uhited Sates |147.237.77. 234 |hal ag.i df il Bad TCP sequence SWNretransmt wth different monitor |35
W ndow scal e
108.54.59.192 |Wited Sates |147.237.77.234|hal ag.idf.il Bad TCP sequence SN retransmt with i fferent alert 31
w ndow scal e
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
100. 100. 77. 34 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SN drop 28
100. 100. 27. 228 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 24
e SYNretransmit wth different .
84.110.37.168 |Israel 147.237.72. 166 |aka. i df i Bad TCP sequence wi ndow scal e noni t or 24
46.19. 85. 107 I srael 147.237.72. 167 |ishwimaka idf.i[Bad TCP sequence Invalid AGK nunber noni t or 19
100. 100. 28. 123 147.237. 72. 156 |anan. i df . i | drop Frst packet isn't SYN drop 19
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 19
100. 100. 72. 83 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 17
Sreanmng Engine: TCP Invalid i i ssi
212.179.21. 194 |israel 147. 237.76. 200 |6 tan. aka.i of . i 9 =9 nval i d segnent retransmssi on. drop 16
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
185.3.146.195 |Israel 147. 237.76. 200 |ei tan. aka. i of .| g =g nvalid segnent retransmssion. drop 15
Ret ransm ssi on Packet dr opped.
213.57.130.121 |[lIsrael 147.237.72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect 12
Sreaning Engine: TQP Invalid i i sSi
2.54.189.193  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 12
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
46.19. 85. 97 I'srael 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 12
Ret ransni ssi on Packet dr opped.
100. 100. 116. 203 147.237. 72. 156 |anan. i df .i | dr op First packet isn't SYN drop 8
37.26.149. 154 |lIsrael 147.237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 6
46.19. 85. 121 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid AGK nunber aert 6
217.132. 65. 64 | srael 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SYN drop 6
46.19. 85. 121 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46.19. 85. 121 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid AGK nunber aert 6
46. 19. 85. 121 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber noni t or 6
213.57.130.121 |Israel 147.237.72. 166 |aka. i df i SYN At ack SYN -> SYN-ACK -> Ti neout aert 5
79.183.150.54 |lsrael 147.237. 72. 156 |anan. i df . i | drop Frst packet isn't SN drop 5
46.19.86.215  |Israel 147.237.72. 166 |aka. i of .| Bad TCP sequence SINHAX retransmt with different oo s
w ndow scal e
130. 113. 109. 158|Canada 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
46. 19. 86. 176 I srael 147.237.72. 166 [aka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 5
94. 230. 86. 213  |Israel 147.237.77. 216 |dover. i df il Bad TCP sequence Inval id AGK nunber noni t or 5
Sreaning Engine: TCP Invalid i i ssi
176. 12. 140. 190 |israel 147. 237. 72. 167 |ii shuri maka. i of . i 9 =g nval i d segnent retransmssi on. drop 4
Ret r ansmi ssi on Packet dr opped.
85. 64. 49. 130 | srael 147.237. 72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 4
Sreanming Engine: TCP Invalid i i ssi
199.30.25.61  |Wited Sates |147. 237.76. 200 |ei tan. aka.idf.il 9 =9 nval i d segnent retransmssi on. drop 4
Ret ransmi ssi on Packet dr opped.
46. 19. 85. 75 I srael 147.237.77. 176 [matpash.idf.il  [Bad TCP sequence Inval i d ACK nunber noni t or
46.19. 85. 43 I srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
Sreanming Engine: TCP Invalid i i ssi
109. 64. 16. 140 I srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
5.22.129. 101 | srael 147.237.0.19 |nadimatal.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaming Engine: TCP Invalid i i ssi
79.177.135.58 | srael 147.237.72. 166 |aka. i of .11 9 =9 nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
79.183.49.15  |israel 147. 237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dr opped.
Sreanmng Engine: TCP Invalid i i ssi
2.54.22.200  |israel 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
79.176.5. 228 | srael 147.237.76. 31 |nakchal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or
213.57.129.216 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
Sreanming Engine: TCP Invalid i i ssi
109. 64. 166. 230 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
79.179.62.199 |l srael 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
46. 19. 85. 50 I srael 147.237.77. 234 |hal ag.idf. il Bad TCP sequence Inval id ACK nunber noni t or
213.8.204.9 I srael 147.237.72. 166 [aka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or
46. 19. 85. 224 I srael 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid ACK nunber noni t or
Sreaning Engine: TCP Invalid i i ssi
79.176.121.85 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
185. 3. 146. 168 |l srael 147.237.77. 176 |mtpash.idf.il  [Bad TCP sequence Inval i d ACK nunber noni t or
46. 19. 85. 26 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid AGK nunber aert 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
80. 246. 139. 185 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock
84.228.176.231 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock
157.55.39. 115 |Uited Sates |147.237.76. 147 |chi nuch. aka. i df . i|Di stributed Unaut hori zed URL Access on waw chi nuch. aka. i df . il/404. ht m |Bl ock
109.67.20.17  |Israel 147.237.0.19 |nadimatal .idf.il L{n;;urtnh;tr;?%f%ﬂ‘/ gﬁacre:dslatj(;x/ et ket ek Ly, s Bl ock 2
79.183. 49. 15 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to wwwu aka. i df.il/default.asp B ock 2
208.184.112. 74 |United Sates |147. 237. 77. 216 |dover . i df . | e 1) 1155, 25650 el dover. aume Bock |2
46. 19. 86. 215 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
194. 90. 15. 61 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs oS Attack None 1
84.111.109. 120 |l srael 147.237.77. 216 |dover.i df . i | Uhaut hori zed URL Access to v idf.il/nivtza Bl ock 1
79.182.53.101 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
Unaut hori zed URL Access to
8.37.70.81 Lhited Sates |147.237.77.216|dover.idf.il waw i df . i 1/1153-22201- he/ dover . aspx&usg=al kj r hhgbzhal kv7gl _6dn_r# [B ock 1
gk_gkdt ow

176.13. 7. 199 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessions: sigal gs oS Attack None 1
151.26.68.156 |[italy 147.237.77.74 |lawidf.il Dstributed PHP At tenpt B ock 1
68.180. 230. 224 [Lhited Sates [147.237.76.31 [nakchal .idf.il ma:?k%w%? _\m' fé;;”hgagsmzi_gspx B ock 1
85. 250. 208. 197 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Atack None 1
66.249.64.131 I srael 147.237.72.166 |aka. i df . i | 1D4§t rziSS‘ftf; lgal‘“r:;c’r:/i gziefu?g‘eﬁgfzf.saggx Bl ock 1
212.76.111. 151 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs oS Attack None 1
46.19.85.50  |Israel 147.237.77. 234 |hal ag. i df .i | o ;';;“;‘;dZiffﬁgzsfzﬂaglﬁfﬁf 1(.)21i . Bl ock 1
188. 241. 179. 185|Rormani a 147.237.77. 176 |mat pash. i df . i | Distributed Whaut horized URL Access on www cogat . i df . i|/xmrpc. php B ock 1
82.166. 102. 148 |l srael 147.237.72. 156 |anan. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
2.54.188.91 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None
157.55.39.84  |United Sates |147.237.76.86 |navy.idf. il V%;:;;\?;’t iegf _Lm‘f:n';liazti‘i/g:ar’;cdfizzr O ol < hoader per B ock 1
79.178.35.177 |lIsrael 147.237.77. 170 |n@arachot . i df . i | [Dstributed PHP At enpt B ock 1
66.249.64.190 |[Israel 147.237.72. 166 [aka. i df . i | Unknown Paraneter gt; in ww aka.idf.il/main/rabanut/general . aspx None 1
109. 64.17. 195 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
46.116.173.1 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
204.13.200. 200 [Uhited Sates [147.237.77. 216 [dover. i df . i D stri uted 1?;;};;2&;?&%3‘??;&” Bl ock 1
79.182. 164. 129 |l srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
37.26.149.228 |[Israel 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ styl el shar ed/ r eset . css B ock 1
176. 13. 20. 86 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs oS Attack None 1
151.26.68.156 |[italy 147.237.77.74 |lawidf.il Distributed Uhaut hori zed URL Access on wan | aw i df.il/xnrpc. php B ock 1
77.125.139. 167 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
87.68.77.142  |Israel 147.237.77.74 |lawidf.il ma'ﬁfg?ri d?'?el /\g;);_a:]éfga{“‘z’ztfggader 13uctrader Search$txt Search in g o) 1
66.249. 64. 137 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt Bl ock 1
212.235.34.49 |[israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to ww aka. idf.il/main/ B ock 1
46.19. 85. 195 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessions: si gal gs oS Attack None 1
192.195. 154. 51 |lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw idf.il/aman Bl ock 1
84.109.17.205 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
5.9.54.16 Ger many 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from5. 9. 54. 16 B ock 1
79.178.35.177 |lIsrael 147.237.77. 170 |n@arachot . i df . i | |Unhaut hori zed URL Access to maarachot.idf.il/xnrpc. php B ock 1
66.249.64.195 |[Israel 147.237.72. 166 [aka. i df . i | Unknown Paraneter docl.. in wawaka.idf.il/nain/giyus/ general . aspx None 1
84.228. 247.100 |Israel 147.237.76.31 |nakchal .idf il m“;g&;;ef’ dfu.qiLl fﬁgﬁ:; el doc. mur/ doc. . asp Bl ock 1
46.116. 235. 228 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
207.46.13.119  [united Sates [147.237.77. 216 |dover. i df . | chaut for| zed slﬁg’;?i;sioﬂfh- sasadiensl at{ - e se- v/ Ga665LL Bl ock 1
37.142. 64. 99 I 'srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method CPTIONS for waw aka.idf.il/ Bl ock 1
185. 3. 144. 13 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
2.52.184. 102 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessions: sigal gs oS Attack None 1
157. 55. 39. 14 Lhited Sates |147.237.76. 147 |chi nuch. aka. i df . i|Waut hori zed URL Access to waw chi nuch. aka. i df .il/404. htm B ock 1
79.176.188.242 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
213.57.168.46 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: sigal gs oS Attack None 1
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