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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Signature Device Action

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3351
79.180. 134. 148 | srael 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets dr op 6
189.103.111. 111 Brazil 147.237. 76. 42 refuah.idf.il ock Wdp Al Nets drop 1
43.229. 53. 89 Japan 147.237. 0. 200 mdu. i df . il JLMPurple Gon Limt_ Tcp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount

188. 165. 15. 138 France 147. 237.72. 156 aman.idf.il (228: HITP:  AhrefBot craw er B ock 1
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry |Ste |Signature
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|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry Target Address |Ste Signature Acti on
Sreaning BEngine: TQP Invalid i i SSi
79.179.102. 241 |Israel 147. 237. 76. 200 |ei tan. aka. i df .| 9 =g Invalid segnent retransmssion. |y 2382
Ret r ansmi ssi on Packet dropped.
100. 100. 107. 247 147.237.72. 166 |aka.idf. il dr op First packet isn't SYN drop 42
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 31
176. 12. 160. 5 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |16
Sreaning Engine: TCP Invalid i i ssi
193. 106. 55. 244 || srael 147.237.76. 200 |ei tan. aka. i of .| g =g Invalid segnent retransmssion. |y 16
Ret ransm ssi on Packet dropped.
46.19. 85. 176 I srael 147.237. 72. 167 |i shuri maka. i df . i | Bad TCP sequence I'nval i d AGK nunber noni t or 13
100. 100. 5. 45 147.237.72. 166 |aka.idf . il dr op First packet isn't SYN drop 13
reamn ine: TCP Invali i i ssi
46.19.85.221 [ srael 147.237.72. 166 |aka. i df .i | Stream g Engine P Invalid invalid segnent retransnission drop 12
Ret r ansmi ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
41.230.14.223 |Tunisia 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. |, 9
Ret ransmi ssi on Packet dropped.
46. 19. 86. 86 I srael 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 8
Sreamng Engine: TCP Invalid i i ssi
212.179.21. 194 |israel 147. 237. 76. 200 |ei tan. aka.i of . i g =g Invalid segnent retransmssion. |, 8
Ret r ansmi ssi on Packet dropped.
185.120. 125. 8 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
109.67.17.166 |Israel 147. 237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 7
46. 19. 86. 86 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
202. 67. 45. 43 I ndonesi a 147.237. 77. 216 [dover.i df i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 7
ny- kosher - kravi . i df . SWNretransmt wth different )
85. 250. 237. 187 |l srael 147.237.0.16 || Bad TCP sequence wi ndow scal e nonitor |7
176.13.6.80  |Israel 147.237.76.42 |refuah.idt.il Bad TCP sequence SN retransmt wth different moni tor |7
wi ndow scal e
100. 100. 30. 59 147.237.72. 166 |aka.idf.il dr op Frst packet isn't SN drop 6
Sreanming Engine: TCP Invalid i i ssi
84.229.131. 248 |Israel 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. |, 6
Ret ransmi ssi on Packet dropped.
213.57.129.15 |Israel 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
Sreamng Engine: TP Invalid i i ssi
82. 166. 216. 238 I srael 147. 237.72. 166 |aka. i of .11 g =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i SSi
79.181.119.47 |israel 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. |y 6
Ret ransm ssi on Packet dropped.
109. 67. 34. 146 |l srael 147.237.76.30 |hinush.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf .il dr op First packet isn't SN drop
Sreaning Engine: TQP Invalid i i SSi
46. 120. 210. 133 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dr opped.
A, SN retransnmit wth different .
85. 250. 237. 187 |Israel 147.237.0.15 |kosher-kravi.idf.il |Bad TCP sequence wi ndow scal e noni t or 6
176.12. 160. 5 I srael 147.237.76. 42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
46. 19. 86. 242 I srael 147.237. 72. 166 [aka.i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or
Sreaning Engine: TGP Invalid i i ssi
79.179. 102. 241 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 6
Ret ransmi ssi on Packet dropped.
213.57.129.15 |Israel 147.237.0.34 [tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout aert 6
Sreanming Engine: TCP Invalid i i ssi
109. 65. 19. 253 I srael 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. |, 6
Ret ransmi ssi on Packet dropped.
80. 246. 139. 101 |Israel 147. 237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
2.54.23.17 I srael 147.237.72. 166 |aka.idf .il SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
188. 120. 148. 203|l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber monitor |5
2.54.46.132 I srael 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
37.26.148.220 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5
79.183.150. 74 |l srael 147.237.77. 216 |dover.i df i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 5
185.32.179. 174 |Israel 147.237.0.19 |nadimatal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
213.57.129.15 [Israel 147.237.77. 216 [dover. i df i SYN Att ack SYN -> SYN-ACK -> Ti neout aert 5
213.57.129.15 |Israel 147.237.77. 216 |dover.i df il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 5
213.57.129.15 [Israel 147.237.77. 216 |dover. i df .i Bad TCP sequence SYNFACK retransmt with moni tor 5
different w ndow scal e
5.102.254. 189 |l srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d AGK nunber nonitor |4
167. 114. 156. 16 |Canada 147.237. 77. 216 [dover. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 4
85. 64. 49. 130 I srael 147.237.72. 166 [aka.i of .i Bad TCP sequence nonitor |4
37.26.146.149 |lsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
2. 54. 160. 155 I srael 147.237. 77. 216 [dover. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreamng Engine: TCP Invalid i i ssi
185.3.146.97  |Israel 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
79.183.122. 132 |Israel 147.237.72. 166 |aka.i df . i1 9 =9 Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
132. 66. 231. 153 |l srael 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

ount ry Target Address |[Site Sgnature Action ‘Count
79.179. 102. 241 (I srael 147.237.76.200|ei tan. aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 684
193. 106. 55. 244 || srael 147.237.76.200|ei tan. aka. i df . i | Dstributed Too Miny of the Same Response Code (404) B ock 203
84.109. 132. 61 |lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 105
84.109.132. 61 | srael 147.237.0.19 |nadimatal .idf.il ;Z?l'\(g?yl;; é?e Sane Response Code (404) in Session from Bock |81
176.13.21. 166 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 56
212.179.21. 194 |I srael 147.237.76.200(ei tan. aka. i df . il Dstributed Too Many of the Sane Response Code (404) B ock 55
2.54. 25. 40 I srael 147.237.0.19 |mnadimatal .idf.il D stributed Suspicious Response Code B ock 20
47.88.5.183 Canada 147.237.77.74 [lawidf.il Ml tipl e Unaut hori zed URL Access from47.88.5. 183 B ock 13
80. 246. 139. 185 |l srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Gode B ock 11
84.109. 132. 61 |1srael 147.237.0.19 |madimatal .idf.il 'é’zélh(/gr.\yl;; é?e Sane Response Code (403) in Session from B ock 8
185. 32. 179. 174 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 8
80. 246. 140. 91 |Israel 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Gode B ock 6
41.230.14.223 |Tunisia 147.237.77.216|dover.i df . i | Mil tipl e Uhaut hori zed URL Access from 41. 230. 14. 223 B ock 4
47.88.5.183  |Canada 147.237.77.74 |lawidf . il ][“rjlotrm?e_ %Q{Eg.zggg- 7212: Matbo 4.6.3 Path Dsclosure Mulnerabi lity(+) g o |3
47.88.5.183 Canada 147.237.77.74 |lawidf.il PHP Attenpt B ock 3
176. 12. 147. 132 |I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 3
31.210. 181. 218 |I srael 147.237.0.19 |nadimatal .idf.il O stribut ed Suspicious Response Gode B ock 3
80. 246. 139. 159 || srael 147.237.0.19 |mnadimatal .idf.il D stributed Suspicious Response Code B ock 3
207. 46. 13. 56 ;“ia::s 147.237.77. 216 |dover. i df . i | Distributed Uhaut horized UR. Access on waw idf.il/error.htm B ock 2
77.125.146.37 |lsrael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized Method for Known URL from 77.125. 146. 37 Bl ock
176.13. 1. 66 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode B ock
84.108. 121. 192 |I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock
68. 180. 228. 112 ;h;tsg 147.237.77. 216 |dover.i df .i | Ml ti pl e Unaut horized URL Access from 68. 180. 228. 112 B ock 2
185.3.146.97 |lIsrael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
84.109. 115. 246 |l srael 147.237.0.19 |nadimatal .idf.il O stribut ed Suspicious Response Gode B ock 2
80. 246. 139. 130 |I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
185.32.179. 31 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
80. 246. 130. 130 |l srael 147.237.77. 216 |dover . i df . i | Whaut hori zed URL Access to wawidf.il/nivtza B ock 2
46.121.80. 226 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
84.110. 108. 159 |I srael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Code Character in LR from84. 110. 108. 159 B ock 2
72.9.148.10 |J1 147,237, 76.86 [navy.idf. il e 1t (1] 90 813 el navy. asp. aSpK Bock |2
46.116.89.87 |Israel 147.237.72. 166 |aka. i df . i | Ostributed I11egal Byte Qode Character in LR B ock 2
95.35.54.107 |Israel 147.237.0.17 irr:j]:ryi-lkosher- Kravi. 1 G ributed I1legal Parameter Encoding None 2
157. 55. 39. 18 g"attees 147.237.77. 216 |dover . i df . i | Dstributed Lhaut hori zed URL Access on waw idf.il/error.htm B ock 2
46.121.135.3 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
107. 178. 194. 79 | 1 1 147. 237.77. 216 |dover . i df . i | D stri bt ec 1T§g;§;gfﬁe'f':;ﬁ°f5p£” Bock |1
Unknown Par anet er
37.142.210.53 |lsrael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl acetbl der $bt nAt udaBack i n None 1
waw aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
79.179.128. 211 |I srael 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to waw nakhal .idf.il/xmrpc. php B ock 1
2.54.159. 245 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
192. 115. 67.55 |l srael 147.237.72. 156 |anan. i df . i | m;rig:tiegf ﬁi“;tﬁcggimﬁmﬁcfzfsl o Bock |1
46.116.89.87 |[Israel 147.237.72. 166 [aka. i df . i | Mitiple I1legal Byte Gode Character in Header Val ue from46.116.89.87  |B ock 1
84.111. 242. 143 |I srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
66.249.66.43 |Israel 147.237.77. 216 |dover . i df . i | e e oo hel dover. aspx HBock |1
Illegal Byte Gode Character in Header Nane A [[#16]] YASI[ [ #8] ] AVATA-
46.116.89.87 |Israel 147.237.72. 166 |aka. i df . i | AS) VA B2 qAc AceBA- A2A?As gr H AVAY [ #24] | gAPA ([ [#27]] A B ock 1
zj A Ao | 1a[ [ #25] ]| [[ #1] ] OA- hAVA-LAS OASA, t XAFA:
41.230. 14. 223 |Tunisia 147.237.72. 166 |aka. i df . i | Lhknown Paraneter c@d in ww aka.idf.il/kamar/klali/default.asp None 1
80. 246. 137. 62 |lIsrael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None
213.8.204.16 |lIsrael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Gode_Qust om Tenpor ary B ock
62.90.147.211 |Israel 147.237.72.166 |aka. i df . i | 3;: ;Lguitgﬁ iﬂa#;hn‘;gizyi‘i/ﬁtﬁfzfzt o A Bock |1
136. 243. 36. 96 |Ger nany 147.237.77. 216 |dover.i df .i | Ml tipl e Unaut hori zed URL Access from 136. 243. 36. 96 B ock
37.26.146. 154 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: pen Mde None
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