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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address  |Site |Signature |Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3351
79.181. 206. 157 | srael 147.237.77. 233 atal.idf.il B ock_Udp All _Nets drop 3
146. 185.57.7 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 3
202.112.51. 96 Chi na 147.237.0.19 nadi matal .idf.il bl ock-sp-trafl drop 1
202.112. 51. 96 Chi na 147.237.72. 167 i shurimaka.idf.il bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address ‘Site |Sgna1ure Devi ce Action |Count |
184. 168. 193. 34 Lhited Sates 147.237.76.42 |refuah.idf.il |3808: HITP. SQ Injection Variabl e Decl arati on Bvasi on B ock 15
184. 168. 193. 34 Lhited Sates 147.237.76.42 |refuah.idf.il [6134: HITP SQ Injection Variabl e Declaration Evasi on B ock 15

189. 38. 90. 212 Brazil 147.237.77.74 |lawidf.il 3808: HITP. SQ Injection Variabl e Declaration Evasion Bl ock 5
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry |Ste |Signature
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|Top Attackers In FW |

A tacker

Devi ce

Ret r ansm ssi on

dr opped.

ount ry Target Address |Ste Signature Action ‘Count
reamn ine: TCP Invali i i ssi
109. 66. 68. 189 |l srael 147. 237.76. 200 i tan. aka i o i | | €M g Engine @ Invalid finvalid segnent retransnission. Packet drop 864
Ret r ansm ssi on dr opped.
Sreaning Engine: TGP Invalid i i sSi
212.179. 21. 194 |i srael 147. 237. 76. 200 |ei tan. aka. i df . g =g Invalid segnent retransmssion. Packet |, 90
Ret ransmi ssi on dr opped.
reamn ine: TCP Invali i i ssi
79. 182. 130. 198 |I srael 147.237.72. 166 |aka.i df . i Streamng Engi ne: TCP alid invalid segnent retransnission. Packet drop 48
Ret r ansm ssi on dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
207.46.13.173 |[lnited Sates [147.237.77.176|matpash.idf.il |dr op First packet isn't SYN drop 30
41.235.102.99 |Egypt 147.237.77. 176 |natpash.idf .il |dr op First packet isn't SW drop 17
100. 100. 47. 166 147.237.72. 166 |aka. i df .i | drop First packet isn't SYN drop 15
Sreaning Engine: TCP Invalid i i ssi
85.130. 251. 67 |Israel 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. Packet | 12
Ret r ansmi ssi on dr opped.
S reamng Engi ne: TCP i
61.216.2.13  |Tai van 147.237.77. 235 |sviva i of .i g =g TCP segnent out of naxi mumalloved |, 9
Segrent Limt Enforcenent sequence. Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
109. 67. 136. 14 |Israel 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. Packet | 9
Ret r ansmi ssi on dr opped.
Sreaning Engine: TCP Invalid i i ssi
84.228.11. 173 |Israel 147. 237.72. 166 |aka. i of .11 g =g Invalid segnent retransmssion. Packet |, 9
Ret r ansm ssi on dr opped.
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
212.143.142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
100. 100. 1. 19 147.237.72. 166 |aka. i df .i | drop First packet isn't SYN drop
Sreaning Engine: TQP Invalid i i ssi
193. 106. 55. 244 | srael 147.237.76. 200 |ei tan. aka. i df .| 9 =g Invalid segnent retransmssion. Packet | 6
Ret r ansmi ssi on dr opped.
i Sreaning Engine: TGP Invalid i i ssi
5.255. 253 188 |USsian 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. Packet |, 6
Federati on Ret r ansmi ssi on dr opped.
Sreaning Engine: TQP Invalid i i ssi
66.249.66.61 |Wnited Sates |147.237.72. 166 |aka i df il 9 =g Invalid segnent retransmssion. Packet | 6
Ret ransm ssi on dr opped.
82.80.136. 138 |[lIsrael 147.237.72. 166 |aka.idf il SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
185. 32. 179. 208 I srael 147.237. 72. 166 |aka i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 6
46.19.86.234 |Israel 147.237. 72. 156 |aman. i df .i Bad TCP sequence Inval i d ACK nunber nonitor |6
79.179.131. 171 |I srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d AGK nunber aert 6
Sreaning Engine: TGP Invalid i i ssi
109. 67. 135. 90 |Israel 147.237.72. 166 |aka.i df . i 9 =9 Invalid segment retransmssion. Packet 6
Ret ransmi ssi on dr opped.
109. 65. 129. 112 |1 srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber nonitor |6
79.179. 131. 171 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber nonitor |6
Sreaning Engine: TQP Invalid i i ssi
2.54.52.150  |Israel 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. Packet |, 6
Ret ransm ssi on dr opped.
Sreaning Engine: TCP Invalid i i ssi
77.125. 132. 245 |1 srael 147. 237.72. 166 |aka. i of .11 g =g Invalid segnent retransmssion. Packet |, 6
Ret r ansm ssi on dr opped.
reamng BEngine: TCP Invali i i ssi
81.218. 174. 123 |I srael 147. 237. 72. 166 |aka. i df . Streaning Engine: TCP Invalid |invalid segnent retransnission. Packet drop 6
Ret ransm ssi on dr opped.
212.235.98. 139 |l srael 147.237.72. 166 |aka.i df . il drop Frst packet isn't SYN drop 6
94.230. 86. 191 |l srael 147.237.77. 216 |dover. i df .i Bad TCP sequence Inval id ACK nunber noni t or 5
79. 181. 207. 237 [l srael 147.237.76.42 |refuah.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 5
41.235.102.99 |Egypt 147.237.77. 176 |matpash.idf .il |Bad TCP sequence Invalid ACK nunber noni t or 5
185. 3. 146. 136 |l srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Inval id ACK nunber noni t or 5
5.22.134.89 I srael 147.237.77. 170 |naarachot .i df .i[|Bad TCP sequence Inval i d ACK nunber nonitor |5
41.235.102.99 |Egypt 147.237.77. 176 |matpash.idf .il |Bad TCP sequence Invalid sequence nunber noni t or 5
2.54.188.5 I srael 147.237. 72. 166 |aka i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
94. 230. 86. 177 |lIsrael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |5
. . SYNPAXK retransnmit with different .
87.69.125.49 |[Israel 147.237.72. 166 |aka.i df .i Bad TCP sequence i ndow scal & monitor |4
41.235.102.99 |Egypt 147.237.77. 176 |matpash.icf .il |Bad TCP sequence Inval id ACK nunber alert 4
Sreaning Engine: TCP Invalid i i ssi
199.30.25.173 |wited Sates |147. 237.76. 200 |eitan. aka. i df . 9 =g Invalid segnent retransmssion. Packet |, 4
Ret r ansm ssi on dr opped.
109.64.32.30 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber nonitor |4
Sreaning BEngine: TQP Invalid i i SSi
109. 67. 191. 122 |I srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. Packet |, 3
Ret r ansm ssi on dr opped.
Sreaning Engine: TGP Invalid i i ssi
79. 178. 220. 191 |I srael 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. Packet |, 3
Ret r ansmi ssi on dr opped.
Sreaning BEngine: TQP Invalid i i SSi
109. 66. 12. 205 |l srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. Packet |, 3
Ret r ansm ssi on dr opped.
Sreaning Engine: TGP Invalid i i ssi
62. 219. 115. 157 I srael 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. Packet |, 3
Ret r ansmi ssi on dr opped.
Sreaning BEngine: TQP Invalid i i SSi
81.218. 195. 114 |l srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. Packet |, 3
Ret r ansm ssi on dr opped.
46.19.85.6 | srael 147.237.0.34 [tikshw.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaning Engine: TCP Invalid i i ssi
2.54.131.119 |Israel 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. Packet | 3
Ret r ansm ssi on dr opped.
Sreaning Engine: TGP Invalid i i ssi
37.26.147.216 |Israel 147. 237.72. 166 |aka. i of .11 g =g Invalid segnent retransmssion. Packet |, 3
Ret r ansm ssi on dr opped.
Sreaning Engine: TCP Invalid i i ssi
79.177.139.22 |israel 147. 237. 72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. Packet |, 3
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A tacker
Count ry

Target Address |[Ste Signature

Streamng Engine: TCP Invalid |invalid segnent retransmission. Packet

84.228.50. 165 |[lIsrael 147.237.72. 166 |aka.idf .il ..
Ret ransm ssi on dr opped.

drop 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site dgnature Action ‘Count
193. 106. 55. 244 |Israel 147.237.76.200|ei tan. aka. i df . i | Dstributed Too Miny of the Sane Response Code (404) B ock 196
109. 66. 68.189 |l srael 147.237.76.200 |ei t an. aka. i df . i | Too My of the Sane Response Code (404) in Session from Bock  [177
109. 66. 68. 189
212.179.21.194 [israel 147.237.76.200(ei tan. aka. i df . i | Dstributed Too Miny of the Sane Response Code (404) Bl ock 160
176.13.18.202 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 58
176.13.21. 166 |l srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code Bl ock 25
109. 67.136. 14 |l srael 147.237.72.167|i shuri maka.idf . il Dstributed Too Miny of the Sane Response Code (404) Bl ock 22
2.52.152. 148 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 19
m ny- kosher - kravi . i , ,
46. 120. 142. 235 |l srael 147.237.0. 17 df il Dstributed I11egal Paraneter Encodi ng None 2
] . . D stributed Uhauthorized URL Access on
208.184.112.75 |lhited Sates [147.237.77.216|dover.idf.il v i df i | / 1133 22461- hel dover . aspx. B ock 2
80.246.137.82 [Israel 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code Bl ock 2
’ . . DO stributed Uhauthori zed URL Access on
107.178.194.87 |Wited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. B ock 2
80. 246. 139. 117 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 2
93. 40. 129. 96 Italy 147.237.77. 216 |dover.idf . il Dstributed PHP Attenpt Bl ock 2
37.26.146.180 |lsrael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 2
93. 40. 129. 96 Italy 147.237.77. 216 |dover . i df . i | Distributed Whaut hori zed LRL Access on waw i df . il/xnrpc. php Bl ock 2
61.216.2.13 Tai wan 147.237.77.235|sviva.i df . i | Suspi ci ous Response Code Bl ock 1
Unaut hori zed URL Access to
157.55.39.198 |[lhited Sates |147.237.77.176 |mat pash. i df.il wwv cogat . i df . i1/ coordi nati ongaza/ news_gaza/ pages/ sganshagri rusa. a|B ock 1
Spx
80. 246. 136. 231 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
41. 69. 251. 43 Egypt 147.237.77. 170 [maar achot . i df . i | PHP At t enpt Bl ock 1
109. 65. 129. 112 |I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None 1
79.179. 26. 83 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
217. 165. 7. 154 LQ:;L”” 147.237.77. 216 |dover . i df . i | Ostributed PHP At enpt Bock |1
. . Unaut hori zed URL Access to
66.249.79. 106 |l srael 147.237.77.233|atal .idf.il 147, 237. 7. 233/ 994- 7237- he/ at al . aspx B ock 1
185. 120. 126. 128 147.237.77. 216 |dover.idf .i | Lhtraceabl e S3. Sessi ons: Unknown SSL Sessi on None
5.29.131. 99 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df . i |/ mai n/ sachar/undefi ned Bl ock
89. 139. 63. 99 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessions: sigal gs oS Attack None 1
. . Unhaut hori zed URL Access to
66.249.66.40 |l srael 147.237.77. 216 |dover . i df . i | 147. 237. 77, 216/ 1133. 16893- he/ dover . aspx B ock 1
176.13.13.213 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
84. 94. 60. 75 I srael 147.237.77.74 |lawidf.il Distributed Unauthorized LRL Access on vwwy lawidf.il/xmrpc. php |B ock
79.182.122.121 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None
] . . Unaut hori zed URL Access to
157. 55. 39. 14 Lhited Sates [147.237.72.166|aka.idf.il v aka i o i1/ kar ar / nevs/ vy i df i 1/ vt za B ock 1
37.26.149.233 [Israel 147.237.72. 166 [aka. i df . i | SSL Whtraceabl e Qonnection - Unknown SSL Sessi on None 1
’ . . DO stributed Uhauthorized URL Access on
107.178.194.83 |Wnited Sates [147.237.77.216|dover.idf.il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
Unhaut hori zed URL Access to
68.180.228.112 [lnited Sates [147.237.77.216|dover.idf.il waw i df . i 1/ engl i sh/ announcenent s/ 2002/ may/ bet hl ehen®. st nt Bl ock 1
target="_bl ank
2.54.150. 119 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: sigal gs DoS Attack None 1
87.69. 21. 28 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None 1
66. 249. 66. 61 I srael 147.237.72. 166 |aka. i df . i | Uhknown Paraneter pop in wwy aka.idf.il/main/ hone/ None 1
177.137. 109. 167 |Brazi | 147.237.77. 176 |mat pash. i df . i | Distributed P Attenpt Bl ock 1
62.90.144.169 [Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
176.12. 141. 166 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 1
217. 165. 7. 154 LQ:;L”” 147.237.77. 216 |dover . i df . i | Unaut hor i zed LRL Access to wmw i df.il/xnirpc. php Bock |1
41.69. 251. 43 Egypt 147.237.77. 170 |maar achot . i df . i | Uhaut hori zed URL Access to maarachot . idf.il/xmrpc. php B ock
79.179.131.171 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
Illegal Byte Code Character in URL /mivtza>xj xYxex! X"x2xAYx?x7
X0e XjxX?x™MxExe</ a>, XjXZX—X"X?X?X?XZX0E x”x>A(" AEZXEX"XY
X} xox>xex™ </ di v>
68.180.228. 112 |Lhited Sates |147.237.77.216|dover.idf.il B ock 1
<tabl e cel | spaci ng=
. . S Untraceabl e Gonnection - Protocol violation
192. 114. 105. 254/l srael 147.237.72. 166 |aka. i df . i | (SSLCONN APPLI CATI ON DATA EXCHANGE) None 1
5.29. 242. 54 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
. . Unaut hori zed URL Access to
89. 139. 171. 103 |l srael 147.237.72.166 |aka. i df . i | v aka, i of i 1/ i 1V gi yus/ cont rol s/ at udal A B ock 1
2.52.0. 146 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 1
www. chamat z. aka. i ,
84.94.60. 75 | srael 147.237.77. 226 df il Dstributed PHP Attenpt B ock 1
. . Unaut hori zed URL Access to
66.249.66.43  |Israel 147.237.77. 216 |dover. i df . il 147.237. 7. 216/ 1133- 19474- he/ i df gdover . aspx B ock 1
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