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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
66. 249. 66. 81 | srael 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 3695
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3690
79.183.14.170 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets dr op 6
79.178. 108. 146 I srael 147.237.77. 216 dover.idf.il Block Udp All Nets drop 6

120. 132.77. 184 Chi na 147.237.72. 167 i shuri maka.idf.il|bl ock-sp-trafl drop 1
31.168.171. 81 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
93.174.93. 151 Net her | ands 147.237. 76. 202 e halag.idf.il ock Wp Al _Nets drop 1
120.132. 77. 184 Chi na 147.237.72. 156 anan.idf.il bl ock-sp-traf 1 drop 1
120.132. 77. 184 Chi na 147.237.72. 166 aka.idf.il bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1ure Devi ce Action |Oount
24.47.146. 194 Lhited Sates 147.237.77.74 |lawidf.i| [3808 HITP. SQ Injection Variable Declaration Evasion B ock 8
24. 47.146. 194 Lhited Sates 147.237.77.74 |law i df.il [6134: HITP. SQ Injection Variabl e Declaration Bvasi on B ock 8
189. 38. 90. 212 Brazil 147.237.77.74 |lawidf.i| [3808 HITP. SQ Injection \Variable Declaration Evasion Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

24.47.146.194 |147.237.77.74 |Wited Sates |lawidf.il SQ Injection - Select From 26
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 2
91.201.236. 113 [147.237.72.14 |Wkraine dover.idf.il (o d|ET DROP Spanhaus DRCP Listed Traffic | nbound 1
80.246.136.21 [147.237.0.19 |[lIsrael nadi matal .idf.i|ET SCAN Possible SS_ Brute Force attack or Ste Gaw 1
50.204.188. 142 |147.237.77.176|Whited Sates |matpash.idf.il |ET SCAN NVAP -sS wi ndow 4096 1
5.29.126. 195 147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
213.151. 35. 218 |147.237.72. 166 | srael aka. idf.il portscan: TCP Distributed Portscan 1
120. 132 77 184 |147. 237, 72. 156 |chi na aranidf il SEF\’\/ER APAO—E_ Apache nod_ssl non-SSL connection to SSL port 1
deni al of service attenpt
94.242.239.40 [147.237.77. 216 |Luxembour g dover.idf.il portscan: TCP O stributed Portscan 1
81.218.201. 193 |[147.237.72. 166 |l srael aka idf.il portscan: TCP Distributed Portscan 1
79.177.169. 253 |147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
104. 236. 107. 194(147. 237. 77. 216 dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
173.254.203.98 |thited Sates |147.237.77. 170 |naarachot.idf.il |drop SAMrule drop 285
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
5.29.119.254  |Israel 147. 237, 72. 167 |i shurimaka i of . | SAM NG Engi ne: TCP Ivalid finvalid segnent retransmssion drop 33
Ret r ansni ssi on Packet dr opped.
212.235.98. 139 |[Israel 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SWN drop 32
199. 203. 196. 245|i srael 147. 237, 76. 200 | tan. aka i of i1 |} €M NG Engine: TCP Invalid  imvalid segnent retransnission drop 28
Ret r ansni ssi on Packet dr opped.
100. 100. 77. 54 147.237.77. 216 |dover.idf il drop First packet isn't SWN drop 24
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 24
100. 100. 47. 100 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 20
100. 100. 90. 168 147.237.72. 156 |anan. i df . il drop First packet isn't SN drop 20
100. 100. 77. 54 147.237.0.34 |tikshuv.idf.il drop Frst packet isn't SYN drop 20
100. 100. 77. 54 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 17
213.8.204.7 I'srael 147.237.77. 234 |hal ag. i f . i1 Bad TCP sequence mdﬁr:cr;rit Wth different monitor |15
213.57.164. 241 [Israel 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 14
94.230. 86.242 |[lIsrael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 13
2.52.24.174 I'srael 147. 237. 72. 166 |aka. i f . i1 Streaning Engine: TCP Invalid finvalid segnent retransmssi on drop 12
Ret ransni ssi on Packet dr opped.
79.183.116.30 |israel 147. 237, 76. 200 |ei tan aka. i i1 | SN NG Engine: TP Invalid —invalid segnent retransmssi on. drop 12
Ret ransni ssi on Packet dropped.
100. 100. 40. 149 147.237. 72. 156 |anan.i df .i | drop First packet isn't SWN drop 12
81.218.97.114 |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransmssi on drop 12
Ret r ansni ssi on Packet dr opped.
79.179. 147. 233 |l srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 11
2.52.27.139 I srael 147.237.77. 216 |dover.idf . il SYN At t ack SYN -> SYN-ACK -> RST rej ect 11
79.179.147.233 |israel 147. 237.72. 166 |aka. i df .1 Bad TCP sequence m’cﬁsg ;ans”“ wehdifferent | onitor |11
212.179.21.194 | srael 147, 237. 76. 200 | tan. aka i i1 | 2" €M NG Bngine: TCP Invalid  invalid segnent retransnission drop 10
Ret ransni ssi on Packet dr opped.
213.57.129.28 |[lIsrael 147.237.72. 166 |aka.idf . i1 SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 9
94.159. 143. 237 |Israel 147.237.76.42 |refuahidf.il  |Bad TCP sequence mdﬁr:cr;rit Wth different moni tor |9
120. 132. 77. 184 |Chi na 147.237.72. 217 |e.idf .il Geo-1 ocati on enf or cement Geo-l ocati on inbound enf orcenent |drop 9
192. 116. 207. 244|i srael 147. 237. 72. 166 |aka. i df . i Streaming Engine: TCP Invalid invalid segnent retransnission drop 9
Ret ransni ssi on Packet dr opped.
31. 210. 186. 222 i srael 147.237.72. 166 |aka. i of .11 Streamng Engine: TCP Invalid invalid segnent retransnission drop 9
Ret ransmi ssi on Packet dr opped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
213.57.129.28 |Israel 147.237.72. 166 |aka.i df i Bad TCP sequence Sweaerel reansm wehdifferent 1 onitor s
84.94. 35. 230 I srael 147.237. 77. 216 |dover.idf i1 SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
46. 19. 85. 40 I sr ael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval id ACK nunber alert 8
2.54.167. 186 | srael 147.237.72. 166 |aka. i df .il SYN At t ack rej ect 7
2.54.187. 180 I srael 147.237. 77. 216 |dover.idf i1 SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
213.57.164. 241 |l srael 147.237. 72. 166 |aka.i df .i | Bad TCP sequence I'nval id ACK nunber alert 7
100. 100. 47. 100 147.237.76. 31 |nakchal .idf.il drop Frst packet isn't SN drop 7
5.102.254. 176 |[lIsrael 147.237. 72. 156 |anan. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 7
37.46.39. 101 | srael 147.237. 72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 7
2.54.187. 180 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 7
188. 165. 250. 173 |France 147.237.72.167 |i shurimaka.idf.i|Bad TOP sequence V?':J;ﬁﬁj”lt wth different moni tor |7
2.54.187.180 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval id ACK nunber alert 7
185. 3. 144. 152 |Israel 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 7
213.57.164. 241 |l srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 7
2.54.187.180 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber noni t or 7
2.54.187. 180 I srael 147. 237.77. 216 |dover.idf .il Bad TCP sequence Invalid sequence nunber noni t or 7
93.173.134. 225 [lIsrael 147. 237.72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 85. 30 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 6
100. 100. 104. 89 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
199. 203. 147. 97 |israel 147.237. 72. 166 |aka. i df . i Streaming Engine: TCP Invalid invalid segnent retransnission drop 6
Ret ransni ssi on Packet dr opped.
2.54.177. 248 I srael 147.237.77. 216 |dover.idf. il SYN At t ack SYN -> SYN-ACK -> RST rej ect
46. 19. 85. 30 I 'srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46. 19. 85. 142 I srael 147.237.0.19 |nadimatal .idf.il[Dstributed Too Many of the Same Response Code (404) B ock 615
176.13.21.166 |l srael 147.237.0.19 |nadimatal.idf.il Ez. '\g.'yszlége Sane Response Qode (404) in Session from Bl ock 296
80.246.136.21 |[Israel 147.237.0.19 |[nmadimatal .idf.il|Dstributed Too Miny of the Sane Response Code (404) Bl ock 267
176.13.21.166 |Israel 147.237.0.19 |nadimatal .idf.il{Dstributed Suspicious Response Code B ock 233
80.246.136.21 |[Israel 147.237.0.19 |[nadimatal .idf.il{DOstributed Suspicious Response Code B ock 204
46. 19. 85. 142 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 190
2.52.152. 148 I srael 147.237.0.19 |nadimatal .idf.il[Dstributed Too Many of the Sane Response Code (404) B ock 179
176.13.21.166 |l srael 147.237.0.19 |nadimatal .idf.il Eg '\g?yszlége Sane Response Qode (403) in Session from Bl ock 163
46. 19. 85. 142 I srael 147.237.0.19 |nadimatal .idf.il[Dstributed Too Mainy of the Same Response Code (403) B ock 149
2.52.152. 148 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 114
2.52.152. 148 I srael 147.237.0.19 |madimatal .idf.il[Dstributed Too Many of the Sane Response Code (403) B ock 70
37.26.148.205 |lIsrael 147.237.0.19 |nmadimatal .idf.il{DOstributed Suspicious Response Code B ock 18
80.246.136.21 |[Israel 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (403) B ock 13
81.218.97.114 [israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Gode Character in URL from8l. 218.97. 114 B ock 6
104. 236. 107. 194 147.237.77.216|dover. i df . il Mil tiple Unaut hori zed URL Access from 104. 236. 107. 194 B ock 4
37.26.147.154 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
2.54.183. 148 I srael 147.237.0.19 |[nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
2.52.40. 161 I srael 147.237.0.19 |nmadimatal .idf.il{DOstributed Suspicious Response Code B ock 2
46.121.121.220 |Israel 147.237.72. 166 |aka. i df . i | Dstributed |11egal Byte Qode Character in LR B ock 2
37.26.146.180 |[Israel 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
167. 220. 196. 251 LKJ?ir:;((jjom 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to www aka. i df . i |/ mai n/ sachar/ undef i ned Bl ock 2
176.13.12. 188 |l srael 147.237.0.19 [nadimatal .idf.il|DOstributed Suspicious Response Code B ock 2
66. 249. 66. 81 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unauthorized URL Access from 66. 249, 66. 81 Bl ock 2
66. 249. 66. 61 I srael 147.237.72.166|aka. i df . i | Ml tiple Whaut horized URL Access from 66. 249. 66. 61 B ock 2
46.19. 85. 192 I srael 147.237.0.19 |[nadimatal .idf.il{DOstributed Suspicious Response Code B ock 2
37.26.148.181 |[Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
79.177.133.136 |lsrael 147.237.77. 170 |m@aar achot . i df . i | |Waut hori zed LRL Access to maarachot.idf.il/pdf/files/1/109241. pdf Bl ock 1
204.13.200.200 [Uhited Sates  |147.237.77. 216|dover. i df .i | Dstri uted 1?;;}:;&;;?&%&??5&” Bl ock 1
41.69. 251. 43 Egypt 147.237.72. 166 |aka. i df . i | Dstributed Whaut horized URL Access on wwu aka. i df.il/xmrpc. php B ock 1
94.159.149. 93  |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
31.154.91.227 |Israel 147.237.77.233|atal .idf.il Unaut hori zed LRL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1
84.110.109. 27 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to v aka.idf.il/sip storage/files/ 9/ B ock 1
66.249.66.75  |Israel 147.237.72. 166 |aka. i df . i | mnzk‘”g i':;r."’mtr:i nrl'ch'yf;?geﬁgr;”. aspx None 1
66.249.64.51  |Israel 147.237.76.42 |refuah.idf.il ﬂ?”;g?r;éegzﬁpﬁfsfzgéfh | es/ 715 26100X0) 3467 | pg Bl ock 1
149. 78. 166. 151 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None

46.19. 86. 19 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None
107.178.194.87 |Wited Sates  [147.237.77. 216 |dover. i df .i | D stri bt oc 1?;;2%;?&%&??:&” Bl ock 1
80. 246. 133. 183 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
188. 165. 250. 173|France 147.237.72.167|i shuri maka. i df . i|MSQ. Data Retrieval with Inplicit Qonversion Brors None 1
89.138.249.8 | srael 147.237.72.166|aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
66.249.75.102 |[Israel 147.237.76.86 |navy.idf.il Lhaut hori zed LRL Access to wwu navy. i df.il/navy/links. aspx B ock 1
66.249.66.31  |Israel 147.237.77. 216 |dover . i df . i | mﬂt;fc’: il 72%%?‘3?5%% res/ 2002 apri 1/ Bl ock 1
176.12.149.33 |[lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None

84.108. 34. 55 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka. i df.il/sip storagelfiles/8/ B ock

2.52.0.31 | srael 147.237.72.166|aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs DoS At ack None

80. 246. 136. 248 |Israel 147.237.0.19 |madimatal .idf.il g'séiig])e Untraceabl e S Sessions from 80. 246. 136.248 (Lhknown S, o 1
46.120.170.9 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
109. 186.26.19  |Israel 147.237.72.166|aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
79.177.211.58 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
207. 46. 13. 95 Lhited Sates |147.237.76.86 |navy.idf.il Uhaut hori zed LRL Access to navy.idf.il/giyus/forunasp/ Bl ock 1
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