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Attacker Address |Attacker Country Target Address Site Signature Device Action
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 3478
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195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 2
95. 86. 92. 89 147.237. 72. 166 I 'srael aka idf.il portscan: TCP D stributed Portscan 1
84.109. 178. 37 147.237.77. 216 I 'srael dover . idf.il portscan: TCP D stributed Portscan 1
41.33.231.90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent 1
218.24.113. 2 147. 237. 76. 200 Chi na eitan aka idf.il ET SCAN NVAP -sS wi ndow 4096 1
212.199. 182. 150 147.237.77. 216 I 'srael dover . idf.il portscan: TCP D stributed Portscan 1
185. 106. 94. 46 147. 237. 76. 200 eitan aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
113. 59. 33. 61 147.237. 76. 147 Chi na chi nuch. aka. i df .i | ET SCAN NVAP -sS wi ndow 3072 1
91. 218. 246. 103 147. 237. 76. 198 Russi an Federation e.yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
80. 246. 139. 85 147. 237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
37.26. 146. 142 147.237.77.216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
217.194. 205. 216 147.237.77. 216 I 'srael dover . idf.il portscan: TCP D stributed Portscan 1
209. 126. 116. 147 147.237.0.35 Lhited Sates akaws. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
185. 106. 94. 46 147.237.76. 201 e.ata.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
185. 106. 94. 46 147. 237.76. 177 ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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A tacker

Attacker Address count ry Target Address |Ste Signature
46.19. 85. 110 I 'srael 147.237.72. 167 |ishurimaka.iof .i [Bad TCP sequence Invalid ACK nunber noni t or 66
212.235.98.139 |lsrael 147.237.72. 166 |aka. i df .il drop Frst packet isn't SN drop 65
46. 19. 86. 92 I 'srael 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence Inval i d ACK nunber noni t or 46
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 40
S SYNretransnmit wth different .
31.168.97.114 |[Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence i ndow scal @ noni t or 26
100. 100. 90. 140 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SN drop 26
213.57.135. 213 |[Israel 147. 237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 24
e SYNHAK retransmit with different .
213.57.135. 213 |[Israel 147. 237.72. 166 |aka.i df . i Bad TCP sequence wi ndow scal e noni t or 24
41.33.231. 90 Egypt 147. 237.77. 216 |dover.idf.il drop SAMrule drop 24
S SWNretransnmit wth different .
84.108. 128. 246 |[lIsrael 147.237.76.42 |refuah.idf.il Bad TCP sequence i ndow scal e noni t or 20
reaming BEngine: TCP Invali i i SSi
79.179.20.85  |israel 147, 237.76. 200 |ei tan aka i or. i1 || SAM NG Engine: TP Invalid  Jinvalid segnent retransnissi on drop 18
Ret r ansni ssi on Packet dr opped.
S SWNretransnmit wth different .
62.219. 130. 240 |[lIsrael 147.237.76.42 |refuah.idf.il Bad TCP sequence i ndow scal e noni t or 16
84.143.137.176 |Ger many 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 15
46.19. 85. 133 I srael 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 14
100. 100. 94. 78 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 14
213.57.135.213 [lIsrael 147.237.72. 167 |i shurimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 13
. . . . SYNPAXK retransmit with different .
213.57.135.213 |lsrael 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence vi ndow scal e noni t or 13
100. 100. 94. 78 147.237. 72. 156 |anan. i df .i | dr op First packet isn't SYN drop 12
100. 100. 77. 33 147. 237. 72. 156 |anan. i df . i | drop First packet isn't SN drop 12
100. 100. 78. 18 147.237.72. 166 |aka.idf .il drop Frst packet isn't SN drop 12
46. 19. 86. 92 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 11
100. 100. 47. 166 147.237. 72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 10
46.121.24.58 I srael 147. 237.72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect
2.54.4.188 I srael 147. 237.72. 166 |aka. i df i | SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreaning Engine: TCP Invalid i i SSi
199. 203. 196. 245|1 srael 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g nval i d segnent retransmssi on. drop 8
Ret ransni ssi on Packet dr opped.
94.230.86.174 |lIsrael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber noni t or
149. 88.158.50 |l srael 147. 237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect
46.19. 85. 128 I srael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or
s SYNretransmit wth different .
176.12.144.30 |lIsrael 147.237.77. 234 |hal ag.idf .il Bad TCP sequence wi ndow scal e noni t or 7
2.52.155. 16 | srael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> RST rej ect 7
176. 12. 140. 236 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid AGK nunber noni t or
Sreaning Engine: TGP Invalid i i sSi
37.26.147.223 |israel 147.237.76.31 |nakchal .idf.il 9 =9 Invalid segent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
46.19. 86. 92 I srael 147.237.76.86 |navy.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 6
Sreanming Engine: TCP Invalid i i ssi
84.95.211.131 |Israel 147. 237. 77. 243 |robi 1 e. i of . i | 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
46.19. 85. 249 I srael 147. 237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber aert 6
Sreanming Engine: TCP Invalid i i ssi
188. 120. 148. 1921 srael 147. 237.76. 200 |6 tan. aka.i of . i 9 =9 nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
79.180. 168. 109 |i srael 147. 237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.
100. 100. 62. 61 147.237.72. 166 |aka.idf .il drop Frst packet isn't SN drop 6
46. 19. 85. 249 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber noni t or 6
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
2.52.58.171 I srael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 85. 89 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber alert 6
46. 19. 86. 92 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber aert 6
Sreanmng Engine: TCP Invalid i i ssi
82. 166. 116. 163 I srael 147.237.72. 166 |aka. i of .11 9 =9 nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
2.52.58. 204 I srael 147. 237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreanming Engine: TCP Invalid i i ssi
37.26.147.223 |israel 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
46. 19. 85. 89 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber noni t or
188. 120. 148. 192/l sr ael 147.237.76.200[eitan. aka.idf .il [Bad TCP sequence Invalid ACK nunber noni t or
Sreanming Engine: TCP Invalid i i ssi
82.166.86.24  |Israel 147.237.72. 166 |aka. i f .11 9 =9 nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
196. 217. 162. 80 |Morocco 147.237.77. 216 |dover.idf.il drop drop 5
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Devi ce

Attacker Address |Attacker Qountry Target Address |Site Sgnature Action ‘Count
188. 120. 148. 192|I srael 147.237.76.200|ei tan. aka. i df . i| |[Dstributed Too Many of the Same Response Code (404) B ock 42
2.54.173. 222 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Qode B ock 23
46.19. 86. 149 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 22
176. 106. 226. 102|I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 16
176.13. 16. 54 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 11
46.19. 85. 252 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 6
66. 249. 66. 25 | srael 147.237.77.216|dover. i df . il Mil tiple Unaut hori zed URL Access from 66. 249. 66. 25 B ock 4
46. 19. 85. 207 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
131. 253. 25. 150 |Uhited Sates 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to wwv aka.idf.il/i/jot B ock 3
109. 64. 115. 168 |l srael 147.237.72. 166 |aka. i df . i | i'glgt. 'Gﬂlillgafégo” zed Method for Known LRL from B ock 3
79.176.72.166 |[Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 3
2.54.186. 95 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
197.37.49.160 |Egypt 147.237.77. 170 |maarachot . i df . i | [D stributed PHP Attenpt B ock 3
197.37.49.160 |Egypt 147.237.77. 170 [maarachot . i df . i | [Mil ti pl e Unaut horized URL Access from 197. 37. 49. 160 B ock 3
84.111.122.71 [israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unknown HTTP Request Method from 84.111.122. 71 B ock 2
46. 19. 85. 27 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
80. 246. 136. 166 [l srael 147.237.0.19 |[nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
84.111.122.71 [israel 147.237.72. 166 [aka. i df . i | Ostributed I11egal Byte Qode Character in URL B ock 2
77.127.196. 200 |lsrael 147.237.72.166|aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs DoS At ack None 2
46.19. 85. 91 I srael 147.237.0.19 |[nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
84.111.122.71 [israel 147.237.72. 166 [aka. i df . i | Ml tiple Ml formed HTTP Header Line from84.111.122.71 B ock 2
132. 68. 80. 83 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed LRL Access to waw aka. i df.il/gius Bl ock 2
84.111.122.71 |israel 147.237.72. 166 |aka. i df . i | ﬁ_tlifllfellzlzl_e?fl Byte Qode Character in teader Nane from B ock 2
84.111.122.71 |lIsrael 147.237.72. 166 |aka. i df . i | Mil tiple Mal formed URL from 84.111. 122. 71 B ock 2
208.184.112.75 [Uhited Sates 147.237.77. 216 |dover i df .i| [ ST1DUeC 1?;;}2;;25:?&%&?2?‘)2” Bl ock 2
41.253. 224. 117 'J‘;s:ha‘i”ri”;:b 147. 237.77. 216 |dover . i df . i | Unaut hori zed LRL Access to wan i df.il/arr/ B ock 2
79.179. 218. 254 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
46.19. 86. 255 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
84.111.122.71 |lIsrael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Code Character in Method from84. 111. 122. 71 [B ock 2
31.154.92.6 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
89.32.71.18 Mol dova, Republic of |147.237.77.74 [lawidf.il Unaut hori zed URL Access to waw nag. i df.il/tenpl at es/ honepage/ |Bl ock 2
84.111.122. 71 |lsrael 147.237.72.166|aka. i df . i | Miltiple NOLL Character in Header Narme from84.111.122.71 B ock 2
46.121.92. 46 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
109. 175. 111. 105 iflzos??‘a 147.237.77.74 |lawidf il mlr ;\E’V”itgfd_ ma;rtmhro‘;;_z&dpm Access on B ock 1
2.54.171.183 | srael 147.237.72.166|aka. i df . i | Lhtraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
84.111.122.71 [israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal HITP \ersion from84.111.122. 71 B ock 1
207.46.13.103 |[thited Sates 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to wwwidf.il/rorapi/country B ock 1
2.52.31.60 | srael 147.237.72.166|aka. i df . i | Lhtraceabl e SSL Sessi ons: sigal gs DoS Attack None 1
84.111.122.71 [israel 147.237.72. 166 [aka. i df . i | Abnormal |y Long Request net hod B ock 1
107.178.194. 83 |Uhited Sates 147.287.77. 218 dover. i df i1 [ e e cover. s B ock 1
89.138.177.220 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None
77.126.147. 218 |Israel 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1501-he/ atal . aspx |Bl ock 1
31.168.97.114 [Israel 147.237.76.42 [refuah.idf.il  |J5 0200 hahorized éﬁaﬁcz;?x on Bl ock 1
5. 28. 156. 235 I srael 147.237.72. 166 [aka. i df . i | Lhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
211.181.236. 140|Korea, Republic of  [147.237.77.216|dover.idf.il Lhaut hori zed URL Access to ww i df.il/xmrpc. php B ock 1
66.249.64.51  |Israel 147.237.76.42 |refuah.idf.il ﬂ?f’;gg;é?ﬁzﬁpﬁf{fﬁ;éﬁi s/ 8/ si 26100X0/ 3056, | pg Bl ock 1
157.55.39.46  |United Sates 147.237.77.233|atal . i df . il m”;ha‘jr_'ifj‘_ji m‘eﬁ;f:fess/t;‘are 4 user contr o s/ headr Upper/ B ock 1
46. 19. 86. 93 | srael 147.237.72.166|aka. i df . i | Lhtraceabl e S3L Sessi ons: sigal gs DoS Attack None 1
109.67.56.34  |Israel 147.237. 72. 166 |aka. i df . i | m”:r:lz?r ﬁ'ﬁ;rn/";‘]gpn;fég;ﬁfi_ Zg;))i(” None 1
2.54. 45,234 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
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