12-02-2015-14:04:06 to 12-02-2015-15:04:06

@
1"PT SwNn [ )

oV

www.gov.il

IDF Under Attack

Daily Report

[Top Targets |
2, 400+"
1, 800" M dover.idf.il
| Meitan aka.idf.il
. W aka.idf.il
1, 200+

Nunber

(6]
At acks

& S & & & S . K
. 3 &Q’\ NG r&&\ o 3 ORI N . 3
$ & ¥ é‘é\ & «é’\o '§§ \\"s}\ ® foé\O
N N S x
Top Tar get

[Top Attackers |

2 400418

M nadi matal .idf.il

M i shurimaka.idf.i

M refuah.idf.il

I aman. i df . il

M tikshuv.idf.il
atal.idf.il

B naar achot . i df . i |

1, 200

Nunber
G o
At t acks 600

©" > N ©
%) © D “ Q- 4V © Ro)
. . . g . .
S §

Top Attackers

M 167. 114. 156. 16
199. 203. 196. 245

I 82.166. 93. 193
193. 106. 54. 36

W 132. 71. 160. 220

M 79.178. 25. 47

I 2.52.30.96

M 109. 186. 12. 231
2.54.176. 128

M 46. 19. 86. 13




12-02-2015-14:04:06 to 12-02-2015-15:04:06

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3325

115. 239. 228. 8 Chi na 147.237. 76. 148 ggcenter.aka. idf.il |JLM Under Attack _Con Htp dr op 2

192. 3.170. 124 Lhited Sates 147.237. 76. 148 gocenter.aka. idf.il |Bock Np All Net drop 1

115. 230. 124. 164 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

| Target Address

Attacker Address

Attacker Qountry

dte

|Signature

41.33.231.90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent 4
46.120.71. 70 147.237.72. 166 I srael akaidf.il portscan: TGP D stributed Portscan 1
5.102. 254. 183 147.237.72. 166 I 'srael akaidf.il portscan: TCP D stributed Portscan 1
222.186. 56. 32 147.237.0. 16 Chi na ny- kosher -kravi .idf . il ET SCAN Potential VNC Scan 5900- 5920 1
195. 34. 150. 18 147. 237. 77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 1
183. 61. 109. 189 147.237.8. 45 Chi na eeitanidf.il ET SCAN NVAP -sS w ndow 2048 1
176. 106. 226. 125 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
93. 172. 150. 32 147.237.72. 166 I srael akaidf.il portscan: TGP D stributed Portscan 1
81.218. 29. 26 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
2.54.61.30 147.237.72. 166 I srael akaidf.il portscan: TCP D stributed Portscan 1
209. 126. 116. 147 147.237.0. 33 Lited Sates idf.il ET SCAN NVAP -sS wi ndow 1024 1
192.114. 87. 2 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
183. 61. 109. 189 147. 237. 8. 45 Chi na eeitanidf.il ET SCAN NVAP -f -sS 1
159. 147. 148. 28 147.237.72. 156 Sai n anan. i df il ET SCAN NVAP -sS w ndow 1024 1
84.109. 235. 88 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |[Ste Signature
Sreamng Engine: TCP Invalid i i SSi
199. 203. 196. 245l srael 147. 237. 76. 200 |ei tan. aka.i df .| 9 =g nvalid segnent retransmssi on. drop 164
Ret ransni ssi on Packet dropped.
46. 19. 86. 13 | srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Invali d ACK nunber noni t or 28
46. 19. 86. 201 | srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber noni t or 26
100. 100. 53. 191 147.237.72. 166 |aka i df .i | drop First packet isn't SN drop 24
79.178. 25. 47 | srael 147.237.72. 166 |aka. i df .il dr op First packet isn't SYN drop 19
2.54.87.59 | srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SN drop 16
. . SYNretransmt wth different .
80.178.198.75 |lsrael 147.237.76. 42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 16
158.85.253. 245 Uited Sates  [147.237.72.166 [aka idf. il Bad TCP sequence SN retransmt wth different monitor |15
w ndow scal e
79.178. 25. 47 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid AGK nunber noni t or 13
62.207. 60. 229  |Net her| ands 147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 12
213.57.134.89 [lIsrael 147.237. 72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 12
. . SYNPAXK retransmit with different .
213.57.134.89 |lsrael 147.237.72. 166 |aka.i df . il Bad TCP sequence wi ndow scal e noni t or 12
109. 186. 12. 231 |l srael 147.237.72.166 |aka.i df .i | Bad TCP sequence noni t or 12
100. 100. 12. 245 147.237.72. 166 |aka.i df .i | drop First packet isn't SN drop 11
109. 186. 12. 231 |Israel 147.237.72. 166 |aka.i df . il dr op First packet isn't SN drop 11
2.52.34.223 I srael 147.237.76. 42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 11
Sreamng Engine: TCP Invalid i i SSi
193.106.54.36 |l srael 147. 237.76. 200 |ei tan. aka. i df . | 9 =g Inval id segnent retransmssion. 10
Ret ransni ssi on Packet dropped.
2.52.30.96 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 10
46.120.44.246 |Israel 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 10
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf .i | drop SAMrule drop 10
79. 178. 25. 47 | srael 147.237.72. 166 |aka.i df .i SYN Attack SYN -> SYN ACK -> Ti meout rej ect 10
100. 100. 123. 64 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 9
. . SN retransmt wth different .
31.168. 14. 94 | srael 147.237.77. 170 |maarachot. i df .il [Bad TCP sequence wi ndow scal e noni t or 9
37.26.146.168 |[lsrael 147.237. 72. 166 |aka. i df . il SYN At tack SYN -> SYN-ACK -> RST rej ect 9
reamn ine: TCP Invali i i ssi
132.71. 160. 220 |israel 147. 237.76. 200 [ei tan aka i o .11 | SAM NG Engine: TCP Invalid invalid segnent retransissi on, drop 8
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
85. 64.152. 227  |Israel 147. 237. 76. 200 |ei tan. aka. i df .| 9 =9 nvalid segnent retransmssi on. drop 8
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i SSi
82.166.93.193 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Inval i d segnent retransmssi on. drop 8
Ret ransni ssi on Packet dropped.
96. 232. 99. 35 Wited Sates  [147.237.77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 8
100. 100. 90. 140 147.237.72. 166 |aka.i df .i | drop First packet isn't SN drop 8
79.178. 25. 47 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid AGK nunber aert 7
46. 19. 86. 35 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber noni t or 7
100. 100. 85. 90 147.237.72. 166 |aka.i df .i | drop First packet isn't SN drop 7
46.19. 85. 131 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d AGK nunber aert 6
e SYNVACK retransmt wth different .
79.178. 25. 47 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence wi ndow scal @ noni t or 6
Sreamng Engine: TCP Invalid i i SSi
79.176.127.9  |israel 147. 237.72. 166 |aka i df . i | 9 =g nval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dropped.
e SYNVACK retransmt wth different .
37.26.146.168 |lsrael 147.237.72. 166 |aka i df .i | Bad TCP sequence wi ndow scal @ noni t or 6
Sreamng Engine: TCP Invalid i i SSi
46.19. 86. 13 I'srael 147. 237.72. 167 |i shuri maka. i df . i 9 =g Inval id segnent retransmssion. g 6
Ret ransni ssi on Packet dropped.
46.19. 85. 172 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber alert
109. 64. 210. 147 |l srael 147.237.72. 166 |aka.i df .i 1 Bad TCP sequence I'nval i d AGK nunber alert
46.101. 218. 101 R‘Sf:;”ion 147. 237. 77. 216 |dover. i of . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 85. 131 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber noni t or 6
Sreamng Engine: TCP Invalid i i SSi
79.177.116. 110 |Israel 147.237.72. 166 |aka i df . i | 9 =g nvalid segnent retransmssi on. drop 6
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
82.80.100.26  |Israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
109. 186. 12. 231 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber alert 6
109. 64. 210. 147 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or 6
46. 19. 85. 172 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence I'nval i d AGK nunber noni t or 6
100. 100. 62. 61 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 6
Sreanming Engine: TCP Invalid i i ssi
77.127.52.133  |israel 147.237.72. 166 |aka i f . 9 =9 Invalid segnent retransmssion. 6
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i Ssi
79.183. 155. 241 | srael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
217.132.18.84 |lsrael 147.237.72. 156 |anan. i df .i | dr op First packet isn't SN drop 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
82.166.93.193 |Israel 147.237.76.200|ei tan. aka. i df . i | |[Dstributed Too Many of the Sane Response Code (404) B ock 225
199. 203. 196. 245|1 sr ael 147.237.76.200|ei tan. aka. i df . i | |Dstributed Too Many of the Sane Response Code (404) B ock 123
193.106.54.36 |l srael 147.237.76.200(ei tan. aka. i df . il [Dstributed Too Many of the Sane Response Code (404) Bl ock 87
132.71. 160. 220 |Israel 147.237.76.200|ei tan. aka. i df . i | |[Dstributed Too Many of the Same Response Code (404) B ock 70
2.54.176. 128 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 36
2.52.30. 96 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 16
46.19.86.9 | srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 13
176.13.0. 152 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 8
2.54.30.18 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
66. 249. 66. 25 | srael 147.237.77.216|dover. i df . il Mil ti pl e Unaut horized URL Access from 66. 249. 66. 25 B ock 3
176.13.17.33 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode Bl ock 3
197.37.49.160 |Egypt 147.237.77. 170 [maar achot . i df . i | [Mil tipl e Unaut hori zed URL Access from 197. 37. 49. 160 Bl ock 2
46. 19. 86. 102 | srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
207. 46. 13. 56 Lhited Sates 147.237.77.216|dover.i df . il Mil tiple Unhaut hori zed LRL Access from 207. 46. 13. 56 Bl ock 2
132. 74.58. 54 I srael 147.237.77. 170 [maar achot . i df . i | |[Unaut hori zed LRL Access to maarachot.idf.il/pdf/files/3/113473. pdf Bl ock 2
93.172.49.208 |lsrael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in LRL from93.172. 49. 208 B ock 2
46.120.196. 225 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to www aka.idf.il/main/ Bl ock 2
195. 154. 146. 225|France 147.237.77. 216 |dover.idf.il Mitiple I11egal HTTP Version from 195, 154. 146. 225 Bl ock 2
208.184.112.75 [Uhited Sates  [147.237.77.216|dover . i df . i | D stri bt oc 1?;;}:;2;;?&%&??:‘)2” Hock |2
2.52.27.51 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
197.37.49.160 |Egypt 147.237.77. 170 |maar achot . i df . i | |Dstributed PHP Attenpt Bl ock 2
178.132.14.66 |Bel gi um 147.237.77. 176 |mat pash. i df . i | Distributed Lhaut hori zed UR. Access on www cogat . i df .il/894-ar Bl ock 2
82.80.198.164 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
157. 55. 39. 47 Lhited Sates 147.237.0.34 [tikshuv.idf.il [Unhauthorized URL Access to waw tikshuv.idf.il/ifrane-header-asso. php [B ock 1
31.13.113.68 Irel and 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
79.180. 199. 117 |l srael 147.237.72. 156 [aman. i df . i | Untraceabl e SSL Sessi ons: Uhknown SSL Sessi on None 1
Il1egal Byte Code Character in LR dAt[[#27]]" AexEAVEE® OTA <8
179.7.87.227  |Peru 147.237.76.86 |navy.idf.il :[E&f&l]glxti[A[ iﬁ];ﬂﬁi[ ?;gi] ;%ﬁ?&?;ﬁ%ﬁg éfg:; ]As/ﬁi_AéJ:é:;[’[#sll 12€ g0k
pn6AY [ #28] ] Asv<va
66. 249. 66. 72 I srael 147.237.77. 176 |nat pash. idf.il muf:gggl .Ziegf .Lﬁ_/ igfejlsi Lfoor nat i on/ i dkoni ni pages/ 09022011yezu. aspx Bl ock !
176.13.12.159 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
89. 139. 63. 99 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DoS Attack None 1
Unknown Par arret er
213.57.47.186 |[Israel 147.237.72. 166 [aka. i df . i | ct | 00%ct | 00$cphMai n$TochenPl aceHol der $bt nAt udaBack in None 1
wan aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
158. 85. 253. 245 |Lhited Sates 147.237.72. 166 |aka. i df . i | Mil tipl e signatures from 158. 85. 253. 245 Bl ock 1
83.130. 109. 168 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
80. 246. 137. 164 |[Israel 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
192. 114. 105. 254|I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
40.77.167. 38 Lhited Sates 147.237.0.34 |tikshuv.idf.il |Uauthorized URL Access to ww tikshuv.idf.il/songs/ 570344/ netadata (B ock 1
157. 55. 39. 17 Lhited Sates 147.237.77.216|dover . i df . i Distributed Lhaut hori zed URL Access on wwwu i df . il /dxr. axd Bl ock 1
76.71.210. 145 |Canada 147.237.77. 176 |mat pash. i df . i|  [Waut horized URL Access to wmw cogat . i df.il/xnirpc. php Bl ock 1
178.132.14.66 |Bel gium 147.237.77. 176 |mat pash. i df . i|  |Unaut hori zed URL Access to wmw cogat . idf.il/894-ar Bl ock 1
5. 28. 156. 235 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DoS Attack None 1
109. 64. 210. 147 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Atack None 1
2.52.30.96 I srael 147.237.77.233|atal .idf.il Unaut hori zed LRL Access to 147.237.77. 233/ 894-he/ at al . aspx Bl ock 1
85. 130. 137. 103 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
207.46.13.173 |lhited Sates 147.237.0.34 [tikshuv.idf.il [Uauthorized URL Access to wan tikshuv.idf.il/annotations/footers Bl ock 1
176. 12. 145. 247 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
157. 55. 39. 65 Lhited Sates 147.237.0.34 [tikshuv.idf.il |Unauthorized URL Access to ww tikshuv.idf.il/annotations/conments [B ock 1
82.81.161.130 |lsrael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 82.81. 161. 130 B ock 1
197.37.49.160 |Egypt 147.237.77.233|atal .idf.il PHP Att enpt Bl ock 1
46.19. 86. 34 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
Pal esti ni an
37.8.82.70 Territory, 147.237.77. 176 |mat pash. i df . il |Dstributed Unauthorized UR. Access on waw cogat . i df . il /894-ar B ock 1
Qccupi ed
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