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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3644
66. 249. 66. 75 | srael 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 1291
66. 249. 66. 1 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 376
79.179. 221. 157 I srael 147. 237.72. 166 aka.idf.il Bl ock Udp All Nets drop 6

46. 19. 85. 96 I srael 147. 237.77. 233 atal .idf.il Bl ock Udp All Nets drop 3
146. 185.57.7 | srael 147.237. 72. 156 anan.idf.il B ock Wp Al _Nets drop 3
93.174.93. 151 Net her | ands 147.237.76. 39 nobi | e.neitav.idf.il|B ock_ Udp Al _Nets drop 1
200. 112. 52. 251 Ghile 147.237.77.216 dover.idf.il Invalid L4 Header Length drop 1
93.174.93. 151 Net her | ands 147.237.76. 44 e.refuah.idf.il B ock Wp Al Nets drop 1
202.112.51. 96 Chi na 147.237.77. 205 prisha.idf.il bl ock-sp-trafl drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnaiure Device Action |Oount

106. 38. 241. 106 Chi na 147.237.77.170  |mmarachot.idf.il Cl03: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

port denial of service attenpt

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 2
. . . SERVER APACHE Apache nod_ssl non- SSL connection to SSL
117.39.6.73 147. 237. 76. 200 [Chi na eitan aka.idf.il . . -
port denial of service attenpt
199. 33. 124. 199 [147.237.76. 199 |Lhited Sates  [e. nakchal .idf.il ET SCAN Potential SSH Scan 1
. .. |SERVER APACHE Apache nod_ssl non-SSL connection to SSL
113.132.3.250 |147.237. 77. 226 |Chi na v chanat z. aka. i df . i | . . — 1
port denial of service attenpt
198. 20. 69. 98 147.237.72.156 |lhited Sates  |anan.idf.il ET DRCP Dshield B ock Listed Source 1
109. 65. 150. 80  [147. 237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
196.47.173.21 |147.237.8.50 |Gte Dlvoire e tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
) . |SERVER APACHE Apache mod_ssl non-SSL connection to SSL
101. 68. 4. 160 147.237.0.17 |China m ny- kosher -kravi .idf.il . . - 1
port denial of service attenpt
185. 24. 76. 30 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
91.201.236.113 |147.237.8.46 |lkraine e. chinuch.idf.il ET SCAN NMAP -sS wi ndow 1024 1
176. 13. 16. 14 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
37.142.68. 82 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
124.117.87.39 |147.237.0.34 |China ti kshuv.idf il BT SO Behavi oral Lhusual l'y fast inbound Tel net 1
. . . . . 0. 1n . . . .
Gonnections, Potential Scan or Brute Force
5.22.131.103 147.237.77. 216 I srael dover.idf.il I NDI CATOR- SCAN nyscan 1
. D SERVER APACHE Apache nod_ssl non- SSL connection to SSL
117.39.6.73 147. 237.77. 176 |Chi na nat pash. i df . i . . - 1
port denial of service attenpt
. L SERVER- APACHE Apache mod_ssl non- SSL connection to SSL
222.91.78. 84 147.237. 77. 176 |Chi na nat pash. i df .i | . : - 1
port denial of service attenpt
. D SERVER APACHE Apache nod_ssl non- SSL connection to SSL
117.22.121. 126 |147.237.77. 176 |Chi na nat pash. i df.il . . - 1
port denial of service attenpt
210.50. 197. 154 |147.237.8.50 |Australia e.tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
. L SERVER APACHE Apache nod_ssl non- SSL connection to SSL
113. 135. 98. 136 [147. 237. 72. 166 |Chi na akaidf.il . . - 1
port denial of service attenpt
199. 33. 124. 199 (147.237.76.39 |Wited Sates  [nobile neitav.idf.il ET SCAN Potential SSH Scan 1
. . - SERVER- APACHE Apache mod _ssl non- SSL connection to SSL
113.132.3.250 |147.237. 76. 200 |Chi na eitan aka idf.il . . - 1
port denial of service attenpt
196.47.173.21 [147.237.8.50 |Qte Dlvoire [e.tikshuv.idf.il ET SCAN NMAP -sS wi ndow 4096 1
. S SERVER- APACHE Apache mod_ssl non- SSL connection to SSL
101.68.5.7 147.237.0.15 |China kosher-kravi .idf.il . . - 1
port denial of service attenpt
94.102.48.195 |[147.237.77.61 |[Netherlands e.cogat.idf.il ET SCAN NMAP -sS wi ndow 1024 1
183.57.72. 114  [147.237. 76. 147 |Chi na chi nuch. aka.i df . i1 ET SCAN Potential SSH Scan 1
80.179.69.130 |147.237.77.216|Israel dover.idf.il portscan: TCP O stributed Portscan 1
149. 202. 186. 50 |147. 237. 76. 202 |Ger many e halag.idf.il ET SCAN NMAP -sS wi ndow 1024 1
37.142.64. 36 147.237.77. 216 |I srael dover.idf.il portscan: TCP DO stributed Portscan 1
. L SERVER- APACHE Apache mod _ssl non- SSL connection to SSL
124. 115. 160. 241|147. 237. 77. 176 |Chi na nat pash. i df .i | . . - 1
port denial of service attenpt
5.22.131.103 147.237.77. 216 (I srael dover.idf.il GPL SCAN nyscan
217.147.20.27 |147.237.77. 216|258 & dover. i df il ET SCAN Potential SSH Scan 1
Federation
. . . SERVER APACHE Apache nod_ssl non- SSL connection to SSL
113. 135. 98. 136 |147. 237. 76. 200 |Chi na eitan. aka. idf.il - 1
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|Top Attackers In FW |

Attacker Address Atacker

Target Address
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Sreanming Engine: TCP Invalid

Inval i d segnent retransnission.

46.19. 86. 71 I srael 147.237.76. 200 [ei tan. aka.i df .i | - dro| 465
Ret r ansni ssi on Packet dropped. P
212.235.98. 139 |[Israel 147.237.72.166 |aka. i df .il dr op First packet isn't SYN drop 67
46. 19. 86. 55 | srael 147.237.72. 167 |i shurimaka.i df il Bad TCP sequence Inval i d ACK nunber noni t or 63
Sreaning Engine: TCP Invalid i i ssi
212.179.21.194 |israel 147. 237. 76. 200 |ei tan. aka.i of .| 9 =g Invalid segnent retransmssion. | 44
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
46.19.86.237  |israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. o 36
Ret ransni ssi on Packet dropped.
41.33.231. 90 Egypt 147.237.77. 216 |dover. i df il drop SAMrul e drop 30
2.52.21.80 | srael 147.237.0.34 [tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 29
46. 19. 86. 34 | srael 147.237.72. 167 |i shurimaka.i df il Bad TCP sequence Inval i d ACK nunber noni t or 19
100. 100. 103. 205 147.237.76.30 |hinush.idf.il dr op First packet isn't SN drop 18
Sreamng Engine: TCP Invalid i i ssi
94.230.93.133 |[Israel 147.237.77. 234 |hal ag.i of . 9 =9 Invalid segnent retransmssion. g 15
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
94.230.93.149 [Israel 147.237.77. 234 |hal ag.i of . i | 9 =g Invalid segnent retransmssion. g 15
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
94.230.93.255 |Israel 147.237.77. 234 |hal ag.i of . 9 =9 Invalid segnent retransmssion. g 15
Ret r ansni ssi on Packet dr opped.
212.179.21.194 |Israel 147.237.8.45 |e.eitan.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 13
C e SN retransnmit wth different .
46.121.211.156 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence i ndow scal e noni t or 12
79. 179. 205. 237 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber monitor |12
Sreaning Engine: TCP Invalid i i ssi
46.19.86.194  |israel 147. 237. 76. 200 |ei tan. aka.i of .| 9 =g Invalid segnent retransmssion. 12
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
46.19.86.225 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. o 12
Ret ransni ssi on Packet dropped.
79.179. 205. 237 |Israel 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid ACK nunber aert 12
31.154.7. 4 | srael 147.237.72. 167 |i shurimaka.i df . il dr op First packet isn't SYN drop 11
46. 19. 85. 175 | srael 147.237.72. 167 |i shurimaka.i df . il Bad TCP sequence Inval i d ACK nunber noni t or 10
212.179. 218. 166|I srael 147.237.72. 166 |aka. i df i SYN Attack SYN -> SYN-ACK -> RST rej ect 10
212.179. 218. 166|l srael 147.237.72.166 |aka. i df .il dr op First packet isn't SYN drop 10
212.179. 218. 166|l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber monitor |10
62.219. 115. 157 |Israel 147.237.72. 166 |aka. i df i drop First packet isn't SWN drop
213.57.143.156 |[lsrael 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
213.57.143.156 |l srael 147.237. 77. 216 |dover. i f . i Bad TCP sequence STNACK retransmt with monitor |8
di fferent w ndow scal e
212.179. 218. 166l srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d AGK nunber moni tor |8
Sreaming Engine: TGP Invalid i
200.112.52.251 |chile 147. 237. 77. 216 |dover . i of . i | 9 =g I nval i d checksum Packet drop 7
Checksum dr opped.
82.166. 77.241 |Israel 147.237.72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
46. 19. 85. 139 I srael 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect
62.0.224. 1 I srael 147.237.77. 226 "f"l"’“ha”atz'aka"df dr op First packet isn't SWN drop 7
212.179. 218. 166|l srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 7
46.19.85.7 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval id ACK nunber nonitor |6
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
46.19.85. 3 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Inval i d AGK nunber moni tor |6
Sreanming Engine: TGP Invalid i i ssi
79.179. 221. 157 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. . 6
Ret ransni ssi on Packet dropped.
213.57.128.187 |Israel 147.237.72. 166 |aka. i df i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
176. 13. 3. 87 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
46. 19. 85. 150 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
. ) SYNtAXK retransmt with .
213.57.128.187 |lsrael 147.237.72. 166 |aka.idf.il Bad TCP sequence di fferent i ndow scal noni t or 6
Sreanming Engine: TGP Invalid i i ssi
46.19. 85. 88 I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. . 6
Ret ransni ssi on Packet dropped.
62.0.224.1 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 6
46.19.85.7 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber alert 6
2.52.28.69 I srael 147. 237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST rej ect 5
31.168.126.19 |Israel 147.237.72. 166 |aka. i df i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
46. 19. 85. 89 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber nonitor |5
46. 19. 85. 139 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
212.179. 218. 166|l srael 147.237.76.86 |navy.idf.il dr op First packet isn't SN drop 5
79.180. 131. 130 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |5
46.19. 86. 14 I srael 147.237. 77. 216 [dover.i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
62. 90. 45. 107 | srael 147.237.77.216|dover. i df . il Mil tipl e Uhaut horized URL Access from 62.90. 45. 107 Bl ock 166
46. 19. 85. 254 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 150
46.19.86. 71 I srael 147.237.76.200|ei tan. aka. i df . il Dstributed Too Many of the Sane Response Code (404) B ock 48
80.246.139.43 |[lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 24
46. 19. 85. 20 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 21
95. 86. 85. 54 I srael 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 95. 86. 85. 54 B ock 11
81.218.241.25 |lsrael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 81.218. 241. 25 Bl ock 6
46.19. 86. 143 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 6
2. 54. 130. 40 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 5
46. 19. 86. 226 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspi ci ous Response Code B ock 3
37.26.149.177 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
176.13.18.240 |Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
80. 246. 136. 248 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
117.35.164. 4 Chi na 147.237.77. 176 |nat pash. i df . i | Lht raceabl e SS_ Sessi ons: Protocol violation (SSL_GONN QLI ENT_HALQ |None 2
101. 68.5.7 Chi na 147.237.0.15 |kosher-kravi.idf.il [|Wntraceable SSL Sessions: Protocol violation (SSL_GONN CLIENT_ HALLQ [None 2
117.39.6.73 Chi na 147.237.77. 176 |mat pash. i df . i | Untraceabl e SS Sessions: Protocol violation (SSLGONN QLIENT HALLQ |None 2
62.128.48.166 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 2
77.127.169.22 | srael 147.237.0.17 $n|y| kosher-kravi.i |/ i ed Illegal Paraneter Encoding None 2
124.114. 173. 216|Chi na 147.237.77. 176 |mat pash. i df . i | Lhtraceabl e SSL Sessi ons: Protocol violation (SSLGONN QI ENT HALQ [None
46.19. 86. 14 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock
158. 42. 66. 17 Fain 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to wwvidf.il/en B ock
80.178.204.62 | srael 147.237. 72. 166 |aka. i df . i | m ;Lg.“itgfd_ illj}a#;hn‘;gizyi‘i/ﬁtﬁﬁ; O A Bock |2
113.135.99.88 |China 147.237.77. 176 |nat pash. i df . i | Unt raceabl e SS Sessi ons: Protocol violation (SSL_GONN QLI ENT_HELLQ |None 2
101.68. 5. 191 Chi na 147.237.0.15 |kosher-kravi.idf.il [uUntraceable SS. Sessions: Protocol violation (SSL_GONN QIENT HALQ |None 2
124. 115. 160. 241|Chi na 147.237.77. 176 |mat pash. i df . i | Lht raceabl e SS_ Sessi ons: Protocol violation (SSL_GONN QI ENT_HALQ |None 2
101. 68. 4. 126 Chi na 147.237.0.15 |kosher-kravi.idf.il [|Wntraceable SSL Sessions: Protocol violation (SSL_GONN CLIENT_ HALLQ [None 2
168. 61. 42. 209 g;g: 147.237.77.216|dover.idf .i Paraneter Type Miolation IDin vwwidf.il/1294-en/ dover. aspx B ock 2
124. 160. 236. 163|Chi na 147.237.0.15 |kosher-kravi.idf.il [Untraceable SIS Sessions: Protocol violation (SSL_GONN QLIENT HALQ |None 2
2.52.27.103 I srael 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
113. 135. 98. 136 |Chi na 147.237.77.243|nobi l e.idf . il Unaut hori zed URL Access to 147.237. 77. 243/ i pm devi cedesc. xni B ock 1
125. 24.205. 192 [Thai | and 147.237.77. 176 [mat pash. i df . i | Enail collector robots 14 Bl ock 1
61.135.190.69 [China 147.237.0.34 |tikshuv.idf.il Uhaut hori zed LRL Access to 147.237.0. 34/ styl e/ shared/ reset . css Bl ock 1
109. 64. 128. 223 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed UR. Access to v aka. i df.il/main/scripts/css3pie. htc B ock 1
124.90.48.42  |China 147.237.0.17 z;nlyl kosher-kravi. i1\ caracter in nethod B ock 1
212.179.21.194 |lsrael 147.237.76.200|ei tan. aka. i df . i | Uhknown Paraneter subject in vy eitan. aka.idf.il/1105-en/eitan. aspx |None 1
123.158.48.94  |Chi na 147.237.0. 16 nlyl_ kosher -kravi . i df Uhtraceabl e SSL Sessions: Protocol violation (SSL_CONN GLIENT_HALQ [None 1
192. 115. 177. 202|1 srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/sip storagelfiles/5/ Bl ock 1
77.125.10.238 |[lIsrael 147.237.72.166|aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 1
113.135.97. 108 |Chi na 147.237.77.243|nobi l e. i df . i | Lht raceabl e SSL Sessi ons: Protocol violation (SSL_CONWN SERER HELQ  [None 1
124. 114. 173. 216|Chi na 147.237.76.200|ei tan. aka. i df . il Untraceabl e SSL Sessi ons: Protocol violation (SSL_GONN QLI ENT_HALQ |None 1
101. 68. 5. 181 Chi na 147.237.0. 17 g}: niyl- kosher - kravi . i Untraceabl e SSL Sessions: Protocol violation (SSLGONN SERER HHLOQ |[None 1
36. 44.103. 92 Chi na 147.237.77. 226 \é\;AMiI'IChanat z. aka.i Untraceabl e SSL Sessions: Protocol violation (SSL_CGONN ALIENT_ HHLO |[None 1
Unaut hori zed URL Access to
95.86.108.89 | srael 147.237.77. 216 |dover . i df . i | mo'gkr:; r:blcll3:éflgsgﬁrlr;;§;i‘ggf'qa}sf:gjf;;‘g‘;iif?ir;‘ik;g;’; éli’iq:i?;;jm? Bock |1
g
176.13.4.132 | srael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
64.19. 78. 243 ;“;tteeg 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
113. 135. 96. 165 |Chi na 147.237.77. 176 |nat pash. i df . i | Unt raceabl e SS Sessi ons: Protocol violation (SSL_GONN QLI ENT_HALQ |None 1
124. 90. 53. 98 Chi na 147.237.0.19 |nadimatal .idf.il Unaut hori zed LRL Access to / B ock 1
61.135.190. 198 [China 147.237.0.34 |tikshuv.idf.il f};‘_“;;‘_’g_ éjfsh?ed/pif?zst Stcor. pts/jquery. pl ugins/slider.js B ock 1
113.132.3.36 Chi na 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to / B ock 1
124.90. 49. 253  |Chi na 147.237.0.15 |kosher-kravi.idf.il |Wntraceable SS. Sessions: Protocol violation (SSL_CONN GLIENT HALQ [None 1
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