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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3530

66. 249. 64. 181 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 64

192. 3.170. 124 Lhited Sates 147.237.76. 86 navy.idf.il Bock Np Al Net drop 1
202.112.51. 96 Chi na 147.237.77. 233 atal.idf.il bl ock-sp-trafl drop 1

192. 3.170. 124 Lhited Sates 147.237.76. 38 eengitav.idfi.ilBock Np Al Net drop 1
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|Top Attackers In IPS|

At t acker At t acker

Country

Target Address ’Site ’S gnature

12347; HITP. PHP-G3 Query Siring Paraneter |nformation D scl osure

WUl nerabi |ty Bl ock !

180. 255. 8. 241 |9 ngapore 147.237.77. 216 |dover . i df . i
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 2
176.12. 140. 236 |147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
125. 65. 165. 215 |147.237.0.15 |China kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
213.8.59.32 147.237.77. 216 (I srael dover.idf.il portscan: TCP O stributed Portscan 1
93.174.93. 153|147 237 0.34  |Net herl ands Cikshuvidh il ET SCAN Behavi pral Lhusual |y fast Terminal Server Traffic, Potenti {4
Scan or Infection
193. 171. 152. 102(147. 237. 77. 216 |Austri a dover.idf.il portscan: TCP O stributed Portscan 1
84.228.199. 67 |147.237.77.216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
186.225.85.97  [147.237.77.216 |Frazil dover.idf.il ET SCAN Potential SSH Scan 1
79.177.11.238  |147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
186.225.85.97  [147.237. 76. 196 |Brazi | e.svivaidf.il ET SCAN Potential SSH Scan 1
66. 249. 66. 61 147.237.72.166 |Wited Sates |akaidf.il ET SCAN NVAP -sA (2) 1
186.225.85.97  [147.237.76.39 |Brazil nobi | e. nei tav.idf.i|ET SCAN Potential SSH Scan 1
46. 19. 85. 207 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
186.225.85.97  [147.237. 72. 156 |Brazi aman. i df.il ET SCAN Potential SSH Scan 1
37.26.148.145 |147.237.72.166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
185.32.179.10 |147.237.72.166 |l srael akaidf.il portscan: TCP O stributed Portscan 1
125. 65. 165. 215 |147.237.76.86 |Chi na navy.idf.il ET SCAN Potential SSH Scan 1
94.230.86.152 |147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
85. 64. 213. 67 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
186.225.85.97  [147.237.77. 227 |Frazil e. hanaz. i df .i | ET SCAN Potential SSH Scan 1
80. 82. 65. 82 147.237. 77. 216 |Net her | ands dover.idf.il ET WEB SERVER Poi son NUl | Byte 1
186.225.85.97  [147.237.77. 212 |Brazil e.dover.idf.il ET SCAN Potential SSH Scan 1
66.249.78.120 |147.237.0.34 |Wited Sates [tikshuv.idf.il ET SCAN NVAP -sA (2) 1
186.225.85.97  [147.237. 76. 147 |Frazil chinuch.aka.idf.il |ET SCAN Potential SSH Scan 1
46.121.208. 225 |(147.237.72. 166 |l srael akaidf.il portscan: TCP O stributed Portscan 1
186. 225. 85. 97  |147.237.76.30 |Brazil hi nush. i df . i ET SCAN Potential SSH Scan 1
37.26.148.184 |147.237.72.166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
185. 106. 94. 46 [147. 237. 0. 200 . i df il ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count
Sreanming Engine: TCP Invalid i i SSi

79.182.104. 177 |Israel 147. 237. 76. 200 |ei tan. aka. i df .| 9 =g Invalid segnent retransmssion. g 240
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

132.71.170.7  |israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. g 46
Ret ransn ssi on Packet dr opped.

46.19. 86. 119 | srael 147.237.72. 167 |i shurimaka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 44

. . s SWNretransnmit wth different .

109. 66. 124. 221 |Israel 147.237.72. 167 |i shurimaka. i df . i Bad TCP sequence vi ndow scal e noni t or 42
Sreaning Engine: TCP Invalid i i ssi

212.179.21. 194 |Israel 147. 237. 76. 200 |ei tan. aka. i f .1 9 =g Invalid segnent retransmssion. | 40
Ret ransnm ssi on Packet dropped.

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36

46. 19. 86. 107 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber nonitor |27

212.199. 121. 164|I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence SN retransmt with different monitor |14

w ndow scal e

46.19. 86. 174 I srael 147.237.72. 167 |i shuri maka. i of . i | Bad TCP sequence Inval i d ACK nunber nonitor |13
Sreanming Engine: TCP Invalid i

212.150. 84. 153 [l srael 147.237.72. 167 |i shuri maka. i df . | 9 =9 Inval id checksum Packet drop 11
Checksum dr opped.

195. 160. 240. 11 |l srael 147.237.72. 167 |ishurimaka.idf . il Bad TCP sequence Invalid sequence nunier noni t or 10
Sreanming Engine: TCP Invalid i i ssi

46.19.85.162  |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. | 9
Ret ransnm ssi on Packet dropped.

212.179.21.194 |l srael 147.237.8.45 |e.eitanidf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
Sreaming Engine: TCP Invalid i i ssi

37.26.147.249 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 9
Ret ransn ssi on Packet dr opped.
Sreanming Engine: TQP Invalid i i SSi

84.94.195. 6 I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 9
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi

149.88.26.199 | srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 9
Ret ransn ssi on Packet dr opped.

192. 114. 105. 254 |l srael 147.237.72. 166 |aka.idf .il dr op Frst packet isn't SN drop 9

185. 32. 179. 205 |Israel 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 8

46. 19. 86. 52 I srael 147.237. 72. 156 |anan.i df . i | Bad TCP sequence Invalid ACK nunber nonitor |7

2.52.184.154 I srael 147.237.72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 7

167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7

2.52.153.121 I srael 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 7

46. 19. 86. 225 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 7

46. 19. 86. 58 I srael 147.237.72. 156 |aman. i df .i | Bad TCP sequence Inval i d ACK nunber moni tor |7

85. 130. 244. 239 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber nonitor |6
Sreanming Engine: TQP Invalid i i SSi

37.26.148.223 |Israel 147. 237. 76. 200 |ei tan. aka. i df .| 9 =g Invalid segnent retransmssion. g 6
Ret ransm ssi on Packet dropped.

188. 120. 148. 129|l srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber nonitor |6

2.54.174. 169 I srael 147.237.77. 233 |atal .idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 6

46. 19. 85. 238 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence I'nvalid ACK nunber alert 6

79.178. 152. 28 | srael 147.237.72.166 |aka.idf .il dr op First packet isn't SYN drop 6

94.230.86.174 |lIsrael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber nonitor |6

85. 130. 244. 239 |Israel 147.237.72. 166 |aka. i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
Sreamng Engine: TCP Invalid i i ssi

2.54.9.111 I srael 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. g 6
Ret ransni ssi on Packet dr opped.
Sreanming Engine: TQP Invalid i i SSi

2.54.175. 20 I'srael 147. 237. 72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. | 6
Ret ransm ssi on Packet dropped.

46. 19. 85. 238 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber noni t or

2.54.42.23 I srael 147. 237. 77. 216 [dover.i df . il SYN At tack SYN -> SYN-ACK -> RST rej ect
Sreamng Engine: TCP Invalid i i ssi

199. 203. 123. 2091 sr ael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segent retransmssion. 6
Ret ransm ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i ssi

87.68.62.105  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. | 6
Ret ransnm ssi on Packet dropped.

46. 19. 85. 50 I srael 147.237.72. 166 |aka. i df .i drop SAMrule drop 6
Sreaming Engine: TCP Invalid i i ssi

81.218.131.87 |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. g 6
Ret ransn ssi on Packet dr opped.

80.246.130.38 I srael 147.237.77. 233 |atal i df . Bad TCP sequence SNretransmt with different moni tor |6

w ndow scal e

212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5

81.218.46.66  |Israel 147.237.77. 226 [} chanatz.aka.1df 1paq TCP sequence Invalid ACK nunber monitor |5

79.183.35.153 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber monitor |5

37.26.148.223 |[Israel 147.237. 76. 200 |ei tan. aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5

100. 100. 36. 69 147.237. 72. 167 |i shuri maka. i df .i | dr op Frst packet isn't SYN drop 5

46.19. 85. 21 I srael 147.237.72. 167 |i shuri maka.i of .i | Bad TCP sequence Inval i d ACK nunber monitor |5

81.218.46.66  |Israel 147.237.77. 226 " chanatz. aka. 10f 1pq TOP sequence Invalid ACK nunber aert 4

46.19. 86. 221 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or

79.177.61.212  |lIsrael 147.237. 72. 167 |i shuri maka. i of . i | Bad TCP sequence Inval i d ACK nunber noni t or
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
132.71.170.7 | srael 147.237.76.200|ei tan. aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 158
212.179.21.194 |[Israel 147.237.76.200|ei tan. aka. i df . i | Dstributed Too Miny of the Same Response Code (404) B ock 155
176.12. 148. 112 |Israel 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 65
2.54.130. 40 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 49
79.182.104. 177 |Israel 147.237.76.200|ei tan. aka. i df . i | Dstributed Too Miny of the Same Response Code (404) B ock 47
5.29. 46. 33 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to waw aka. i df .il/ufi/reaction/ B ock 7
212.117.136.6 |lsrael 147.237.72. 166 |aka. i df . i | Dstributed |11egal Byte Gode Character in LRL B ock 6
81.218.241.25 |[Israel 147.237.77.216|dover . i df . il Mil tipl e Unaut horized URL Access from 81.218. 241. 25 B ock 5
212.117.136.8 |[Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 4
176.13.10.113 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
212.150. 161. 210! srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/sip storage/files/ 1/ B ock 3
176.13.10. 155 |Israel 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 3
176.13.17.33 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
197.48.7. 139 Egypt 147.237.77.216|dover . i df . i O stributed Lhaut hori zed URL Access on www i df . il /xnirpc. php B ock 2
. - Unaut hori zed URL Access to
95. 86. 90. 206 I srael 147.237.72.166 |aka. i df . i | vown aka. | o i 1/ mai 1V gi yus/ cont rol s/ at udal A B ock 2
2.54.168. 43 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 2
] . . Unaut hori zed URL Access to
208.184.112.75 |lhited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- hel dover . aspx. Bl ock 2
84.111.61.254 |lIsrael 147.237.72. 166 |aka. i df . i | Dstributed Il1egal Byte Gde Character in URL B ock
217.194. 206. 108/l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None
] . . Unaut hori zed URL Access to
8.37.235.55 Wited Sates |147.237.77.216(dover.idf.il ww i df . i |/ shared/ cl i ent scri pts/j quer 2 €3 (5 Bl ock 2
66. 249. 66. 61 I srael 147.237.72.166|aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 2
197. 48. 7. 139 Egypt 147.237.77.216|dover.idf .il Dstributed PHP At tenpt B ock 2
82.166.140. 117 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
46.108. 161. 194 |Ronani a 147.237.77.216|dover. i df . il Dstributed PHP Attenpt B ock 1
. . . Unaut hori zed Met hod PCST for
192. 116. 108. 17 |l srael 147.237. 76. 147 |chi nuch. aka. i df . i | vaww chi nuch. aka. i df . i |/ 900- he/ chi nuch. aspx None 1
41.220.193.1  |Mbzanbique |147.237.77.74 |lawidf.il Distributed haut horized URL Access on B ock 1
ww | aw i df . i | /xnbrpc. php
80. 246. 136. 123 |Israel 147.237.72.166|aka. i df . i | Wnt raceabl e S Sessi ons: sigal gs oS At ack None 1
213.8.174.5 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None
141.212.122. 160|lhited Sates [147.237.0.19 |madimatal .idf.il Uhaut hori zed URL Access to 147.237.0. 19/ Bl ock
. - D stributed Lhaut hori zed URL Access on
66.249.67.250 |[Israel 147.237.72. 166 |aka. i df . i | 147.237. 72. 166/ gi yus/ f or urd asp/ showf o um asp Bl ock 1
212.117.136.8 | srael 147. 237. 72. 166 |aka. i df . i | thknown Paraneter anpit in None 1
ww aka. i df . i/ nai n/ kapat z/ scri pt resour ce. axd
62.219.112.50 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
46.108. 161. 194 |Romani a 147.237.77.74 [lawidf.il Ostributed PHP At tenpt B ock 1
176.13.19. 12 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Atack None 1
Unknown Par anet er wh48617274 in
81.218.241.25 |lsrael 147.237.72. 166 |aka. i df . i | wwwy aka. i df . i1/ mai n/ kapat z/ r esour ces/ i mages/ nmai npage/ up- banne |None 1
r.gif
2.54.3.181 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
. . S Untraceabl e Gonnection - Protocol violation
109. 65. 160. 25 |l srael 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON_DATA_EXCHANGE) None 1
. . Lhknown Paraneter hc_location in
66. 249. 66. 5 I srael 147.237.72. 166 |aka. i df . i | vown aka. i df i |/ rai v har edi i gener al . aspx None 1
] . . O stributed Uhaut hori zed URL Access on
208.184.112.75 |lhited Sates (147.237.77.216|dover.idf.il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
84.108. 52. 31 I srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
46.108. 161. 194 |Romani a 147.237.77. 216 |dover.i df.i |l D stributed Waut horized URL Access on www i df . il/xmrpc. php B ock 1
192.116.172. 25 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
46.19. 85. 15 I srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
80.246.139.21 [Israel 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 1
m ny- kosher - kr avi . i
216.218. 206. 68 |lLhited Sates |147.237.0.17 of niyl D stributed Whauthori zed URL Access on 147.237.0. 17/ B ock 1
. . D stributed Lhaut hori zed URL Access on
150. 70. 173.5 Japan 147.237.77.233|atal .idf .il 147, 237. 77. 233/ 1501- he/ at al . aspx Bl ock 1
66.249. 67.251 |Israel 147.237.72. 166 |aka. i df . i | Unknown Paraneter 5cf 35968 in aka.idf.il/news/ None 1
m ny- kosher - kr avi . i ing - : i
212.143.172.93 |israel 147.237.0.17 "y Doubl e URL Encoding - paraeter: Feturnul in B ock 1
af.il mny-kosher-kravi .idf.il/tenpl ates/| ogi n. aspx
. . Unhaut hori zed URL Access to
66. 249. 64. 51 I srael 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p_st oragel 11 es/ 0/ si ze100x0/ 3250. ] pg Bl ock 1
197. 134. 216. 101 |Egypt 147.237.77. 176 |mat pash. i df . i | Dstributed PHP At tenpt B ock 1
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