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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3374
93.174. 93. 151 Net her | ands 147.237. 76. 147 chi nuch. aka.idf.il B ock_Up Al _Nets drop 1
93.174.93. 151 Net her | ands 147.237. 76. 202 e halag.idf.il B ock Wp Al Nets drop 1
71.6.135. 131 Lhited Sates 147.237.76. 147 chi nuch. aka.idf.il B ock Wp Al Nets drop 1

71. 6. 165. 200 Lhited Sates 147.237.76. 31 nakchal .idf.il B ock Wp Al Nets drop 1

188. 114. 21. 201 Russi an Federation 147.237.76. 199 e. nakchal .idf.il B ock Wp Al _Nets drop 1




12-02-2015-10:04:07 to 12-02-2015-11:04:07

|Top Attackers In IPS|

Attacker Address |Attacker Qountry  [Target Address |Site |Sgnature Devi ce Action |Oount |

195.154.211.20 |France 147.237.77.216 |dover.idf.il|9221: HTTP. PUT Method Execution over HTTP/ WebDAV Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature
ET DC5 Large anount of TCP ZeroWndow - Possible Niller2 DDos

212.179. 159. 253|147. 237. 77. 233 |I srael aal .idf.il 5
att ack
66. 249. 66. 61 147.237.72.166|Wnited Sates  |aka idf.il ET SCAN NVAP -sA (2) 3
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
66. 249. 66. 75 147.237.72.166 |Lhited Sates  [aka idf.il ET SCAN NVAP -sA (2) 2
80. 246. 136. 188 |[147.237. 72. 166 |l srael aka idf.il portscan: TCP O stributed Portscan 1
46. 19. 86. 203 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
195. 154. 211. 20 |147.237. 77. 216 |France dover.idf.il portscan: TCP O stributed Portscan 1
2.52. 40. 141 147, 237. 72. 166 |I srael aka idf.il portscan: TCP O stributed Portscan 1
193.201.224.8 [147.237. 76. 200 |kr ai ne eitan aka idf.il |SERVER WEBAPP adm n. php access 1
185.106. 94. 46  |147.237.0. 15 kosher-kravi.idf.i [ET SCAN NVAP -sS wi ndow 1024 1
159. 147. 148. 28 |147.237. 76. 177 [Spai n ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
109. 66. 20. 63 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
87.69.183. 161 [147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
212.199.16.38 |[147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
62.219.21.55 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
212.143.186. 38 |[147.237.77.216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
46. 19. 86. 21 147, 237. 72. 166 |I srael aka idf.il portscan: TCP O stributed Portscan 1
185.106. 94. 46 |147.237.0. 33 idf.il ET SCAN NVAP -sS w ndow 1024 1
167. 114. 156. 16 |147.237. 77. 216 |Canada dover.idf.il portscan: TCP O stributed Portscan 1
113. 240. 250. 155|147. 237.0. 34  [Chi na tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
94.102. 48.195 |147.237.77. 74 |Netherl ands lawidf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
Sreaming Engine: TCP Invalid i i SSi
79.182.104. 177 |Israel 147. 237. 76. 200 |ei tan. aka. i df .| 9 =g Invalid segnent retransmssion. | 441
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
132.71. 160. 220 |israel 147. 237. 76. 200 |ei tan. aka. i df .| 9 =g Invalid segnent retransmssion. g 42
Ret r ansni ssi on Packet dropped.
46. 19. 86. 46 I srael 147.237.72. 167 |i shuri maka. i of .i | Bad TCP sequence I'nval i d ACK nunber monitor |36
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 32
213.55.104.103 |Bhiopia 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 25
62.219. 167. 150 |lsrael 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 25
. . SYNtAXK retransmit with .
62.219. 167. 150 |Israel 147.237.76.31 |nakchal .idf.il Bad TCP sequence different vi ndow scal e nonitor |25
100. 100. 123. 64 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 24
46.166.188.209 |Netherlands |[147.237.77.216|dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 21
o SWNretransnmit wth different .
80. 246. 130. 75 |l srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence wi ndow scal e monitor |20
46. 19. 86. 96 | srael 147.237.72. 167 |i shurimaka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 17
Sreanming Engine: TGP Invalid i i ssi
93.173.32.255 |Israel 147. 237. 76. 200 |ei tan. aka.i of . i 9 =9 Invalid segnent retransmssion. g 16
Ret ransni ssi on Packet dropped.
100. 100. 85. 133 147.237.72. 166 |aka.i df i drop First packet isn't SN drop 14
193. 43, 245. 250 |lIsrael 147.237.77. 216 |dover.i df .i | drop First packet isn't SN drop 14
100. 100. 47. 29 147.237.72. 166 |aka.idf . il dr op First packet isn't SYN drop 14
46.19. 86. 114 | srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SN drop 14
46. 19. 85. 203 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber monitor |13
46. 19. 85. 50 | srael 147.237.72. 166 |aka.idf . il dr op SAMrul e drop 13
212.179.21.194 [Israel 147.237.8.45 |e.eitan.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 11
46. 19. 85. 203 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber alert 10
100. 100. 123. 64 147.237.77. 176 |nat pash. i df .i | dr op First packet isn't SYN drop 10
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 10
94. 230. 86. 200 |Israel 147.237.72. 166 |aka. i df i Bad TCP sequence I'nval i d ACK nunber noni t or 10
212.235.98. 139 |[Israel 147.237.72. 166 |aka.idf . il dr op First packet isn't SYN drop 9
reanming BEngine: TCP Invali i i ssi
2.52.28.36 I'sr ael 147.237.72. 166 |aka. i df . i Streamng Engi ne: TCP Inval id Jinvalid segnent retransnission drop 9
Ret ransmi ssi on Packet dropped.
2.54.173. 169 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 9
Sreaming Engine: TGP Invalid i i ssi
79.183.55.101 |Israel 147. 237. 72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. o 9
Ret ransni ssi on Packet dropped.
46.19. 86. 46 I srael 147.237.77. 226 "‘:’YN chamatz. aka. 1df ey At t ack SYN -> SYN-ACK -> RST rej ect 8
100. 100. 41. 192 147.237.72. 166 |aka.i df i drop First packet isn't SN drop 8
80.246.133.78 | srael 147.237.77. 233 |atal .idf. il Bad TOP sequence SN retransmt wth different monitor (8
w ndow scal e
46. 19. 86. 218 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
5.29.143. 128 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber noni t or
. . SYNtAXK retransmt with .
185.32.179. 176 |Israel 147.237.72. 166 |aka.idf.il Bad TCP sequence di fferent v ndow scal e noni t or 7
46.19. 86. 46 I srael 147.237.77. 226 " chanatz. aka. 10f 1paq TOP sequence Invalid ACK nurber moni tor |7
2.52.153.63 I srael 147.237.72. 166 |aka. i df i SYN Attack SYN -> SYN-ACK -> RST rej ect
46. 19. 85. 153 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval i d ACK nunber alert
Sreanming Engine: TCP Invalid i i ssi
212. 143. 136. 212|I srael 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dropped.
Sreanming Engine: TP Invalid i i ssi
79.182.115.82 |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g 6
Ret ransni ssi on Packet dropped.
213.57.93.210 |lsrael 147.237.76.42 |refuah.idf.il dr op First packet isn't SN drop 6
2.52.182.101 I srael 147.237.72. 167 |i shuri maka. i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 85. 153 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber nonitor (6
46.19. 86. 114 I srael 147.237. 72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti neout alert 6
Sreaning Engine: TCP Invalid i i ssi
46.19.85.246  |israel 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
94.230.86.200 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber alert
213.57.93. 210 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
Sreaning Engine: TP Invalid i i ssi
212.235.80. 122 | srael 147.237.72. 166 |aka i f . 9 =9 Invalid segnent retransmssion. g 6
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
46.19.85.162  |Israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. | o 6
Ret ransm ssi on Packet dropped.
46.19. 86. 114 I srael 147. 237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
62.0.240.1 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
Sreamng Engine: TCP Invalid i i SSi
79.183. 185. 245 |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. | o 6
Ret ransni ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
132.71. 160. 220 |Israel 147.237.76.200|ei tan. aka. i df . i | |Distributed Too Miny of the Sane Response Code (404) Bl ock 464
46. 19. 86. 95 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Code B ock 145
46.19. 86. 95 I srael 147.237.0.19 |madimatal .idf.i|Too Many of the Sane Response Code (404) in Session from46.19.86.95 |B ock 113
2.54.170. 198 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 108
46.19. 86. 143 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Code B ock 48
185.32.179.38 |Israel 147.237.0.19 |madi matal .idf.i[Dstributed Suspicious Response Qode B ock 47
79.182.104. 177 |lsrael 147.237.76.200|ei tan. aka. i df . i | |Distributed Too Miny of the Sane Response Code (404) Bl ock 41
176.13.10. 113 |[Israel 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 24
80. 246. 136. 248 [Israel 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 23
87.69.181.193 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 19
46.19. 85. 61 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Code B ock 18
185. 32. 179. 120 |Israel 147.237.0.19 |madi matal .idf.i[Dstributed Suspicious Response CQode B ock 10
77.127.151. 154 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary Bl ock 9
62.90.92. 170 I srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 62.90.92. 170 B ock 9
197.37.10.159 |Egypt 147.237.77. 170 |maar achot . i df . i | [Uhaut hori zed LRL Access to maarachot. i df.il/xnrpc. php B ock 8
197.37.10.159 |Egypt 147.237.77. 170 |maar achot . i df . i | |Distributed PHP At t enpt Bl ock 8
Uhaut hori zed URL Access to
213.151.36.130 [Israel 147.237.76.42 |refuah.idf.il wa ref ua. atal . i df . i | / &a=u&ed=0ahukewj 59- a_6l zj ahudw okha6gb_ugf ggr |Bl ock 7
mantusg=af qj cnhsj gzgxohl - 8galaenj bwBwkvaxw
80. 246. 136. 121 |[Israel 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 6
2.52.27.186 I srael 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Gode B ock 6
2.54.28.62 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
176.13.16.210 |Israel 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Code B ock 3
2.54.170. 198 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 3
193.201.224.8 |lkraine 147.237.76.200|ei tan. aka. i df .i | |Dstributed PHP At tenpt B ock 2
176.12.143. 41 |Israel 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 2
176.13. 2. 50 I srael 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Gode B ock 2
109. 64. 166.56 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs S Attack None 2
193.201.224.8 |kraine 147.237.76.200|ei tan. aka. i df . il [Mil tiple Unauthorized URL Access from 193.201.224. 8 B ock 2
79.181.17.223 |Israel 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Gode B ock 2
66.249.93.191 |Israel 147.237.77.216|dover . i df . i | Paraneter Type Mol ation SearchText in wwidf.il/1065-he/ dover. aspx B ock 2
46.19. 85. 246 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka. i df . il /v tikshuv.idf.il B ock 2
46. 19. 86. 188 I srael 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Gode B ock 2
46.121.154.90 |israel 147.237.77. 216 |dover . i df . i | (SSSLSET égflila_bggpclﬁngic;li gtg&ff;i%ﬂgg on None 1
157. 55. 39. 17 Wited Sates [147.237.77. 216 |dover. i df.i | D stributed Uhauthorized URL Access on v i df . i1/894- he B ock 1
80.246.133.78 I srael 147.237.77.233|at al . i df . i | e o hor zed W Agscs)fs on Hock |1
46.121.154.90 |Israel 147.237.77.216|dover. i df .i | Dstributed I11egal HITP \ersion B ock 1
Unaut hori zed URL Access to
95. 86. 108. 89 I srael 147.237.72. 166 |aka. i df . i | ww, aka. i df . i |/ mai n/ har edi ni &sa=u&ved=0ahukewi bx8xr 3l zj ahxbpxgkhezo |Bl ock 1
axugf ggkmae&usg=af gj cnf d5s02zi eednbnf xvss2_oef usww
5.29.143. 128 I 'srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1501- he/ at al . aspx B ock 1
77.237.138. 202 g;%ric 147.237.77. 216 |dover . i df . i | Unaut hori zed LRL Access to / B ock 1
207.46.13.144 |lhited Sates [147.237.76.31 |nakchal .idf.il [Uauthorized URL Access to 147.237.76.31/robots. txt B ock 1
2.54.161. 142 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 1
66. 249.66. 72 | srael 147.287.77. 176 |nat paSh' idf.il muigg; .Ziegf .lﬁ_/ Sggfejlsi r:foor nat i on/ i dkoni mi pages/ 15092010nasai yot . aspx Bl ock !
46. 19. 86. 109 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs DoS Attack None 1
85. 250. 219. 218 I srael 147. 237.72. 166 |aka. i df . i | Iur: km" alf: ri"’:;'?ti Tr/n‘;}L?gf;;;fgf:ﬂ“g%ﬂ?gﬁ:g&aceHO' der $otnAtudaPrint .o 1
80. 250. 154. 6 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
62.90. 92. 170 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method CPTIONS for aka.idf.il/ B ock 1
46. 19. 85. 154 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS Attack None 1
37.26.148.234 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
212.179. 159. 253 (I srael 147.237.77. 234|hal ag.i df . i | mﬂtog?gﬂzigaﬁ.fﬁfcﬁﬁslsti%_storagem s/ 42094, pg Bock |1
46.121.154.90 |Israel 147.237.77. 216 |dover . i df . i | Mal formed HTTP Header Line 1 B ock
132. 71. 160. 220 |l srael 147.237.76.200|ei t an. aka. i df . i | [Uhaut hori zed Method PCST for ww eitan. aka. i df.i|/894-he/ eit an. aspx None 1

12-02-2015-10:04:07

to 12-02-2015-11:04:07




