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|Top Attackers | n DDoS- Def ence |
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Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |[Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3606
14.121.178. 196 Chi na 147.237. 76. 148 ggcenter.aka.idf.il |JLM Under Attack_Con_Tcp drop 2
202.112.51. 96 Chi na 147.237.77. 235 svivaidf.il bl ock-sp-traf 1 drop 1
93.174. 93. 151 Net her | ands 147. 237.76. 196 e.svivaidf.il Block Udp All Nets drop 1

93. 174. 93. 151 Net her | ands 147.237.76. 200 eitan. aka.idf.il Bl ock Udp Al _Nets drop 1
192. 3.170. 124 Lhited Sates 147.237. 76. 147 chi nuch. aka.idf.il B ock Np Al _Net drop 1
94.102. 49. 210 Net her | ands 147.237.76. 34 yohal an.idf.il ock Wp Al _Nets drop 1
192. 3.170. 124 Lhited Sates 147.237.76. 201 e atal .idf.il B ock Np Al Net drop 1
93.174.93. 151 Net her | ands 147.237. 76. 86 navy.idf.il Bl ock Wdp Al Nets drop 1

94. 102. 49. 210 Net her | ands 147.237.76. 42 refuah.idf.il Block Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry  [Target Address |Site |Sgnature Devi ce Action |Oount |
188.165. 15. 152 |France 147.237.77. 74 lawidf.il |28 HITP. AhrefBot craw er Bl ock 1
195. 154. 188. 74 France 147.237.77.216 |dover.idf.il|9221: HITP. PUT Method Execution over HTITP/ WbDAV B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
171.232.56. 152 [147.237.0.17 |Metnam mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 3
114.134.189. 13 |147. 237. 77. 216 |Canbodi a dover.idf.il portscan: TCP DO stributed Portscan 1
104.192.0.226 |147.237.77.176|Uhited Sates nat pash. i df .i | ET SCAN Potential SSH Scan 1
104. 128. 144. 131|147. 237. 72. 14 [Canada dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 1024 1
79.174.70.237 |147.237.77.121 23::;'}0'1 e.navy.idf.il ET SCAN Potential SSH Scan 1
46.19. 85. 177 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
14.121.178.196 |147.237.76.39 |China nobi | e. nei tav.idf.il ET SCAN Behavi oral Lhusual ly fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
199. 101. 186. 201|147. 237. 76. 201 [Lhited Sates e.atal.idf.il ET SCAN NMAP -sS wi ndow 4096 1
178.152.30.178 [147.237.8.50 |Gtar e.tikshuv.idf.il BT SI‘AN Behavi oral _Unusual ly fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
162.248.54. 64 |147.237.0.34 [lnited Sates  |tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
104.192.0.226 |147.237.77.226|hited Sates |ww chamatz.aka.idf.il |ET SCAN Potential SSH Scan 1
104.192.0.226 |147.237.8.46 [lhited Sates e.chinuch.idf.il ET SCAN NVAP -sS w ndow 1024 1
104. 128. 144. 131|147. 237. 8. 28 [Canada e.nobi | e-ks.idf.il ET SCAN NVAP -sS w ndow 4096 1
75. 145. 81. 98 147.237.0.35 |lhited Sates  |akaws.idf.il ET SOAN Behavi oral Uhusual 'y fast inbound Tel net 1
Qonnections, Potential Scan or Brute Force
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il portscan: TCQP Distributed Portscan 1
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|Top Attackers In FW |

At acker

Country Target Address |Ste Signature
41.33.231.90 |Egypt 147. 237. 77. 216 |dover . i dof . i | dr op SAMrul e drop 34
157.55.2.134  |Wited Stares |147. 237.77. 23a|aiag icr.in |2/ €AMNG Engine: TGP Invalid  invalid segnent retransnission. drop 18
Ret r ansnm ssi on Packet dr opped.
2.54.23.93 I sr ael 147.237.72. 166 [aka. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 12
100. 100. 77. 252 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
2.54.136. 148 | srael 147.237.72. 166 |aka. i df . il SYN Attack rej ect 8
2.54.136.148 |Israel 147.237.72. 166 [aka. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 7
46.19.86.181 |Israel 147. 237. 72. 156 |anan.i of . i | Bad TCP sequence I'nvalid ACK nunber noni t or 6
2.54.141.245 |Israel 147.237.72. 166 [aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
167. 114. 156. 16 |Canada 147. 237. 77. 216 |dover. i df . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
212.143.142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
5. 29. 100. 12 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
46.19.86.181 [Israel 147.237.72. 166 |aka.i df .i1 Bad TCP sequence Inval id ACK nunber noni t or 6
2.54.160.90  |Israel 147. 237.72. 166 |aka i of . i Streaning Engine: TCP Invalid  finvalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dr opped.
213.57.129. 222 |I srael 147. 237. 72. 156 [anan. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti meout alert 6
46. 19. 85. 57 I srael 147. 237.77. 216 |dover.i df .il Bad TCP sequence I'nvalid ACK nunber alert 6
199.203.215.1 |[lsrael 147.237.76.30 |hinush.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46.19.85.182 [lIsrael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Inval i d ACK nunber alert 6
213.57. 129. 222 I srael 147. 237.72. 156 |anan. i of .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
46. 19. 85. 57 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
37.26.147.198 |Israel 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid  Jinvalid segrent retransmssion drop 6
Ret r ansni ssi on Packet dropped.
46.19.85.182 |Israel 147. 237. 77. 216 |dover . i df . i | Bad TCP sequence I'nval i d ACK nunber noni t or 6
213.57.129. 222 |I srael 147, 237. 72. 156 |aman. i f .| Bad TCP sequence mﬁsrc:;ansmt wehdifferent | oitor o
66.249.66.61 |United Sates |147.237.72.166 |aka idf.il Streaning Engine: TP Invalid  fimalid segrent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.
2.54.136.148 |lsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 5
5.29.100.12  [Israel 147. 237. 77. 216 |dover i df . Bad TCP sequence ﬁﬁ?fsg r:‘”S”“ wthdifterent Joonitor |5
2.54.136.148 |[lsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid sequence nunber noni t or 5
2.54. 55, 212 I srael 147. 237. 77. 216 |dover . i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
2.52.151.234 [Israel 147.237.72. 166 [aka.i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect 5
80.246. 137. 98 |Israel 147.237.72. 166 [aka.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 5
2.54.136.148 |lsrael 147.237. 72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber alert 5
2.52.178.140 [Israel 147. 237.72. 156 |anan. i of .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
5.29.100. 12 I srael 147.237.72. 167 [i shurimaka. i df . i [SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4
5.29.100. 12 | srael 147.237.72. 167 |ishurimaka.idf.i[Bad TCP sequence noni t or 4
109. 186. 12. 40 |l srael 147.237.72. 166 |aka. i of .i | Stream ng Engi ne: TeP Invalid Inval i d segnent retransmssi on. drop 4
Ret r ansn ssi on Packet dr opped.
149.78.51.107 |israel 147 237, 72. 167 |i shurimaka i i | ' SAM N9 Engine: TP Inval id vl i d segnent retransmssi on. drop 4
Ret ransni ssi on Packet dr opped.
100. 100. 35. 21 147.237.72. 166 |aka.idf.il dr op Frst packet isn't SN drop
37.26.149.239 |[lsrael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Invalid ACK nunber noni t or
5.29.100. 12 | srael 147.237.72. 167 |ishurimaka.idf.i[Bad TCP sequence I'nvali d ACK nunber alert
109.64.32.54  |Israel 147.237.72. 166 |aka. i df . Streamng Engi ne: TCP Invalid il id segrent retransnissi on. drop 3
Ret r ansn ssi on Packet dr opped.
82.80.196.44 |[lIsrael 147.237.72. 156 |anan.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 3
46.19.85.207 |israel 147.237.72. 166 |aka.i df . Streaning Engi ne: TCP Invalid  Jinvalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.
80. 246. 136. 183 |l srael 147.237. 72. 156 |anan.i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
213.57. 131. 120 |I srael 147. 237. 72. 156 |anan. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect
2.52.184. 56 | srael 147.237.72. 167 |ishurimaka. i df .i[SYN At t ack SYN -> SYN-ACK -> RST rej ect
109. 66. 21. 245 |Israel 147. 237.72. 166 |aka. i of .11 Streamng Engi ne: TCP Invalid  Jinvalid segnent retransnission drop 3
Ret r ansn ssi on Packet dr opped.
2.54.50.235  |Israel 147. 237.72. 166 |aka i df . i Streamng Engi ne: TCP Invalid imvalid segrent retransnissi on. drop 3
Ret r ansni ssi on Packet dr opped.
46.19.86.58  |Israel 147. 237.72. 166 |aka. i of .11 Streamng Engi ne: TCP Invalid  Jinvalid segnent retransnission drop 3
Ret r ansn ssi on Packet dr opped.
5.22.129.101 |[lsrael 147.237.72. 166 |aka.i df .i1 Bad TCP sequence Inval i d ACK nunber noni t or
2.54.136.148 [Israel 147.237.72. 166 [aka. i df .i | SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect
5.29.100. 12 | srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence I'nvali d ACK nunber noni t or
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Devi ce

Count ry Target Address |[Site Sgnature Action ‘Count

46.19.85.117 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 23
46. 19. 86. 50 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 15
176. 13. 15. 213 |Israel 147.237.0.19 [madi matal .idf.il D stributed Suspici ous Response Code B ock 8
46.19.85.168 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 6
46. 19. 85. 84 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 5
176.13.7.11 I srael 147.237.0.19 [madi matal .idf.il D stributed Suspici ous Response Code B ock 3
176. 12. 138. 214 |I srael 147.237.0. 17 ;nlnly kosher - kravi . i d Oistributed I11egal Paraneter Encoding None 2
46.19.85.243 |[Israel 147.237.0.19 [madi matal .idf.il D stributed Suspicious Response Code B ock 2
37.26.148.176 |[lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode B ock 2
176.13.18. 203 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
46.19. 85. 86 I srael 147.237.0.19 [madi matal .idf.il D stributed Suspicious Response Code B ock 2
208.184. 112. 74 |Wnited Sates [147. 237.77. 216 |dover. i df . | w111 1155, 25636 nel dover. s B ock 2
80. 246. 136. 238 || srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 2
46.19.86.204 [Israel 147.237.0.17 ;nlnly kosher-kravi.id |, i e Illegal Paraneter Encoding None 2
66. 249. 66. 28 | srael 147.237.72.166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
212. 76. 106. 136 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
114. 134. 189. 13 |Canbodi a 147.237.77. 216 |dover . i df . i | D stributed PHP Atenpt B ock 1
84.109.32.5 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessions: sigal gs DoS Atack None 1
197. 37.10. 159 |Egypt 147.237.77. 170 [naar achot . i df . i | Uhaut hori zed URL Access to maarachot.idf.il/xmrpc. php B ock 1
66. 249.66. 61 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to wan aka.idf.il/val tam B ock 1
2.54. 8. 140 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessions: sigal gs DoS Atack None 1
157.55.39.17 [wnited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/894-he B ock 1
46.19.86.233 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
207.46.13.119 |Uhited Sates |147.237.77. 216 |dover. i df.il chaut 2?”' f?gn;ﬁsﬁf‘;ﬁizu;‘éenem o/ 2003/ sept enber/ 09, st ) Bl ock 1
107. 178.194. 79 |United Sates |147.237.77. 216 |dover . i df . i | Dstri buted ff;;_t;;’ggg_eﬂe%vfrc_fsspﬁ” B ock 1
5.29.146.75 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessions: sigal gs DoS Atack None 1
194.90.15.61 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None

68. 180. 228, 112 [United Sates |147.237.77. 216 |dover. i df . i | Parameor Wpe Moatlon .P;g;':“mi n Bl ock 1
66.249.66.31 |[lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
176. 12. 149. 238 |l srael 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Gonnection - Unknown SSL Session None 1
212. 143. 40. 198 |l srael 147.237.77.216|dover . i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
114. 134. 189. 13 |Canbodi a 147.237.77. 216 |dover . i df . i | Unaut hori zed LRL Access to ww idf.il/xmrpc. php B ock 1
85.158.181.29 |Austria 147.237.76. 42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal .idf.il/bl og/ wp-adm n/ B ock 1
37.26.148. 254 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs DoS At ack None 1
197.37.10. 159 |Egypt 147.237.77.233|atal .idf.il PHP At t enpt B ock 1
176.13.19. 137 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
66.249.66.61 |l srael 147. 237.72. 166 |aka. i df . i | Mu;:vngkm; ijﬁ”le;rf; rf/a:ét?ar'uﬂ I gereral . s None 1
2.54.56. 212 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None
157.55.39. 155 |Lhited Sates |147.237.77.170|maarachot.idf.il Ml tipl e Unauthori zed URL Access from 157.55. 39. 155 B ock
54.162.124. 221 [lhited Sates [147.237.77.74 [lawidf.il Unaut hori zed URL Access to 147.237.77.74/ B ock
208.184. 112. 74 |Uhited Sates [147.237.77.216 |dover. i df . i | Dstri uted 1?;;f:§£gfﬂe%v’;‘f?§p£” Bl ock 1
108. 30. 189. 83 |lLhited Sates |147.237.72.166aka.idf.il Uhtraceabl e S3. Sessions: sigal gs DoS Attack None 1
31.154.92.63 |[lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
197. 37.10. 159 |Egypt 147.237.76. 42 |refuah.idf.il PHP Att enpt B ock 1
79.177.132. 141 |I srael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
66.249.66.37  [Israel 147. 237.77. 216 |dover . i df . i | D R e o e/ dover aspx Bl ock 1
2.52.56. 65 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None

176. 12. 149. 238 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS Atack None
124.73.7.208  |china 147.237.77. 176 [nat pash. i df . i | mulgg;'t B e e J cogat . aspx!  r ackback! Bl ock 1
46. 19. 86. 54 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs DoS At ack None 1
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