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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count]|
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3338

66. 249. 66. 111 | srael 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 488
74.143.58. 3 Lhited Sates 147.237. 76. 44 e.refuah.idf.il B ock Udp Al Nets drop 2

204. 42. 253. 2 Lhited Sates 147.237.76. 147 chinuch. aka.idf.il |B ock Udp All Nets drop 1

94. 102. 49. 210 Net her | ands 147.237.76.176 test.ncore.idf.il |Block Udp All Nets drop 1

103. 224. 22. 13 Hong Kong 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 1
93.174.93. 151 Net her | ands 147.237.76. 177 ncore.idf.il Bl ock_UWp Al _Nets drop 1
94.102. 49. 210 Net her | ands 147.237. 76. 148 ggcenter.aka. idf.il|B ock Wdp All _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site ‘Sgnature Device Action ‘Count |
91.121.169. 194  |France 147.237.76.86  [navy.idf.il C1000106: HTTP: naj estic bot B ock 1
151. 80. 31. 129 Italy 147.237.77.170 |maarachot.idf.il |28 HITP. AnrefBot craw er B ock 1

195. 154. 188. 224 |France 147.237.77.216 |dover.idf.il 9221: HTTP: PUT Met hod Execution over HTTP/ WbDAV B ock 1




12-02-2015-06:04:02 to 12-02-2015-07:04:02

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Federation

171.232.56. 152 |147.237.0.19 [V et nam nadi matal .idf.il [ET SCAN Potential SSH Scan 4
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
61.240.144.66 |147.237.77.179|Chi na e nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
58.253.96. 122 [147.237.0.33 |China idf.il ET SCAN NMAP -sS wi ndow 1024 1
51.254.46.129 [147.237.0.15 [United Ki ngdom |kosher-kravi.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
218.108.132. 58 |[147.237.8.45 |[China eeitanidf.il ET SCAN NVAP -sS w ndow 1024 1
2.54.174. 49 147.237.77. 216 (I srael dover.idf.il portscan: TGP D stributed Portscan 1
209. 126. 116. 147|147.237.8.27 |Lhited Sates e.nadimatal .idf.il |ET SCAN Potential SSH Scan 1
185. 106. 94. 46  |147.237. 77. 235 sviva.idf.il ET SCAN NVAP -sS w ndow 1024 1
94.102.48.195 |147.237.76. 148 |Net her| ands gqcenter. aka.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
79.174.70.237 |147. 237. 76. 39 ?ég:;;”im nobi | e. nei tav. i df i [ET SCAN Potential SSH Scan 1
58.253.96.122 [147.237.0.33 |China idf.il ET SCAN NMVAP -sS wi ndow 4096 1
51.254.46.129 |[147.237.0.33 |Wnited Ki ngdom |idf.il ET SCAN NMAP -sS wi ndow 1024 1
24,121.225.29 |147.237.77.235|Wited Sates sviva.idf.il ET SCAN NVAP -sS w ndow 1024 1
209.126. 116. 147(147.237.8.46 |Lnited Sates e.chinuch.idf.il |ET SCAN Potential SSH Scan 1
185. 106. 94. 46  |147.237. 77. 227 e. hanaz.idf .il ET SCAN NMAP -sS wi ndow 1024 1
151, 25,203, 142 |147.237.76.31 |italy rekchal idh il ET SDAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
79.174.70.237  |147. 237. 76. 202 |15 A e haagidf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address étuiikre; ‘Target Address |Ste Signature Z“:\t/ii '(:;
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
54.244.22.103 |lhited Sates 147.237. 77. 176 |nat pash. i df .i | dr op First packet isn't SYN drop
207.46.13. 4 Lhited Sates  |147.237.72. 166 |aka. i df il Streamng Engi ne: TCP | nvalid Jinvalid segnent retransnission drop 6
Ret ransni ssi on Packet dropped.
5. 255, 253. 188 :Zg::t”i o 147.237.72. 166 |aka i df . ;; ?221'5:? SESr;g(l):e: TP Invalid 'Pg‘éakjétd ;eggsgél retransmssi on drop 6
166.170.5.62  |Wited Sates  |147.237.77. 216 |dover.idf. il Streaning Engi ne: TCP Invalid Jimvalid segnent retransissi on drop 6
Ret ransni ssi on Packet dropped.
37.26.148.130 |Israel 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid finvalid segnent retransnissi on. drop 6
Ret ransni ssi on Packet dr opped.
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
167. 114. 156. 16 |Canada 147.237. 77. 216 |dover.idf.i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
176.13.18.56 | srael 147.237.77. 243 |mvi e i1 | €AM NG Engine: TQP Invalid invalid segnent retransmssi on, drop 4
Ret r ansni ssi on Packet dropped.
157.55.12.84  |United Sates  |147. 237, 76. 200 [eitan. aka icr.i1 | CAm NG Engine: TP Invalid - invalid segnent retransmission. | 4
Ret ransni ssi on Packet dropped.
66.249.66.61  |lnited Sates |147.237.72.166 |aka idf.il Streaning Engine: TCP Invalid |invalid segnent retransmssion drop 4
Ret r ansni ssi on Packet dropped.
46.19.86. 1 I srael 147.237.72. 166 |aka i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
5.29.100. 12 | srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence noni t or 4
79.182.127. 251 |Israel 147.237.72. 166 |aka i df . Streaning Engi ne: TCP Invalid Jimvalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
46.19.86. 1 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 3
5. 255, 253. 120 :Z:::t”i o 147.237.72. 166 |aka i df . “;; ?Z?Srr]r? SESr;g(l)rr]]e: TP Invalid :%r:\éileitd dieg;gg;. retransmssi on drop 3
85. 250. 155. 109 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
46.19.86. 1 I srael 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid finvalid segnent retransnissi on. drop 3
Ret ransni ssi on Packet dr opped.
85. 250. 155. 109 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 3
77.126.24.230 |Israel 147.237.72. 166 |aka i df .i Streamng Engine: TCP Invalid - finvalid segnent retransnission. |, o 3
Ret ransni ssi on Packet dropped.
46. 19. 85. 142 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 2
5.29.100. 12 I srael 147.237.72. 167 |i shuri maka.i df .i|dr op First packet isn't SN drop 2
46. 19. 85. 142 I 'srael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 2
5.29.100. 12 | srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber noni t or 2
84.111.137. 253 |Israel 147.237.72. 166 |aka. i df i Bad TCP sequence I'nval i d ACK nunber noni t or 2
213.175. 183. 170|Lebanon 147.237.76.30 |[hinush.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
5.29. 100. 12 | srael 147.237.72. 167 |i shurimaka. i of . i |SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 2
212. 235. 98. 139 |i srael 147.237.77. 243 |rvit e i1 | AM NG Engine: TCP Invalid - invalid segnent retransmssion. |, o 2
Ret ransni ssi on Packet dropped.
46. 19. 85. 26 | srael 147.237.0.19 |nadimatal.idf.il[Bad TCP sequence Invalid ACK nunber noni t or
5.29.100. 12 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence noni t or
109. 66. 141. 181 |Israel 147.237.72. 166 |aka.i df .i Bad TCP sequence SAae e ;ansm wthdifferent | onitor |1
207.46.13.158 |lhited Sates  [147.237.77.176 |matpash.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
5.29.100. 12 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
85.64.125. 123 |[Israel 147.237. 77. 216 [dover. i df . i Bad TCP sequence Inval i d ACK nunber alert 1
180. 97. 106. 162 |Chi na 147.237.77. 227 |e. hanaz. i df .i | Geo- | ocati on enf or cenent Geo-1 ocation inbound enf or cenent |drop 1
2.52.151.134 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACGK nunber noni t or 1
68. 180. 229. 239 |lhited Sates 147.237.72. 166 |aka.i df.il Bad TCP sequence Invalid ACK nunber noni t or 1
180. 97.106. 36  |Chi na 147.237.76. 201 |e.atal .idf.il Geo- | ocati on enf or cenent Geo-1 ocation inbound enf or cenent |drop 1
216.218.206.95 |Lhited Sates  [147.237.72. 167 |ishurimaka.idf.i|SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46.117.126. 174 |Israel 147.237.72. 166 |aka.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
149. 88. 141. 40 |l srael 147.237. 72. 166 |aka.idf . il Bad TCP sequence Inval i d ACK nunber alert 1
212.179.21.194 |israel 147.237.76. 200 [eitan. aka.idf.il |[Bad TCP sequence I'nval i d ACK nunber noni t or 1
37.26.149.222 [Israel 147.237. 77. 216 [dover. i df . i Bad TCP sequence Inval i d ACK nunber alert 1
109. 64.221.89 |l srael 147.237.76.30 |hinush.idf.il Bad TCP sequence I'nval i d AGK nunber alert 1
184. 105. 247. 227|Wnited Sates  [147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
180. 97. 106. 161 |Chi na 147.237.76.38 |e.e.meitav.idf.il|drop SAMrul e drop 1
216. 218. 206. 123|lhited S ates 147.237.0.200 |ndu.idf.il Geo- | ocati on enf or cenent Geo-1 ocation inbound enf or cenent |drop 1
64.125.239. 232 [Lhited Sates [147.237.76.30 |[hi mush.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
213.175. 183. 170|Lebanon 147.237.76.30 |[hinush.idf.il Bad TCP sequence Inval i d ACK nunber alert 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
46.19. 86. 50 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 43
197.37.10.159 |Egypt 147.237.77. 170 |naar achot . i df . i | D stributed PHP Attenpt Bl ock 10
197.37.10.159 |Egypt 147.237.77. 170 [naar achot . i df . i | Unaut hori zed URL Access to maarachot . idf.il/xnirpc. php Bl ock 10
46.19. 85. 26 I srael 147.237.0.19 |madimatal .idf.il Suspi ci ous Response Code B ock 6
66. 249. 66. 25 I srael 147.237.77.216|dover . i df . il Uhaut hori zed URL Access to v idf.il/error. htm Bl ock 3
77.127.64. 74 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code Bl ock 3
2.54.28.145 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 2
37.26.146.173 |Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode Bl ock 2
66. 249. 66. 61 I srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary Bl ock 2
] . . Unaut hori zed URL Access to
68.180.228.175 |Lhited Sates(147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ 994- 8921- he/ r ef uah. aspx B ock 1
m ny- kosher - kravi . i i i
213.25.22.226  |Pol and 147.237.0.17 my llegal Peraneter Encoding rnd in . None 1
af.il mny-kosher - kravi .idf.il/aj ax/ creat ecapt chai nage. aspx
167. 114. 242. 197|Canada 147.237.77.216|dover . i df . i Unaut hori zed URL Access to 147.237.77.216/ Bl ock 1
85. 65. 71. 43 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
66. 249. 66. 61 I srael 147.237.72. 166 [aka. i df . i | Unknown Paraneter pop in ww aka. idf.il/mai n/ hone/ None 1
207.46.13. 4 Lhited Sates|147.237.72. 166 |aka. i df . i | Mil tipl e Unauthorized URL Access from 207.46.13. 4 Bl ock 1
] . - Uhaut hori zed URL Access to
157.85. 39. 46 Uited Sates|147. 237. 7. 234 [hal ag. ! df.il ww | ogi stics.atal.idf.il/tenplates/shared usercontrol s/ header upper/ Bl ock !
m ny- kosher - kravi . i _ '
213.25.22.226 |Poland 147.237.0. 17 df il Miltiple Illegal Paraneter Encoding from213. 25. 22. 226 None 1
. - Uhaut hori zed URL Access to
66. 249. 66. 31 I sr ael 147.237.77. 216 |dover . i df . i | w1/ engli SV of i n pi ctures/ 2002 apri |/ Bl ock 1
5.22.131.121 I srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
. . Unhaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77.216|dover . i df . i i df 1171065 hel kkkkkkk=9267336dkkkkkkk 9267336d B ock 1
93.87.106. 135 147.237.77.216|dover.idf . il O stributed PHP At tenpt Bl ock 1
. . Unaut hori zed URL Access to
66. 249.66.75 I srael 147.237.77.176 [nat pash. i df . i | wa cogat . i df . i |/ usef ul i nf ormat i on/ i dkoni nd pages/ 19- 25. 09. 10. aspx Bl ock !
207.46.13.103 [lnited Sates|147.237.77.216|dover.idf.il Unaut hori zed LRL Access to ww i df.il/hebrew organi zation/ h Bl ock 1
] . . Unaut hori zed URL Access to
157.55.39.76  [lhited Sates|147.237.77. 176 |mat pash. i df . i | Wi cogat . i df i1 /i nage capt chal 72212181/ 1448699690 Bl ock 1
79. 180. 69. 72 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
66. 249. 66. 40 I srael 147.237.77. 216 |dover . i df . il Unaut hori zed URL Access to 147.237.77.216/ 1133-he/ dover . aspx  |Bl ock 1
m ny- kosher - kr avi . i i
213.25.22. 226 |Pol and 147.237.0. 17 ny _Par aneter Type M oI_ a_t| on ct | 00$Cont ent H a_cel-bl dgr 1$t xt Ar eaRenar ks B ock 1
af.il in mny-kosher-kravi.idf.il/tenpl ates/trai ning/traini ng. aspx
188. 116. 33. 163 |Pol and 147.237.76.42 |refuah.idf.il Unaut hori zed LRL Access to refua. atal.idf.il/wp-admn/ Bl ock
93. 87. 106. 135 147.237.77.216|dover . i df . il Unaut hori zed LRL Access to wwuidf.il/xnmrpc. php Bl ock
66.249.67.243 |l srael 147.237.72.166 |aka. i df . i | Uhknown Paraneter 5cf 35968 in aka.idf.il/news/ None 1
] . . D stributed Lhaut hori zed URL Access on
208.184.112. 74 |Wited Sates|147.237. 77. 216 |dover. i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
46. 19. 86. 54 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
157.55.39.196 |lhited Sates|147.237.77.74 |lawidf.il Uhaut hori zed URL Access to v | aw idf.il/14-he Bl ock
82.166. 237. 150 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None
. . Unaut hori zed URL Access to
66.249.66.43  |Israel 147.237.77.216|dover . i df . i | 147. 237.77. 216/ 1133- 17154- he/ dover . aspx B ock 1
216.218. 206. 67 |Lnited Sates|147.237.72. 167 i shuri maka. i df . i | Unaut hori zed URL Access to 147.237.72. 167/ B ock 1
41.108.17.220 |Ageria 147.237.77. 176 |nat pash. i df . i | Dstributed PHP A tenpt Bl ock 1
93.157.99. 148  |Pol and 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal .idf.il/test/w-adnin/ Bl ock 1
68.180.228.112 [nited Sates|147.237.77.216|dover.idf.il Paraneter Type Miol ati on PageNumin waw i df .il/1379- he/ dover. aspx |B ock 1
] . . O stributed Unaut hori zed URL Access on
208.184.112.75 [Wited Sates|147.237.77. 216 |dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
- . Uhaut hori zed URL Access to
66.249.64.48  |Israel 147.237.77. 170 |maar achot . i df . i | 147. 237, 77. 170/ 71538- he/ nmar achot . aspx Bl ock 1
167. 114. 242. 197|Canada 147.237.77.216|dover. i df .l SSL Wntraceabl e Connection - Lhsupported d pher None 1
84.111. 137. 253 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS Attack None 1
217.132.36.110 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
41.108.17.220 |Ageria 147.237.77. 176 |nat pash. i df . i | D stributed Unaut horized URL Access on ww cogat . i df . il/xmirpc. php [B ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
149. 88. 141. 40 | srael 147.237.72. 166 |aka. i df . i | whw aka. i df . i | / mai v sachar/ r equest . aspx None 1
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