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|Top Attackers | n DDoS- Def ence |
Attacker Address |Attacker Country |Target Address |Site

|Signature |Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - reset 3403
66. 249. 64. 153 | srael 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 94
93.174.93. 151 Net her | ands 147.237.76. 198 e.yohal an.idf.il|B ock Wdp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1ure Devi ce Action |Oount

80. 212. 19. 243 Nor way 147. 237.76. 86 navy.idf.il C1000106: HITP. naj estic bot B ock 1
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|Top Attackers In ID|

At acker .
‘Target Addr ess ount ry Signature
195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
. . L ET SCAN Behavi oral Lhusual |y fast inbound Tel net Connecti ons,
166. 130. 169. 12 |147. 237. 76. 30 |lLhited Sates hi nush.idf.il . 1
Potential Scan or Brute Force
79.174.70.237 |147.237.76.147 :ZZ:ZS o chinuch. aka. i df . i I|ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
41.33.231. 90 Egypt 147.237. 77. 216 |dover.idf .i 1 drop SAMrule drop 36
Sreaning BEngine: TGP Invalid i i ssi
66.249.75.94  |United Qates |147. 237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. 16
Ret r ansmi ssi on Packet dr opped.
31.154.91.114 |lIsrael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
2.54.19. 132 I srael 147.237.72. 166 |aka i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
167. 114. 156. 16 |Canada 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreaning Engine: TGP Invalid i i ssi
66.249.66.61  |Uhited Sates |147. 237. 72. 166 |aka i df .il 9 =g Invalid segnent retransmssion. 4
Ret ransm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
207.46.13.91  |United Qates [147. 237. 72. 167 |i shuri maka i o . i1 9 =g Invalid segnent retransmssion. 3
Ret r ansmi ssi on Packet dr opped.
r ing BEngine: TCP Invali i i ssi
77.127.84.138 |israel 147.237. 72. 166 |aka. i df . Streaning Engi ne: TCP Invalid Jinvalid segnent retransnissi on drop 3
Ret ransm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
79.176.30.203 | srael 147.237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. 3
Ret r ansmi ssi on Packet dr opped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 3
Sreaning Engine: TCP Invalid i i ssi
109. 64.27.201  |Israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. 3
Ret ransmi ssi on Packet dr opped.
46. 19. 86. 142 I srael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 2
Sreaning Engine: TAP Invalid i i ssi
207.46.13.129 |United Sates [147. 237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. 2
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
157.55.39.160 |lhited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. 2
Ret ransmi ssi on Packet dr opped.
109. 65. 75. 101 |l srael 147.237.72. 166 |aka. i dof .i | Bad TCP sequence Invalid ACK nunber noni t or 2
64.125.239. 185 |Wnited Sates |147. 237.0. 17 ;”i”Iy'kOSher'kra""'d SYN At t ack SYN -> SYN-ACK -> Timeout  |reject 1
184.105.139. 75 |Uhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.121. 190|Whited Sates |147. 237.76.34 |yohal an.idf .il drop drop
216.218.206.80 |Wnited Sates |147.237.8.50 |e.tikshuv.idf.il Geo- 1 ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
184. 105. 139. 119|Uhited Sates |147. 237.76.34 |yohal an.idf il drop drop 1
141.212.121. 180|United Sates |147.237.77. 233 |atal .idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 1
216. 218. 206. 120|Lnited Sates |147. 237. 72. 156 |anan. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 1
64.125.239. 244 |Wited Sates [147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
31.154.91.114 |lIsrael 147.237.77. 216 |dover.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 1
184.105.139.91 |Uhited Sates |147.237.77.233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212. 121. 190|Wnited Sates |147. 237. 77. 226 :”’“"‘Chanmz'aka' Hf-T 1 syN At tack SYN -> SYN-ACK -> RST rej ect 1
216.218. 206. 80 |Wnited Sates |147. 237. 76. 198 |e. yohal an. i df . i Geo- 1 ocati on enf or cenent ﬁ?oigzi'mon I nbound drop 1
64.125.239.91 |lhited Sates |147.237. 72. 166 |aka.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 1
184. 105. 247. 203|Wnited Sates |147. 237. 76. 201 |e. atal i f . Geo- | ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
180. 97.106. 36  |Chi na 147.237. 76. 148 |gqcenter. aka. i df . i | drop SAMrul e drop 1
141.212.121. 181|Wited Sates |147. 237. 77. 233 |atal .idf.i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 139. 103|Wited Sates |147. 237. 0. 17 ;“I"Iy kosher-kravi.1d |\ At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 171|Wnited Sates |147. 237. 76. 44 |e.refuah.idf. il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
216. 218. 206. 108|Wnited Sates |147. 237. 76. 202 |e. hal ag.i df .1 Geo- | ocati on enf or cenment g?olr gzﬁsmon I nbound drop 1
64.125.239. 100 |lhited Sates |147. 237. 76. 147 [chi nuch. aka. i df .i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
184. 105. 247. 228|lhited Sates [147. 237. 76. 200 |ei tan. aka. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
180.97.106.37 |China 147.237.0. 17 ;“i"Iy'kOSher'kra""'d SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
141.212.121. 189|Uhited Sates |147. 237.76.34 |yohal an.idf .il drop drop 1
216.218.206. 75 |Wited Sates [147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 86. 12 | srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
184.105. 139. 103|Uhited Sates |147. 237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141. 212. 122. 172|Wited Sates |147. 237. 76. 44 |e.refuah.idf. il Geo-1 ocati on enf or cement g?olr gzﬁsmon I nbound drop 1
109. 65. 75. 101 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber alert
216. 218.206. 112|lnited Sates |147.237.76. 31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
64.125. 239. 155 |lnited Sates |147. 237. 76. 202 |e. hal ag.idf .| Geo- | ocati on enf or cenent gfolr ggi;:m"” I nbound drop 1
184. 105. 247. 239|Uhited Sates |147. 237. 76. 147 |chi nuch. aka. i df . | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
184.105. 139. 67 |lLhited Sates [147.237.0.19 |nadimatal .idf.il drop SAMrul e drop 1
141.212. 121. 189|wnited Sates |147. 237. 77. 226 :”’“"‘Cha"atz'aka' Hf-T 1 syN At tack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.26 Lhited Sates [147.237.0.200 |mu.idf.il Geo- | ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
216.218.206. 80 |Lhited Sates |147.237.0.35 |akavs.idf.il drop drop 1
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|Top Attackers In V\AF|

Devi ce

f.il

At acker .
ountry ‘Target Address |Site Sgnature Acti on ‘Count
79. 183. 128. 210 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to wwwy aka.idf.il/ufi/reaction/ Bl ock 10
m ny- kosher - kravi . i _ .
176. 12. 150. 115 |l srael 147.237.0. 17 df il Mitiple Illegal Paraneter Encoding from176.12. 150. 115 None 3
66.249. 64. 177 |l srael 147.237. 76. 147 |chi nuch. aka. i df . i | Unaut hori zed LRL Access to wwwy chi nuch. aka. i df . il/404. htm B ock 3
) . . Unhaut hori zed URL Access to
157.55.39. 161 |Uhited States|147.237.76.86 |navy.idf.il vw navy. | df i |/ engi nel ol asses/ ni v i ndex. php Bl ock 2
) - . D stributed Lhaut hori zed URL Access on
208.184.112. 74 |Wited Sates|147.237.77. 216 |dover . i df . i | Wi i dff i 1/ 1133- 22461 he/ dover . aspx. B ock 2
66.249.66.61 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock
157.55.39. 161 |Wnited States|147.237.76.86 |navy.idf.il PHP Attenpt Bl ock
66.249.66.25 |lsrael 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to wanidf.il/error. htm B ock
) . . Unaut hori zed URL Access to
207.46.13.120 [Lhited Sates|147.237.77. 176 [nat pash. i df . i | v cogat . i . i 1/ci vi | adnini strat i on headayush Bl ock 1
180.76.15.30 |Chi na 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/list2005b. htm B ock 1
115.74.123.4 |V etnam 147.237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to wwi cogat . idf.il/xnrpc. php Bl ock 1
. . Uhknown Paraneter itemd in
66.249.66.61 |lsrael 147.237.72. 166 |aka. i df . i | voww aka, i of i |/ kanar / gal | ery/ showpi ct ur e. asp None 1
40.77.167.89 |lhited Sates|147.237.76.86 [navy.idf.il Uhaut hori zed URL Access to 147.237.76. 86/ robot s. t xt B ock 1
207.46.13.91 |lLhited Sates|147.237.72.167|i shurimaka.idf.il D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
- . Unaut hori zed URL Access to
66. 249. 66.37 |l srael 147.237.77. 216 |dover . i df . i | 147.237.77. 216/ 1133. 18775- he! dover . aspx B ock 1
185. 32. 179. 224 (I srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs DoS At ack None 1
) . - Unaut hori zed URL Access to
131. 253. 25. 241 |Lhited Sates|147. 237. 77. 170 [maar achot . i df . i | mear achot . i df . i |/ 572029567/ shop/ get vi ewi nf 0. ht B ock 1
66.249.66.81 |Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unauthorized URL Access from 66. 249. 66. 81 B ock 1
54.159.16. 178 |Wited Sates|147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to waw navy. i df.il/agz B ock 1
207.46.13.103 |lhited Sates|147. 237. 77. 216 |dover.idf . il Unaut hori zed URL Access to waw i df.il/894-he B ock 1
m ny- kosher - kravi . i i i
176. 12. 150. 115 [I srael 147.237.0.17 ny llegal Paraneter Encoding rnd in . None 1
df.il mny-kosher-kravi . i df .il/aj ax/ creat ecapt chai nage. aspx
93. 172. 143. 100 || srael 147.237.77. 170 |nmar achot . i df . i | Unhaut hori zed URL Access to maarachot.idf.il/pdf/files/2/109852. pdf  |B ock 1
) - . D stributed Lhaut hori zed URL Access on
208.184.112. 75 |Wited Sates|147.237. 77. 216 |dover . i df . i | v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
66.249.66.40 |[Israel 147.237.77.216|dover.i df .i | Unaut hori zed URL Access to 147.237.77. 216/ 1086- he/ dover . aspx Bl ock 1
’ - . D stributed Lhaut hori zed URL Access on
204. 13. 200. 200 |Uhited Sates|147.237.77. 216 |dover. i df .il Wi i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
157.55.39. 155 |[Lhited Sates|147.237.77. 170 |maarachot . i df . il Distributed PHP At enpt B ock 1
68.180. 228. 112 |Lhited Sates|147. 237.77. 216 |dover . i df . i | Paraneter Type M ol ati on PageNumin waw i df.il/1393-en/ dover.aspx  |B ock 1
66.249.64.51 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1540- he/ r ef uah. aspx B ock 1
207.46.13.119 |lLhited Sates|147.237.77.216|dover.idf.il Mil tipl e Unaut horized URL Access from 207.46. 13. 119 B ock 1
99. 225, 102. 154 |Canada 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to ww i df.il/894-en/i df gdover . aspx B ock 1
207.46.13. 4 Lhited Sates|147.237.72. 166 |aka. i df . il Mil tipl e Unaut hori zed URL Access from 207.46.13. 4 B ock 1
. . Unaut hori zed URL Access to
2.54.179.17 I srael 147.237.76.31 |nakchal .idf.il 147. 237.76. 31 si p, st or agel f | es/ 8/ 1668. doc B ock 1
157.55.39. 155 |lhited Sates|147.237. 77. 170 |n@mar achot . i df . i | Uhaut hori zed URL Access to maarachot . i df.il/code/ vi ews. php B ock 1
www. chanat z. aka. i d
79.179.99. 94 I srael 147.237.77. 226 £l PHP Att enpt B ock 1
207.46.13.119 |Whited Sates|147.237.77.216|dover.i df .i | Unaut hori zed URL Access to waw i df.il/english/ news/ grapheat. stm) B ock 1
m ny- kosher - kravi . i i 00$ i
176. 12. 150. 115 |1 srael 147. 237 0. 17 ny Paraneter Type \A ql a1|pn ctl nt ent.Fl acehbl der 1$t xt Password in B ock 1
df.il mny-kosher-kravi . i df.il/tenpl ates/| ogi n. aspx
115.74.123.4 |Vietnam 147.237.77. 176 |nat pash. i df . i | Dstributed PHP At enpt B ock 1
66.249.66. 61 |Israel 147.237.72. 166 [aka. i df . i | Unknown Parangter docl.. in vww aka.idf.il/main/giyus/general .aspx |None 1
Unaut hori zed URL Access to
40.77.167.83 |wited Sates|147.237.77. 170 |naar achot . i df . i | maar achot . i df . i |/ pdf/files/ 5/ 109335. pdf x3 Al x3 xYA; Ayx3 A?- x3 xY Bl ock 1
Ag A3 xYAs Avx3 Al x3 x Y Ag Ayx3 xY Az Avs
207.46.13.56 |Wnited Sates|147. 237. 77. 216 [dover. i df .i | Wnauthori zed URL Access to . B ock 1
ww i df . i | / sve/ reconmendat i ons/ v3/ per sonal i zed. j son
www. chanat z. aka. i d _ o
79.179.99. 94 | srael 147.237.77. 226 Unaut hori zed URL Access to waw chanat z. aka. i df .il/xnmrpc. php B ock 1

12-02-2015-05:04:09 to 12-02-2015-06:04:09




