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|Top Attackers | n DDoS- Def ence |

|Attacker Country

Attacker Address

Target Address

Device Action

Count

Signature

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3658
93.174. 93. 151 Net her | ands 147.237.76. 200 eitan.aka.idf.il |Bock Udp All Nets drop 1
204. 42. 253. 2 Lhited Sates 147.237. 76. 86 navy.idf.il B ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry |Target Address |Site |Sgnature Devi ce Action |Oount |
195. 154. 194. 58 |France 147.237.77.216 |dover.idf.il 9221: HITP. PUT Method Execution over HITP/ WbDAV B ock 1
91.194.84.106  |Ger many 147.237.72.166 |aka.idf.il C1000106: HITP. maj estic bot B ock 1
106. 38. 241. 106 |China 147.237.77.170 |m@arachot.idf.il |[Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
185. 106. 94. 2 147.237.76. 147 |chi nuch. aka. i df . i | [20085: HITP. Mii ebl ackcat Security Scanner Initial Request B ock 1
185. 106. 94. 2 147.237.77.176 |nmat pash.idf.il 20086: HITP: Mii ebl ackcat Security Scanner Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
116.58.233.71 |147.237.8.50 |Thailand e.tikshuv.idf.il |[ET SCAN NVAP -f -sS 1
94.102.48.195 |147.237.77.61 |Netherlands e.cogat.idf.il ET SCAN NMAP -sS w ndow 1024 1
79.174.70.237 |147.237.72. 14 gj::;”ion dover.idf.il(old) [ET SCAN Potential SSH Scan 1
67.205.76.146 |147.237.0.35 [Canada akaws. i df . i ET SCAN Potential VNC Scan 5900- 5920 1
185. 106. 94. 2 147.237. 76. 147 chi nuch. aka.i of .iI|ET WEB_SERVER Mui ebl ackcat scanner 1
159. 122. 238. 133|147. 237. 76. 34 |Net her| ands yohal an.i df .il ET SCAN NMVAP -sS w ndow 1024 1
116.58.233.71 |147.237.8.50 |Thailand e.tikshuv.idf.il |ET SCAN NVAP -sS w ndow 1024 1
i ET SCAN Behavi oral lhusual |y fast i nbound Tel net Gonnecti ons,
112. 162. 112. 148|147, 237. 0. 35 |FOVe® RepUbliC |\ e idf il ) y 1
of Potential Scan or Brute Force
79.174.70.237 |147. 237.76. 198 ?ézz;;nim e.yoha an.idf.il |ET SCAN Potential SSH Scan 1
67.205.76.146 |147.237.77. 216 |Canada dover.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
. L SERVER APACHE Apache nmod_ssl non- SSL connection to SSL port
66.249. 67.224 |147.237.72. 166 |hited Sates aka.idf.il ) ) - 1
deni al of service attenpt
i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
182. 226.125. 92 |147.237.0.34 <OV Republic {0 it il ) y 1
of Potential Scan or Brute Force
116.58.233.71 |147.237.8.50 |Thailand e.tikshuv.idf.il |ET SCAN NVAP -sS wi ndow 2048 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry |Target Address |Ste Signature z\t/:‘;i

41. 33. 231. 90 Egypt 147.237.77.216 |dover.idf.il drop SAMrul e drop 36

79.182.145.89 |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d AGK nunber alert 12

79.182.145.89 |l srael 147.237.72. 166 |aka.i df . i | Bad TCP sequence I'nval i d ACK nunber nonitor |12
Sreanming Engine: TCP Invalid i i ssi

66.249.75.94  |Wnited Sates 147.237.76.86 |navy.idf.il 9 =g Inval id segnent retransmssion. |, 10
Ret r ansni ssi on Packet dropped.

46. 19. 86. 10 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 7

reanming BEngine: TCP Invali i i ssi

2.54.189. 4 I sr ael 147.237. 72. 166 |aka. i df . i Streaning Engi ne: TCP Inval id Jinvalid segnent retransmssion drop 6
Ret ransni ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i ssi

207.46.13.129 |nited Sates 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |y, 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

207.46.13.153 |Wited Sates 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. g ., 6
Ret ransmi ssi on Packet dropped.

46. 19. 86. 10 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid AGK nunber noni t or

24.187.167.133 |Lhited Sates 147.237.77. 216 |dover. i df . i SYN At tack SYN -> SYN-ACK -> RST rej ect

207.241.226.40 |Uhited Sates 147.237.77. 176 |natpash.idf.il  |dr op First packet isn't SN drop
Sreanmng Engine: TCP Invalid i i ssi

157.55.39. 161 |nited Sates 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |y, 4
Ret r ansni ssi on Packet dropped.

reanming BEngine: TCP Invali i i ssi

82.166.91.239 | srael 147.237. 72. 166 |aka. i df . i Streaning Engi ne: TCP Inval id Jinvalid segnent retransmission drop 3
Ret ransmi ssi on Packet dropped.

64.246.161.30 |[Uited Sates 147.237.77. 233 |atal i df i Header Rgj ection :'eqeadueser o ection pattern found in 400 3

167.114. 156. 16 |Canada 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreanming Engine: TCP Invalid i i ssi

5.255.253.188  |Russi an Federation |147. 237. 72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.

e . Geo- | ocati on i nbound

62.210.132.11 |Fance 147.237.8.14 |e.orchot.idf.il [Geo-| ocati on enf or cenent enf or cenent drop 2

24.187.167.133 |Uhited Sates 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect

212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
Sreanming Engine: TCP Invalid i i ssi

66.249.66.61  |Lnited Sates 147.237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. g ., 2
Ret ransni ssi on Packet dropped.

41.230.14.223 |[Tunisia 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 2
Sreaming Engine: TGP Invalid i i sSi

207.46.13. 4 Lhited Sates 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. |, 2
Ret ransni ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i ssi

157.55.39.160 |United Sates 147. 237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi

66.249. 67. 155 |lnited Sates 147. 237. 76. 200 |ei tan. aka. i of . i | 9 =g Invalid segnent retransmssion. |, 2
Ret ransni ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i ssi

40.77.167.14  |Uited Qates 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.

71.59. 72. 155 Lhited Sates 147. 237. 77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber alert 1

184. 105. 139. 108|Wnited Sates 147.237.76.196 |e.svivaidf.il  [Geo-1ocation enf or cenent Geo-1 ocati on i nbound drop 1

enf or cenent
141.212.122. 174|lhited Sates 147.237.76. 31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1

Geo- | ocati on i nbound
enf or cenent

41.230.14.223 |[Tunisia 147.237.72. 166 |aka. i df .i | dr op SAMrul e drop 1
Geo-l ocati on i nbound

141. 212. 122. 162|tited Sates 147.237.77. 178 |e.natpash.idf.il [Geo-1 ocati on enf or cenent drop 1

141. 212. 122. 169|lhited Sates 147.237.76. 201 |e.atal .idf.il Geo- | ocati on enf or cenent enf or cenent drop 1

137.116.71. 170 |Wited Sates 147.237.77. 227 |e.hanaz.idf il [Geo-1 ocation enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent

74.82.47.6 Lhited Sates 147.237.76. 201 |e.atal .idf . il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent

184. 105. 247. 216|Wited Sates 147.237.72. 217 |e. i df i Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent

64.125.239.3  |wited Sates 147.237.8.28 |e.nobile-ks.idf.il|Geo-1 ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent

141. 212. 122. 175|nited Sates 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1

141. 212. 122. 167|nited Sates 147.237.76.200 |eitan. aka. idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1

89. 248. 160. 192 |Net her| ands 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1

176. 126. 252. 11 |Ronani a 147.237. 77. 216 |dover.idf.il D rect ory Traver sal directory traversal overflow noni t or 1

141. 212. 122. 169|Wnited Sates 147.237.76.202 |e.halag.idf.il  |Geo-1ocation enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent

Iran, Islanic . . .

5.144.131. 170 Republ i ¢ of 147. 237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber alert 1

141.212. 121. 188|lnited Sates 147.237.0.33  lidf.il drop drop 1

77.247.178.202 [Netherl ands 147.237.77. 216 |dover.idf .il D rectory Traversal directory traversal overflow rmoni t or 1

64.125.239. 203 |Uhited Sates 147.237.0.35 |akaws.idf.il dr op drop 1

37.18.51. 248 Russi an Federation |147.237.76.34 |yohal an.idf.il drop drop 1

141.212.122. 168|lLhited Sates 147.237.76.200 |eitan. aka.idf.il |SYN At ack SYN -> SYN-ACK -> RST rej ect 1

115. 230. 124. 164|Chi na 147. 237.77. 216 |dover.i of .i | drop SAMrul e drop 1

177.55.93. 1 Brazil 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN ACK -> Ti meout rej ect 1

141. 212. 122. 169|Wited Sates 147.237. 77. 121 |e. navy. i of . i Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent

Iran, Islanmc . . . .
5.144.131. 170 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1

Republ i ¢ of
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |[Site Sgnature Action ‘Count
207.241.226.40 |Wited Sates 147.237.77. 176 |mat pash. i df . i | Mil ti pl e Uhaut hori zed URL Access from 207.241. 226. 40 B ock 56
] . . DO stributed Whaut hori zed URL Access on
208.184.112. 75 |[hited Sates 147.237.77.216|dover.idf .i | v i dff . i |/ 1133- 22461- he/ dover . aspx. B ock 2
’ . . D stributed Uhauthorized URL Access on
204.13.200. 200 [Uited Sates 147.237.77. 216 [dover. i df . il v i dff i | / 1133- 22638- hel dover . aspx. Bl ock 2
118. 233.57. 225 |Tai wan 147.237.77. 176 |nat pash. i df . i | PHP At t enpt B ock 2
118. 233. 57. 225 |Tai wan 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to vww cogat . idf.il/xmrpc. php Bl ock 2
66. 249. 64. 244 |l srael 147. 237. 76. 147 |chi nuch. aka. i df . i|D stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
79.182.145.89 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 2
157. 55. 39. 17 Lhited Sates 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to ww idf.il/csp/dtag Bl ock 1
87.69.177.65 | srael 147.237.77. 176 |mat pash. i df . i | Dstributed PHP At tenpt B ock 1
. . Unaut hori zed URL Access to
66. 249. 66. 81 | srael 147.237.72.166 |aka. i df . i | wi aka. i df . i |/ v i n/ gi yus/ gener al . aspx B ock 1
40.77.167. 14 Lhited Sates 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock
74.14.9.132 Canada 147.237.77. 216 |dover.idf .i | Lhaut hori zed URL Access to ww idf.il/xmrpc. php Bl ock
- . Unhknown Paraneter catid in
66. 249. 66. 61 I srael 147.237.72. 166 |aka. i df . i | v aka. i df i |/ mai n/ r abanut / gener al . aspx None 1
207.241.226.40 |UWnited Sates 147.237.77. 176 [mat pash, i df i | [thauthorized LR Access to Bl ock 1
wan cogat . i df . i |/ tenpl at es/ news/ news. aspx
] . . URL is Above Root Drectory
162.247.72.199 |lhited Sates 147.237.77.216|dover. i df .i | wwi o i1/ / shared/cl i entscri pts/j queryj query-1 4. 2. nin. | s B ock 1
87.69.177.65  |Israel 147.237.77. 176 [mat pash. i ff .| [P Stributed thauthori zed UR. Access on Bl ock 1
v cogat . i df.il/xnhrpc. php
66. 249. 66. 107  |Israel 147.237.72. 166 |aka. i df . i | ‘x-’;ax“imhgg' Zzed URL Access to aka.idf.il/sip_storage/files/7/x0&x 1g 1
. . Unaut hori zed URL Access to
66. 249. 64. 56 I srael 147.237.76.42 |refuah.idf.il 147.237. 76. 42/ i p_st or age/ fi | es/ 3/ 3213 pdf B ock 1
] . . Unaut hori zed URL Access to
207.46.13. 4 Lhited Sates 147.237.72. 166 |aka. i df . i | v aka. i df i |/ consol ef coref doc_myr/ nul | B ock 1
79.179. 99. 94 | srael 147.237.76.31 |nakchal .idf.il Dstributed PHP At tenpt B ock 1
207.241.226.42 |thited Sates 147.237.77.74 |lawidf.il PHP Attenpt B ock 1
- . Unknown Paraneter gt; in
66. 249. 66. 61 I srael 147.237.72. 166 |aka. i df . i | voww aka. i df i |/ mai n/ r abanut / gener al . aspx None 1
176.13. 1. 214 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
93.103.140. 121 [Jovenia 147.237.77.74 [lawidf.il Distributed PHP Attenpt Bl ock 1
. . SS. Whtraceabl e Gonnection - Protocol violation
66.249. 67.224 |l srael 147.237.72. 166 |aka. i df . i | (SSL CONN LI ENT HELLO) None 1
207.46.13.103 |[Lhited Sates 147.237.77. 216 |dover . i df . i | Abnormal |y Long Request URL Bl ock 1
141. 212. 122. 160|lnited Sates 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ B ock 1
79.179. 99. 94 | srael 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to www nakhal .idf.il/xmrpc. php B ock 1
207.241.226.42 |Uited Sates 147.237.77.74 |lawidf . il Wnaut hori zed URL Access to N Bl ock 1
wan | aw i df . il /tenpl at es/ news_ar chi ve/ pi w k. php
66.249.66.61 | srael 147.237.72. 166 |aka. i df . i | thknown Paraneter hc_| ocation in None 1
wan aka. i df . i |/ mai n/ har edi nd gener al . aspx
185. 32.179. 224 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs S Attack None 1
93.103.140. 121 [Jovenia 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to v | aw i df.il/xmrpc. php Bl ock 1
66.249. 67.234 |lsrael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
66. 249. 66. 37 I srael 147.237.77. 216 |dover . i df . i | Mil tipl e Unaut hori zed URL Access from 66. 249. 66. 37 Bl ock 1
] . . CGooki e Tanpering on cooki e zzzzzzz: Expect ed
207.241.226. 40 |United Sates 147.237.77. 176 nat paSh' idf.il a98af df czzzzzzz a98af df c, (hserved 85eaelf 6zzzzzzz 85eaelf 6 None !
141.212. 122. 160|lhited Sates 147.237.76.200|ei tan. aka. i df . i| |Wauthorized URL Access to 147.237.76. 200/ B ock 1
] . . DO stributed Whaut hori zed URL Access on
208.184.112. 74 |nited Sates 147.237.77.216|dover.idf .i | v i dff i | / 1133- 22638- he/ dover . aspx. B ock 1
. . Unaut hori zed URL Access to
66. 249. 66. 78 I srael 147.237.72. 166 |aka. i df . i | v aka, i o i 1/ nobi | of hones/ i t e/ def aul t . aspx B ock 1
195. 154. 227. 118|France 147.237.72. 166 |aka. i df . i | Il1egal HITP \ersion HITH Bl ock 1
37.218.213. 182 glcis;ilgéan Territoryty 47, 237. 72. 156 [aman. i df i | Lhaut hori zed LRL Access to list.ips.gov.il/list6 htm B ock 1
] . . DO stributed Whaut hori zed URL Access on
107.178.194. 79 |lhited Sates 147.237.77.216|dover.idf . il v i dff i |/ 1133- 22638- he/ dover . aspx. B ock 1
74.14.9.132 Canada 147.237.77.216|dover . i df . i | Distributed PH> A tenpt Bl ock 1
66. 249. 66. 61 | srael 147.237.72. 166 |aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1

12-02-2015-04:04:06 to 12-02-2015-05:04:06




