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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3598
66. 249. 66. 78 | srael 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 72
204. 42. 253. 2 Lhited Sates 147.237.76. 39 nobi | e.neitav.idf.il|B ock Udp All Nets drop 1
185. 35. 62. 207 Sw t zerl and 147. 237.76. 196 e.svivaidf.il Block Udp All Nets dr op 1
218.61.132.116 Chi na 147.237.76. 30 hi nush. i df . i | JIMPurple Gon Linit Htp drop 1
185. 35. 62. 50 Sntzerl and 147.237.76. 39 nobi | e.neitav.idf.il|B ock Udp All _Nets drop 1
185. 35. 62. 208 Snitzerl and 147.237. 76. 197 e. hinush.idf.il B ock_UWp Al _Nets drop 1
84.52.18.110 Estoni a 147.237.76. 44 e.refuah.idf.il B ock_Wp Al _Nets drop 1
218.61.132.116 Chi na 147.237.76. 148 gogcenter.aka.idf.il |[JLMPurple Gon Limt Htp drop 1
185. 35. 62. 158 St zerl and 147.237. 76. 147 chinuch.aka.idf.il |B ock Wp All Nets drop 1
198. 251. 81. 171 Lhited Sates 147. 237. 76. 199 e. nakchal .idf.i| Block Np Al Net drop 1
93.174.93. 151 Net her | ands 147.237.76. 30 hi nush. i df .i | B ock_ Wp Al _Nets drop 1
185. 35. 62. 188 Sntzerl and 147.237.76. 177 ncore.idf.il B ock_UWp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry |Target Address ‘Site |Sgnature Devi ce Action |Count ‘
185. 106. 94. 2 147.237.77.170 |n@arachot.idf.i| |20085: HITP. Mi ebl ackcat Security Scanner Initial Request B ock 1
195. 154. 188. 186 |Fance 147.237.77.216 |dover.idf.il 9221: HITP: PUT Met hod Execution over HITP/ \\¢bDAV B ock 1

195. 154. 217. 123 |Fance 147.237.77.216 |dover.idf.il 9221: HTTP: PUT Method Execution over HTTP/ VbDAV B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature
SRER IS Mcrosoft Wndows 11S 6 mul tipl e executabl e

195. 154. 217. 123|147. 237. 77. 216 |France dover.idf.il , 2
ext ensi on access attenpt

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW wth fake user agent 2

66. 249. 66. 31 147.237.77.216|Wnited Sates |dover.idf.il ET SCAN NVAP -sA (2) 2

195. 154. 217. 123|147. 237. 77. 216 |France dover.idf.il SERVER |1 S mul ti pl e extensi on code execution attenpt 2
ET VB SERVER Possi bl e Mcrosoft Internet Information Services

195. 154. 217. 123(147. 237. 77. 216 |France dover.idf.il (11'S .asp Hlenane Extension Parsing Fle Wl oad Security Bypad2
Attenpt (asp)

14.170.11. 133|147 237 8. 28 M etnam o nobi | e ks, i df i1 ET SON\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force

920, 133, 23. 214 |147. 237, 76. 30 |Tai vian b rsh i | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force

182. 72. 242. 152 (147.237.0.200 |india . i df il ET SCAN Potential SSH Scan 1

79.174.70.237 |147. 237.76. 176 gzzi;'}m test.ncore.idf.il ET SCAN Potential SSH Scan 1

61.240. 144.64 [147.237.77.179|Chi na e.nazi.idf.il ET SCAN Potential SSH Scan 1

61.130. 145. 216 |147.237. 77. 216 |Chi na dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1

185. 106. 94. 2 147.237.77. 170 maar achot . i df .i | ET WEB SEFRVER Mii ebl ackcat scanner 1

88.249.106.23 |147.237.76. 147 |Turkey chi nuch. aka. i df . i ET SCAN NVAP -sS wi ndow 1024 1

79.174.70. 237  |147.237.76. 34 ?ézz;;”im yohal an. i df . i ET SCAN Potential SSH Scan 1

61.240. 144. 64 |147.237.77. 226 |Chi na wan chanat z. aka. i df . i | [ET SCAN Potential SSH Scan 1

61.240. 144. 64 |147.237.76. 201 |Chi na e.aa.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
41.33.231. 90 Egypt 147. 237.77. 216 |dover.i df .i | drop SMMrule drop 36
141.0. 15. 27 Eur ope 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 19
70.197.167. 252 |Lhited Sates |147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber nonitor |9
70.197.167.252 |[lhited Sates [147.237.77.234|halag.idf.il Bad TCP sequence Invalid sequence nunber nonitor |7
70.197.167.252 |lhited States  |147.237.77.234|ha ag.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |6
172.56.17.103 |lnited Sates |147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |[reject 5
46.19. 85. 243 I 'srael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber aert 5
208.54.86.237 |Wited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
46. 19. 85. 243 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber monitor |5
70.197.167.252 [Wited Sates |[147.237.77.216|dover.idf.il Bad TCP sequence Inval i d ACK nunber aert 5
70.197.167.252 |lhited States |147.237.77.234|ha ag.idf.il Bad TCP sequence Inval i d ACK nunber aert 4
8.37.227.81 é{n;(r;ynnus 147.237. 77. 216 |dover . i df . i | B ock HTTP Non Conpli ant Response out of state nonitor |4
176. 109. 181. 138|Wkrai ne 147.237.8.50 |e.tikshuv.idf.il Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 3
enf or cenent
Sreanming Engine: TCP Invalid i i ssi
2.54. 46. 35 I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. . 3
Ret r ansni ssi on Packet dropped.
69. 31. 50. 18 g”;(’;ymus 147. 237. 77. 216 |dover. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
Sreanming Engine: TCP Invalid i i ssi
109.65.175.3  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. . 3
Ret r ansni ssi on Packet dropped.
Russi an S Streamng Engine: TCP Invalid [invalid segnent retransmission.
5. 255. 253. 188 Federat i on 147.237.72. 166 |aka.idf . il Ret 1 ansni ssi on Packet dr opped. drop 3
79.180. 2. 101 | srael 147.237.72. 166 |aka.idf . il dr op Frst packet isn't SYN drop
167. 114. 156. 16 [Canada 147. 237. 77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect
46. 19. 86. 251 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
R SYN+tACXK retransnmit wth .
46. 19. 86. 251 I srael 147.237. 77. 216 |dover.i df .i | Bad TCP sequence different vindow scal & nonitor |2
84.94. 49. 109 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 2
176. 109. 181. 138|Wkrai ne 147.237.8.24 |elifestyle idf.il Geo- | ocati on enf or cenent Geo-I ocat i on i nbound drop 2
enf or cenent
176. 109. 181. 138|Wkrai ne 147.237.8.27 |e.madimatal.idf.il |Geo-location enfor cenent Geo-| ocati on i nbound drop 2
enf or cenent
46.117.14. 71 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber noni t or
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
176. 109. 181. 138|Wkrai ne 147.237.8.28 |embile-ks.idf.il  [Geo-1ocation enfor cenent Geo-| ocati on i nbound drop 2
enf or cenent
84.108.99. 145 |l srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Invalid ACK nunber nonitor |2
84. 94. 49. 109 I srael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber aert 1
64.125.239.101 |lhited Sates |147.237.76.148|gqcenter.aka.idf.il drop drop 1
141.212. 122. 160|lnited Sates |147.237.0.33 |idf.il drop drop 1
84.108.99. 145 |lIsrael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
74.82.47.34 Lhited Sates [147.237.77. 170 [naarachot . i df . i1 SYN At tack SYN -> SYN-ACK -> RST rej ect 1
213.57.138. 185 |[lIsrael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Tineout |[reject 1
64.125.239. 202 |lhited Sates |147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
141.212.121. 182|United Sates [147.237.77.235|sviva idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 228|lnited Sates |147.237.0.33 |idf.il drop drop 1
64.125.239.136 |Wiited Sates |[147.237.77. 176 |matpash.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
141.212.122. 161|lWited Sates |147.237.0.33 |idf.il drop drop 1
R SYN+ACXK retransnmit wth .
84.108.99. 145 |l srael 147.237. 77. 216 |dover.i df .i | Bad TCP sequence different vi ndow scal & nonitor |1
74.82.47.38 Lhited Sates |147.237.77.226 ‘“f"lw chanatz. aka. 1df ey At t ack SYN -> SYN-ACK -> RST rej ect 1
. o . Geo- | ocati on i nbound
218.61.132.116 |China 147.237.0.200 |rdu.idf.il Geo- | ocati on enf or cenent enf or cement drop 1
46.117.14.71 I srael 147. 237. 77. 216 |dover . i df . i | Bad TCP sequence Inval i d ACK nunber aert 1
141.212.121. 183|Uhited Sates [147.237.77.235|sviva idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
5.102.254. 233 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber nonitor |1
84.108.99. 145 [Israel 147. 237. 77. 216 |dover..i df . i | drop First packet isn't SWN drop 1
64.125.239. 142 |Whited Sates |147.237.72.217|e.idf. il Geo- | ocati on enf or cenment Geo-I ocat i on i nbound drop 1
enf or cenent
141.212.122. 172|nited Sates  |147.237.77. 205 |prisha.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
74.82.47. 42 Lhited Sates  [147.237.77. 121 e navy.idf. il Geo- | ocati on enf or cenment Geo-I ocat i on i nbound drop 1
enf or cenent
218.61.132. 116 [China 147.237. 77. 216 [dover. i df i SYN Attack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

Devi ce

At acker

country ‘Target Address |Site Sgnature Acti on ‘Count

168. 61.42.209 [lLhited Sates [147.237.77.216|dover.idf.il |Paraneter Type Molation IDin wwidf.il/1294-en/ dover. aspx B ock

109. 67. 149. 125 [l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None

64.39.109.20 |lhited Sates |147.237.72.156 |anan.idf.il ?";gggﬁgﬁe&ig_;s? oﬁnrssEj”;’mM' 39.109.20 (Protocol violation None 1
204.13. 200. 200 [Urited Sates [147.237.77. 216|dover. i df il | S lfsgfggzgfﬁeﬁvﬁ‘f?;pﬁn Bl ock 1
157.55.39.17 |lhited Sates (147.237.77.216(|dover.idf.il |[Miltiple Wauthorized URL Access from 157.55.39. 17 B ock 1
66.249.66.61 |lsrael 147.237.72. 166 [aka. i df . i | Unhknown Paraneter docl.. in ww aka.idf.il/main/ giyus/general .aspx None 1
208.54.4.199 |Wnited Sates [147.237.72.166aka.idf.il SSL Wntraceabl e Connection - Qpen Mde None 1
37.52.111.83 |lkraine 147.237.77. 176 |mat pash. i df . i I{Uhaut hori zed LR Access to wwwu cogat.idf.il/sip_storage/files/3/4213.png  |B ock 1
176.13.1.214 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e S3. Sessi ons: si gal gs oS At ack None 1
68. 180.230. 29 [Lhited Sates |147.237.77.176|nat pash. i df . i l|Parameter Type Miol ation PageNumin www cogat . i df.il/1038-ar/ cogat . aspx B ock 1
66. 249. 66. 37 | srael 147.237.77.216|dover.idf .i| [Unauthorized URL Access to 147.237.77.216/ 1133-11039- he/ dover . aspx B ock 1
204.13. 200. 200 [Urited Sates [147.237.77. 216|dover. i df il |00 S ltlhgsu_t:gggé?ﬁeﬁvﬁcfsspﬁn Bl ock 1
157.85. 39. 55 Uited Sates |147.237.77. 176 [nat pash. idf. il muctzgggtl .Ziecji .Lijlq;tpecrr(;elzsafets?shar ed/ user cont r ol s/ pronot i oncube/ Bl ock !
66.249.66.75 |lsrael 147.237.72. 166 [aka. i df . i | Unhknown Paraneter hc_| ocation in ww aka.idf.il/main/gi yus/ general . aspx None 1
52.65.50.136 [Lnited Sates [147.237.72.166aka.idf.il PHP At t enpt B ock

178.255.215. 87 |France 147.237.77. 216 dover . i df . i | m“t. Z?r liZI?c: eLn'?;I :tc g:/Ssse;gt of i end/ kkkkkkk=6e94f dbbkkkkkkk 6e94fdbs |2 °K !
108. 254. 121. 33 |Lhited Sates |[147.237.77.216|dover.idf.il [Unauthorized URL Access to ww i df.il/894-en/idf gdover. aspx Bl ock 1
66.249.66.40 |lsrael 147.237.77.216|dover.idf.i| |Wauthorized URL Access to 147.237.77.216/ 1613- 15489- he/ dover.aspx  |B ock 1
207.46.13.56 [lhited States |147.237.77.216|dover.idf.il |[Dstributed Uhauthorized URL Access on wnidf.il/894-he B ock 1
66.249.66. 111 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/sip_storage/files/ 7/ xEx§xsxax™xa 3 |B ock 1
52.65.50.136 |lhited Sates |147.237.72.166|aka.idf.il Unaut hori zed URL Access to wwu aka. i df .il/wp-1ogin. php B ock 1
197. 37.10. 159 |Egypt 147.237.76.86 |navy.idf.il PHP Att enpt B ock 1
66. 249. 66. 43 | srael 147.237.77.216|dover. i df .i| [Unauthorized URL Access to 147.237.77.216/robots. t xt B ock 1
207.46.13.103 |United Sates |147.237.77.216|dover.idf.il |Dstributed Unhauthorized URL Access on waw i df.il/894-he B ock 1
173.254. 230. 73 |Lhited Sates (147.237.77.74 |lawidf.il PHP Att enpt B ock 1
66. 249. 67. 243 |l srael 147.237.72. 166 [aka. i df . i | Unhknown Par anet er 5cf 35968 in aka.idf.il/news/ None 1
54.175.3.91 Lhited Sates |[147.237.77.216|dover.idf.il m I'jfplblo,ve ,Fs‘if;t,eﬂ,ﬁj’f;ﬁ[icri pts/j query/jquery. nyronodal -1.6.2.js Bl ock 1
197.37.10. 159 |Egypt 147.237.76.86 |navy.idf.il Unhaut hori zed URL Access to waw navy. i df.il/xmrpc. php B ock 1
124.73.7.208 |China 147.237.77. 176 |nat pash. i df . i | m“tcgs;' zed LR fggse-srfe/tfogat aspd t r ackback! Bl ock 1
66.249.66.61 |Israel 147.237.72. 166 |aka. i df . i | Lhknown Par anet er 4d9c6f 40 in wawv aka. i df . i |/ mai n/ kapat z/ cont act us. aspx |None 1
207.46.13.144 |Lhited Sates |147.237.76.31 |nakchal . i df. i I|naut hori zed URL Access to 147.237.76. 31/ robots. t xt B ock 1
173.254. 230. 73 |Lhited Sates [147.237.77.74 |lawidf.il Uhaut hori zed URL Access to waw | aw i df.il/bl og/ wp-1ogi n. php B ock 1
68.180.228. 170 |Lhited Sates |147.237.72. 156 [anan. i df . il Unaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 1
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