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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3314

66. 249. 66. 5 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 23
93.174.93. 151 Net her | ands 147.237.76. 38 eengitav.idf.i|B ock Wp All Nets drop 1
93.174.93. 151 Net her | ands 147.237.76.176 test.ncore.idf.i|B ock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site Sgnature Devi ce Action |Oount
62. 210. 152. 87 France 147.237.77.216  |dover.idf.il C1000106: HTTP. naj estic bot B ock 1
69. 30. 215. 130 Lhited Sates 147.237.77.226  |ww chamat z. aka. i df . i | C1000106: HITP. maj estic bot B ock 1
159. 253. 145. 150 Lhited Sates 147. 237.72. 166 aka.idf.il QD95: Suspi ci ous Addresses MFA Permt 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 66. 61 147.237.72. 166 |Wnited Sates |akaidf.il ET SCAN NVAP -sA (2) 2
66. 249. 66. 5 147.237.72.166 |Wited Sates |aka idf.il ET SCAN NVAP -sA (2) 2
97.105.43.174 |147.237.76.30 |Lhited Sates |[hinush.idf.il ET SCAN NMAP -sS wi ndow 1024 1
183. 60. 252. 84  |147.237. 76. 198 [Chi na e. yohal an.idf.il ET SCAN NVAP -sS w ndow 3072 1
61.240. 144. 64 |147.237.77.212|Chi na e dover.idf.il ET SCAN Potential SSH Scan 1
182.72.242.152 |147.237.0.33 |[India idf.il ET SCAN Potential SSH Scan 1
61.240. 144. 64  |147.237.76. 199 |Chi na e.nakchal .idf.il ET SCAN Potential SSH Scan 1
182.72.242.152 |147.237.0.17 |india mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
61.240.144.64 |147.237.76.148|China gacenter. aka. i df il ET SCAN NVAP -sS w ndow 1024 1
180. 153. 104. 125|147. 237. 77. 176 |Chi na nat pash. i df . i | ET SCAN NVAP -sS w ndow 3072 1
61.240. 144. 64 [147.237.8.14 |China e orchot.idf.il ET SCAN Potential SSH Scan 1
180. 153. 104. 125|147. 237. 77. 176 |Chi na nat pash. i df .i | ET SCAN NVAP -f -sS 1
24.121.225.29 |147.237.72.156 |Uhited Sates |anan.idf.il ET SCAN NVAP -sS wi ndow 1024 1
149. 202. 186. 50 |147. 237. 76. 199 |Ger many e. nakchal .idf.il ET SCAN NVAP -sS w ndow 1024 1
204.13.204. 139 [147.237.76.30 |Lhited Sates [hinush.idf.il ET SCAN NMAP -sS wi ndow 2048 1
5. 15. 195. 88 147. 237.76. 34 |Ronani a yohal an. i df .i| ET SCAN NMAP -sS wi ndow 1024 1
139. 162. 218. 146|147. 237. 76. 30 |Net her| ands hi nush. i df i | ET SCAN NVAP -sS w ndow 1024 1
204.13.204. 139 |147.237.76.30 |lLhited Sates |hinush.idf.il ET SCAN NVAP -f -sS 1
89.248.172. 140 |147.237.0.15 |[Netherlands kosher-kravi .idf.il ET m Behavi or a Lhusufal ly fast Termnal Server Traffic, 1
Potential Scan or Infection
183. 60. 252. 84  |147. 237. 76. 198 [Chi na e yohal an.idf.il ET SCAN NMAP -sS wi ndow 4096 1
182.72.242.152 |147.237.0.35 |india akavs. i df .i | ET SCAN Potential SSH Scan 1
61.240.144. 64 |147.237.77.61 |China e.cogat.idf.il ET SCAN Potential SSH Scan 1
182.72.242.152 |147.237.0.19 |india madi matal .idf.il ET SCAN Potential SSH Scan 1
61.240. 144. 64 |147.237.76. 148 |thi na gqcenter. aka.idf.il ET SCAN Potential SSH Scan 1
182. 72.242. 152 |147.237.0.15 |india kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
61.240. 144. 64 [147.237.8.50 [China e tikshuv.idf.il ET SCAN Potential SSH Scan 1
180. 153. 104. 125|147. 237. 77. 176 |Chi na nat pash. i df i | ET SCAN NMAP -sS wi ndow 2048 1
61.240. 144. 64 [147.237.0.35 [China akavs. i df il ET SCAN Potential SSH Scan 1
149. 202. 186. 50 |147. 237. 76. 201 |Ger many eatal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
5.15. 195. 88 147. 237.76. 34 |Ronani a yohal an. i df .| ET SCAN NMAP -sS wi ndow 4096 1
209. 126. 116. 147|147. 237. 77. 178 |Whited Sates |e. matpash.idf.il ET SCAN NVAP -sS w ndow 1024 1
149. 202. 186. 50 |147.237. 76. 197 |Ger many e hinush.idf.il ET SCAN NMAP -sS wi ndow 1024 1
204.13.204. 139 |147.237.76.30 |Uited Sates |hinush.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
41.33.231.90 Egypt 147. 237. 77. 216 |dover.i df .i | drop SAMrule drop 36
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 11
46. 19. 85. 228 I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |11
109. 186. 164. 109|I srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 10
172.56. 18. 57 Lhited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
5.102.254.233 |l srael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d AGK nunber noni t or
Sreanming Engine: TCP Invalid i i SSi
66.249.66.61  |Lnited Sates |147.237.72. 166 |aka i df il 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
199.30.24.194 |Wnited Sates |147.237.76. 200 |ei tan. aka.idf. il 9 =9 Invalid segnent retransmssion. g 4
Ret r ansni ssi on Packet dr opped.
50.29.117.219 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
37.26.147.202 |lIsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
Sreaming Engine: TGP Invalid i i ssi
2.54.188.168  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
37.26.147.202  |israel 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
46. 19. 85. 50 | srael 147.237.72. 166 |aka.idf.il dr op SAMrul e drop
167. 114. 156. 16 |Canada 147. 237. 77. 216 |dover . i f .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
Sreaning Engine: TCP Invalid i i ssi
109.30.24.37  |Wited Sates  |147.237.77. 243 |mobi le.i df i 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
50.178.125. 184 [Lhited Sates |147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |2
Sreaning Engine: TCP Invalid i i ssi
47.62.36.213  |Spain 147. 237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. | 2
Ret r ansni ssi on Packet dropped.
54.244.22.103 |lhited Sates [147.237.0.34 |tikshuv.idf.il drop First packet isn't SYN drop 2
176. 109. 188. 49 |Wkrai ne 147.237.8.14 |e.orchot.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 2
enf or cenent
Sreanming Engine: TCP Invalid i i ssi
207.46.13.91  |Wited Sates |147.237.72.166 |aka idf. il 9 =9 Invalid segnent retransmssion. g 2
Ret r ansni ssi on Packet dr opped.
50.29.117.219 |Whited Sates |147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACGK nunber nonitor |2
50.178.125.184 |lhited States  |147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d AGK nunber aert 2
176.12.145.90 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber alert 1
46.19. 85. 27 I srael 147. 237. 77. 216 |dover i df .i | Bad TCP sequence I'nval i d ACGK nunber aert 1
141.212.121. 191|Wited Sates  |147.237. 76. 196 |e. sviva i df . il Geo- | ocati on enf or cement Geo-I ocat i on i nbound drop 1
enf or cenent
139.82.28.176  |mrazil 147.237.77. 226 | "} " chanatz. aka. tdf 14 o SAMrul e drop 1
64.125.239. 183 |Wited Sates |[147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
149. 88. 110. 126 |l srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d AGK nunber nonitor |1
141.212.121. 180|Wnited Sates  |147.237.76. 201 [e. atal .idf. il Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent
109. 186. 164. 109|l srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber alert 1
176.12.145.90 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or
46. 19. 85. 27 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
141.212.122. 162|UWited Sates  |147.237. 77. 227 |e. hanaz. i of . i Geo- | ocati on enf or cenent Sﬁfolrggihton I nbound drop 1
5.22.134.61 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
139.82.28.176 |Bazil 147.237.77. 233 |atal .idf.il dr op SAMrul e drop 1
64.125.239.194 |lhited Sates |147.237.77.234|hal ag.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |reject 1
199. 203. 170. 158! srael 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.121. 181|Wwited Sates  |147.237.76. 201 |e. atal i df . i1 Geo- | ocati on enf or cement Geo-I ocat i on i nbound drop 1
enf or cenent
109. 186. 164. 109|l srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |1
64.125.239.81 |Lhited Sates |147.237. 72. 156 |anan.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |reject 1
141.212. 122. 163|lhited Sates |147.237.76. 148 |gqcenter. aka.idf.il drop drop 1
139.82.28.176 |Brazil 147.237.77. 234 |hal ag.i df .il drop SAMrule drop 1
37.26.149.242 |israel 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.121. 189|Wited Sates |147.237.8.50 |e tikshuv.idf.il Geo- | ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
64.125.239. 151 |Whited Sates |147.237.76. 198 |e. yohal an.idf. il Geo- | ocati on enf or cenent Sﬁ?olzgi'n?n  nbound drop 1
185.3.144.162 |l srael 147.237.72. 167 |i shurimaka. i df . i | Bad TCP sequence I'nval i d AGK nunber nonitor |1
141.212. 122. 163|Wnited Sates  |147. 237. 77. 227 |e. hanaz. i df .i | Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
5. 255. 253. 188 RJSf;;”ion 147.237.72. 166 |aka.i df . i1 SYN Att ack SYN -> SYN-ACK -> Timeout |reject 1
139. 162. 218. 146|Net her | ands 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
71.6.167. 142 Lhited Sates |147.237.76.38 |e.eneitav.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |reject 1
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |Target Address |Site Sgnature Action ‘Count
139.82.28.176 |Razil 147.237.76.86 |navy.idf.il Mil tipl e Unhaut horized URL Access from 139. 82. 28. 176 B ock 8
139.82.28.176 |Rrazil 147.237.76.42 |refuah.idf.il Mil ti pl e Unaut horized URL Access from 139. 82. 28. 176 B ock 4
207. 46. 13. 56 Lhited Sates 147.237.77.216|dover. i df . i | D stributed Lhauthori zed URL Access on waww i df.il/error.htm B ock 4
139.82.28.176 |Razil 147.237.76.30 |hinush.idf.il Mil tipl e Unhaut horized URL Access from 139. 82. 28. 176 B ock 4
139.82.28.176 |Brazil 147.237.76.31 |nakchal .idf.il Mil ti pl e Unaut horized URL Access from 139. 82. 28. 176 B ock 4
139.82.28.176 |Brazil 147.237.76.200|ei tan. aka. i df.i| |Mitiple Unauthorized URL Access from 139. 82. 28. 176 B ock 4
139.82.28.176 |Razil 147.237.77. 176 |mat pash. i df . i | Mil tipl e Unhaut horized URL Access from 139. 82.28. 176 B ock 3
73.22.155. 10 Lhited Sates 147.237.77. 216 |dover.i df .i | Unhaut hori zed URL Access to waw i df.il/newsitelenglish/ B ock 2
2.54.151. 228 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 2
2.54.167. 247 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs oS At ack None 2
139.82.28.176 |Brazil 147.237.76.86 |[navy.idf.il Distributed PP Attenpt B ock 2
66. 249. 66. 61 I srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Cust om Tenpor ary B ock 2
46. 19. 85. 210 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs DoS Attack None 2
54.244.22.103 |thited Sates 147. 237. 76. 147 |chi nuch. aka. i df . i|Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
] . . D stributed Unaut hori zed URL Access on
204.13.200. 200 [Uhited Sates 147.237.77. 216 (dover. i df . i | v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
. ] D stributed Uhaut hori zed URL Access on
150.70.173.10  |Japan 147.237.77. 216 |dover . i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
. . Unaut hori zed URL Access to
66. 249. 66. 40 I srael 147.237.77. 216 |dover.i df .i | 147. 237, 77. 216/ 1133- 20422- he/ i df gdover . aspx B ock 1
139.82.28.176 |Brazil 147.237.76.200(ei tan. aka. i df.i| |PHP Attenpt Bl ock 1
] . . D stributed Uhaut hori zed LRL Access on
208.184.112.75 [lLnited Sates 147.237.77.216|dover.i df .i | v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
139.82.28.176 |Prazil 147.237.76.30 |hi nush.idf.il Ostributed PP Attenpt B ock 1
. . Uhknown Paraneter hc_l ocation in
66. 249. 66. 75 I srael 147.237.72. 166 [aka. i df . i | voww aka. i o . i 1/ nai v/ gj yus/ general . aspx None 1
157.55. 39. 76 Lhited Sates 147.237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to v cogat.idf.il/lite/ contentsecurity Bl ock 1
139. 162. 218. 146|Net her | ands 147.237.76.30 |hi nush.idf.il Unaut hori zed Met hod CPTIONS for / Bl ock
] . . S Whtraceabl e Gonnection - Protocol violation
64. 39. 109. 20 Lhited Sates 147.237.72. 156 |anman. i df . i | (SSL CONN CLI ENT KEY EXCHANGE) None 1
79.180. 125. 178 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135- he/ at al . aspx B ock 1
157. 55. 39. 17 Lhited Sates 147.237.77. 216 |dover.i df .i | Mil ti pl e Unaut horized URL Access from 157.55. 39. 17 B ock 1
66. 249. 66. 43 I srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77.216/ B ock 1
139.82.28.176 |Brazil 147.237.77. 176 |nat pash. i df . i | O stributed PH Attenpt B ock 1
] . . D stributed Uhaut hori zed LRL Access on
208.184.112.75 [Wited Sates 147.237.77.216|dover.i df .i | v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
. . Unaut hori zed URL Access to
66. 249. 67.234 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 1661 edli | i br ary/ gener al doc. asp B ock 1
190. 58. 249. 4 %'b”;gid and 147.237.77. 216 |dover . i df . i | Ostributed PHP Attenpt B ock 1
. . D stributed Whaut hori zed URL Access on
150.70.173.8  [Japan 147.237.77. 216 (dover. i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
64. 39. 109. 20 Lhited Sates 147.237.72. 156 |anman. i df . i | SSL Whtraceabl e Qonnection - sigal gs oS Attack None 1
207. 46. 13. 91 Lhited Sates 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Cust om Tenpor ary B ock 1
85.144.62.184 |Netherl ands 147.237.77.74 |lawidf.il Dstributed PHP At enpt B ock 1
157.55. 39. 17 Lhited Sates 147.237.77. 216 |dover.i df . i | Lhaut hori zed URL Access to v idf.il/error. htm Bl ock 1
23.254.113.26 [lnited Sates 147.237.76.42 |refuah.idf.il Unaut hori zed LRL Access to refua. atal .idf.il/ol d/wp-admn/ B ock 1
139.82.28.176 |mrazil 147.237.77. 176 [t pash. i ff .j| [ Str!Puted thauthori zed LR Access on Bl ock 1
W cogat . i df . i |/ xnbrpc. php
139.82.28.176 |Brazil 147.237.76.31 |nakchal .idf.il Ostributed PHP A tenpt B ock
212.227.29.47 |Ger many 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to refua. atal .idf.il/wp/wp-admin/ B ock 1
66.249. 67.243 |lsrael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/ituriniasp/list.asp B ock 1
190. 58. 249. 4 12;1;3? and 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw i df . il /xnirpc. php Bl ock 1
. . D stributed Uhaut hori zed URL Access on
150.70.173.8  |Japan 147.237.77. 216 |dover. i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
. . Unaut hori zed URL Access to
66. 249. 64. 48 I srael 147.237.77. 170 |nmar achot . i df . i | 147.237.77. 170/ pdf /11 es/ 7/ 111177, pf B ock 1
207. 46. 13. 95 Lhited Sates 147.237.72. 166 |aka. i df . i | Lhknown Paraneter KEY in aka.idf.il/ishurinicityofficers/ None 1
85.144.62.184  [Netherl ands 147.237.77.74 |lawidf .il O stributed Uhauthori zed LRL Access on waw | aw i df.il/xmirpc. php |B ock 1
66. 249. 66. 61 I srael 147.237.72. 166 [aka. i df . i | Unknown Paraneter docl.. in vww aka.idf.il/nain/giyus/ general .aspx |None 1
157.56.39.17  |Wited Sates 147.237.77. 216 |dover . i df . i | Wnaut hori zed LRL Access to Bl ock 1
wwy i df . i | /tenpl at es/ shar ed/ user cont r ol s/ header upper /
] . . D stributed Uhaut hori zed LRL Access on
204.13.200. 200 |thited Sates 147.237.77. 216 |dover . i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
68.180. 228. 175 |[Lhited Sates 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robots. t xt B ock 1
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