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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
66. 249. 64. 181 | srael 147.237.77. 74 lawidf.il |TQP handshake violation, first packet not syn drop 3493
167. 114. 156. 16 Canada 147.237.77.216 dover. i df.il|DC5- Tool - Swi t chbl adG dest - r eset 3355
62.209. 11. 136 Bahrai n 147.237. 72. 156 anan.idf.il |Invalid TGP Hags drop 1
62.209. 11. 137 Bahrai n 147.237.72. 156 anan.idf.il |Invalid TGP Hags drop 1

93. 174. 93. 151 Net her | ands 147.237.76. 177 ncore.idf.il|Bl ock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry | Target Address |Site ‘Sgnaiure Devi ce Action |Count |

188. 165. 15. 55 France 147.237.77.233 |atal .idf.i| |28 HITP  AhrefBot craw er B ock 1
188. 165. 15. 60 France 147.237.77.233 |atal .idf.il [C228 HITP. AnrefBot craw er B ock 1
195. 154. 188. 74 France 147.237.77.216 |dover.idf.il[9221: HTTP. PUT Method Execution over HTTP/ WbDAV B ock 1
195. 154. 217. 216 |France 147.237.77.216 |dover.idf.il|9221: HITP: PUT Method Execution over HTTP/ WbDAV B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
54.224.149.230 |(147.237.77.216|lnited Sates |[dover.idf.il Tehila - Perl LWP with fake user agent 5
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
209.126. 116. 147(147.237.8.50 [Wnited Sates |e. tikshuv.idf.il ET SCAN Potential SSH Scan 1
54.224.149.230 |[147.237.77.176|lnited Sates |[natpash.idf.il Tehila - Perl LWP with fake user agent 1
187 190. 103. 2481147 237. 72. 156 | co avani il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
54.224.149.230 |147.237.76.200|lhited Sates |eitan aka.idf.il Tehila - Perl LW with fake user agent 1
183. 60. 48. 25 147. 237. 76. 199 |Chi na e. nakchal .idf .i | ET SCAN Potential SSH Scan 1
54.224.149.230 |147.237.0.34 |Wited Sates [tikshuv.idf.il Tehila - Perl LW wth fake user agent 1
183. 60. 48. 25 147.237.0.35 |China akaws. i df .i | ET SCAN Potential SSH Scan 1
51.254.46.129 |147.237.76. 201 E;ir:;cci]om e.atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
183. 60. 48. 25 147.237.0.17 |China mny-kosher-kravi .idf.il1 |ET SCAN Potential SSH Scan 1
51.254.46.129 |147.237.76.197 E?i;;gom e. himush.idf.il ET SCAN NMAP -sS wi ndow 1024 1
149. 202. 186. 50 |147.237.76.42 |Ger many refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
46.228.207.18 |147.237. 76. 199 |Ger many e. nakchal .idf.il ET SCAN Potential WNC Scan 5900- 5920 1
66.249. 67.240 |147.237.72.166 |Lhited Sates |aka.idf.il SERVER APAO_E Apac.he mod_ss| non-SSL connection to SS 1
port denial of service attenpt
209. 126. 116. 147|147. 237. 77. 212 |Wnited Sates |e. dover.idf.il ET SCAN NMAP -sS w ndow 1024 1
54.224.149.230 (147.237.77.233|Wited Sates |atal.idf.il Tehila - Perl LWP with fake user agent 1
209. 126. 116. 147|147.237. 76. 38 |Wited Sates |e.e meitav.idf.il ET SCAN NVAP -sS wi ndow 1024 1
54.224.149.230 |147.237.77.74 |lhited Sates |lawidf.il Tehila - Perl LWP wth fake user agent 1
183. 60. 48. 25 147. 237. 76. 201 |Chi na e.atal.idf.il ET SCAN Potential SSH Scan 1
54.224.149. 230 |147.237.72.156 |Uhited Sates |anan.idf.il Tehila - Perl LWP wth fake user agent 1
183. 60. 48. 25 147.237.76.30 |China hi nush. i df . i | ET SCAN Potential SSH Scan 1
54.224.149.230 |147.237.0.15 |Uhited Sates |kosher-kravi.idf.il Tehila - Perl LW with fake user agent 1
183. 60. 48. 25 147.237.0.33 |China idf.il ET SCAN Potential SSH Scan 1
51.254. 46,129 |147.237.76.199 E?i;;gom e.nakchal .idf il ET SCAN NVAP -sS wi ndow 1024 1
182. 254. 149. 138(147. 237. 76. 39 |Chi na nobi | . nei tav. i df il ET SCAN NVAP -sS wi ndow 1024 1
46.228.207.18 |147.237.77.19 |Ger nany | awforumidf.il ET SCAN Potential VNC Scan 5900- 5920 1
113. 240. 250. 155|147. 237. 77. 170 |Chi na nmar achot . i df .i | ET SCAN NMAP -sS wi ndow 1024 1
46.228.207.18 [147.237.8.45 [Ger many eetanidf.il ET SCAN Potential VNC Scan 5900- 5920 1
61.240. 144. 64 |147.237.77. 233|Chi na atal .idf.il ET SCAN Potential SSH Scan 1
209. 126. 116. 147|147. 237. 76. 148 |Lhited Sates [gqcenter.aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
54.224.149. 230 |147.237.77.226|lhited Sates [wwuchanatz.aka.idf.il [Tehila - Perl LWP with fake user agent 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreanming Engine: TCP Invalid i i ssi
66.249.75.94  |United Qates |147.237.76.86 |navy.idf.il 9 =g Inval id segnent retransmssion. g 24
Ret r ansni ssi on Packet dr opped.
100. 100. 16. 165 147.237.72. 156 |anan.idf .il drop First packet isn't SN drop 16
Sreanming Engine: TCP Invalid ' i ssi
207.241.226. 42 |Wited Sates |147.237. 76. 200 |ei tan aka i df i | 9 =9 Invalid segnent retransmssion. |, 16
Ret r ansni ssi on Packet dr opped.
32.212.12. 79 Lhited Sates |147.237.72.166 |aka.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 10
32.212.12.79 Lhited Sates [147.237.72.166 |aka. idf.il Bad TCP sequence Invalid ACK nunber alert 10
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
46. 19. 85. 173 I srael 147.237.77. 216 |dover. i df .| Bad TCP sequence Inval i d ACK nunber alert
185.32.179.84 |Israel 147.237.72. 156 |anan.idf .i | SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreanming Engine: TGP Invalid i i ssi
46.19.85.92  |israel 147.237.72. 166 |aka i df .i 9 =g Inval id segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 173 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreanming Engine: TCP Invalid ' i ssi
2.54. 42, 205 I'srael 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 212 I srael 147.237.77. 216 |dover. i df .| Bad TCP sequence Inval i d ACK nunber alert 6
37.58. 75. 46 Net her | ands 147.237.0.15 |kosher-kravi.idf.illdr op SAMrul e drop 6
189. 203. 254. 132|Mexi co 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect 6
46. 19. 85. 212 I srael 147.237.77. 216 |dover. i df .| Bad TCP sequence I'nval i d ACK nunber noni t or 6
37.58. 75. 46 Netherlands [147.237.0.19 |madimatal.idf.il |drop SAMrule drop 6
Sreanmng Engine: TGP Invalid i i ssi
66.249.66.61  |Lnited Sates |147.237.72. 166 |aka i df.il 9 =g Inval id segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
2.52.19.241 I srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 4
54.244.22.103 |thited Sates |147.237.77.176 |natpash.idf.il drop First packet isn't SN drop 4
188. 120. 148. 202|l srael 147.237.72.166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber monitor |4
46. 19. 85. 129 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber aert 4
Sreanming Engine: TCP Invalid ' i ssi
66. 249. 66. 1 Wited Sates |147.237.72. 166 |aka idf. il 9 =9 Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 129 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |4
reamn ine: TCP Invali i i Ssi
109.67.16.24  |Israel 147. 237. 72. 166 |aka i of . i | Streamng Engi ne: TGP alid invalid segnent retransnissi on drop 3
Ret r ansni ssi on Packet dr opped.
109. 186. 4. 98 I srael 147. 237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 3
reaming BEngine: TCP Invali i i SSi
2.54.10. 95 I srael 147.237. 72. 166 |aka. i df .| Streaning Engine: TCP Invalid finvalid segnent retransnissi on drop 3
Ret ransm ssi on Packet dr opped.
87.69.11.68 I srael 147. 237.72. 166 |aka. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
Sreaning Engine: TGP Invalid i i sSi
37.26.148.216 | srael 147. 237.72. 167 |i shuri maka. i df . i 9 =9 Invalid segent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TCP Invalid ' i ssi
62.90.211.195 | srael 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
79.176.21.191 |israel 147. 237. 72. 166 |aka i of . i | 9 =9 Invalid segent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
46.19. 85. 51 I srael 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
o SYNHAK retransmit with different .
54.72.0. 55 Irel and 147.237.77. 216 |dover.idf il Bad TCP sequence wi ndow scal 6 noni t or 2
Sreaning Engine: TCP Invalid i i SSi
66.249.75.102 |United Sates [147.237.76.86 |navy.idf.il 9 =g Inval i d segnent retransmssi on. drop 2
Ret r ansni ssi on Packet dr opped.
52.16.5. 197 Lhited Sates |[147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
113. 240. 250. 155|Chi na 147.237.77. 170 |nmarachot . i df .il  |dr op SAMrul e drop
Sreanming Engine: TCP Invalid ' i ssi
40.77.167.14  |wited Sates |147.237.76.200 |eitan. aka.idf.il 9 =9 Invalid segnent retransmssion. | 2
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
66.249.75.110 |tited Sates |147.237.76.86 |navy.idf.il 9 =9 Invalid segent retransmssion. drop 2
Ret ransm ssi on Packet dropped.
; . . SYNPAK retransmit with different .
52.16.5.197 Lhited Sates |147.237.77.216|dover.idf.il Bad TCP sequence vi ndow scal e noni t or 2
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
37.142.200.48 |Israel 147.237.72. 156 |anan. i df .i | Bad TCP sequence Invalid AGK nunber alert 1
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 1
176. 67. 168. 181 |France 147.237. 77. 216 [dover.idf . i Bad TCP sequence Inval i d ACK nunber noni t or 1
141.212.121. 182|Wnited Sates |147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
42.62.74.71 Chi na 147.237.72. 166 |aka. i df .il drop Frst packet isn't SN drop 1
80.111.62.163 |[Ireland 147.237. 77. 216 [dover. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 1
64.125.239. 195 |lhited Sates |147.237.77.235|sviva.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 1
50. 139.231. 198 |lnited Sates |147.237.77.216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
150. 135. 210. 83 |Uhited Sates |147.237.77.216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
37.142.200.48 |lsrael 147.237.72. 156 |anan.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Country Target Address |Site Sgnature Action ‘Count

207.241.226. 42 |Uited Sates |147.237.76.200|ei tan. aka. i df.il |[Miltiple Unauthorized URL Access from 207.241. 226. 42 B ock 14
46. 19. 86. 38 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Qode B ock 9
139. 82.28.176 |Brazil 147.237.72. 166 [aka. i df . i | Mil tipl e Unhaut hori zed URL Access from 139. 82. 28. 176 B ock 7
46. 118. 155. 216 |Wkrai ne 147.237.77. 176 |mat pash. i df . i | Mil ti pl e Uhaut hori zed URL Access from 46. 118. 155. 216 B ock 3
188. 165. 194. 66 [France 147.237.77.216|dover.i df . il Distributed Suspici ous Response Qode B ock 3
139. 82.28.176 |Brazil 147.237.76.42 |refuah.idf.il Mil tipl e Unhaut hori zed URL Access from 139. 82. 28. 176 B ock 3
139.82.28.176 |mazil 147.237.77. 170 |maar achot . i df . i | [Mul ti pl e Unaut hori zed URL Access from 139. 82. 28. 176 B ock 3
2.54.151.228 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 3
176.13.0.114  |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
139.82.28.176 |Brazil 147.237.77.74 |lawidf.il Mil tipl e Unaut hori zed URL Access from 139. 82.28. 176 Bl ock 2
109.186.4.98  [lIsrael 147.237.72. 156 |anman. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 2
46.19.85. 11 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
2.54.151.228 | srael 147.237.72. 166 |aka. i df . i | \;Trwa;t;elr f??,?a"jﬁ/\sa?hjriﬁggiisr:raﬂom yordregister. aspx None 2
176.13. 13. 167 |l srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock

139. 82.28.176 |Brazil 147.237.72. 166 [aka. i df . i | PHP At t enpt B ock
2.54.151.228 [Israel 147. 237.72. 166 |aka. i df . i | \;Twagffi d??‘: /?ley n/\';gcfairf?egii et o zardl st ep3. aspx None 2
204.13.200.200 |Uited Sates [147.237.77. 216 |dover . idf il (O SI"uted E‘,;";t;ggggeﬁeﬁvgcispfn Bl ock 2
208.184.112.75 |Uited Sates [147.237.77.216|dover. idf il |0 o e 1%’;;_?;22;?&%\/:‘??22” Bl ock 2
79.181.134.96 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Attack None 2
139.82.28.176 |mazil 147.237.77.74 |lawidf.il Distributed Uhaut horized URL Access on wan | aw i df.il/xmrpc. php B ock 1
98.138.81.164 |[Lhited Sates [147.237.76.42 [refuah.idf.il Uhaut hori zed URL Access to refua atal.idf.il/test/wp-admn/ B ock 1
40.77.167.38 |Lhited Sates [147.237.0.34 |[tikshuv.idf.il |Miltiple Unauthorized URL Access from40.77.167.38 B ock 1
2.52.19.241 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
66.249. 67. 240 |l srael 147.237.72. 166 |aka. i df . i | %Sggaj\iagjﬁﬁfﬁﬁg Protocol violation None 1
139.82.28.176 |Brazil 147.237.77. 170 |maar achot . i df . i | |[Uhaut hori zed URL Access to maarachot.idf.il/xnrpc. php Bl ock 1
62.219.137.5 |Israel 147.237.72. 156 |anan. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
41.44.155.126 |Egypt 147.237.77. 216 |dover.idf .il Uhaut hori zed URL Access to waw i df.il/xmrpc. php B ock 1
139.82.28.176 |Rrazil 147.237.76.42 |refuah.idf.il Dstributed PH> A tenpt Bl ock 1
85. 214. 116. 128 |Ger many 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to refua.atal.idf.il/blog/ w-admn/ B ock 1
32.212.12.79 |Uited Sates [147.237.72. 166 |aka. i df . il m”;k?i E?rlﬁfgngmg%mmaé& None 1
66.249.66.40 I srael 147. 237.77. 216 |dover . i df . i | o e ot e/ dover . aspx Bl ock 1
46. 118. 155. 216 |Wkrai ne 147.237.77. 176 |nat pash. i df . i|  [Unauthorized URL Access to www cogat.idf.il/xnirpc. php B ock 1
40.77.167.38 |lhited Sates [147.237.0.34 |tikshuv.idf.il |PHP Attenpt Bl ock 1
2.54.13.11 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
190. 42. 40. 210 |Peru 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
68.180. 228. 112 |Lhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to v idf.il/nivtza Bl ock 1
66.249. 64. 48  |lsrael 147.237.77. 170 |maar achot . i df . i | [Unaut hori zed URL Access to 147.237.77. 170/ 71936- he/ maar achot . aspx |Bl ock 1
157.55.39.18 |Uwited Sates [147.237.77.216|dover.idf.il Lhaut hori zed URL Access to waw i df.il/newsite/english/12 B ock 1
87. 68.240.180 |lsrael 147.237.77.234|hal ag. i df . i | Uhaut hori zed URL Access to 147.237. 77. 234/ i nages/ shared/ bul l et 1. gif  [B ock 1
32.212.12.79 |Wited Sates [147.237.72.166|aka.idf.il Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
207.241.226.42 |Wited Sates [147.237.76.200|ei tan. aka. i df . i | [Uhknown Paraneter SearchText in ww eitan. aka.idf.il/938-he/eitan. aspx |None 1
66.249.66.43 |Israel 147.237. 77. 216 |dover . i df . i | D e o et 1o/ dover . aspx Bl ock 1
176.13. 4. 42 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
139.82.28.176 |Brazil 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to wan | aw i df.il/bl og/ B ock 1
50. 153. 5. 50 Lhited Sates [147.237.77.74 |lawidf.il PHP At t enpt Bl ock 1
40.77.167.38 |Whited Sates [147.237.0.34 |tikshuv.idf.il |Uauthorized URL Access to wwytikshuv.idf.il/bitrix/tool s/ captcha. php |B ock 1
192. 114. 91. 213 |I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
79.176.13. 207 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
66.249.66.31 |l srael 147.237. 72. 166 |aka. i df . i | ;2?“;2;’”7;‘336;2 :f;’fsfa;gm | 65/ 2/ 70012. doc Bl ock 1
157.55.39.64 |United Sates |147.237.77.176|matpash.idf.il |Unauthorized URL Access to 147.237.77. 176/ B ock 1
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