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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3543
75.104. 23. 170 Lhited Sates 147.237.77. 216 dover.idf.il |JLMDover_Gon Linit_ Htps drop 5

115. 231. 222. 40 Chi na 147.237.76. 196 e.sviva.idf.il [JLM Under Attack Con Htp drop 2

112. 218. 14. 140 Korea, Republic of 147. 237. 76. 196 e.sviva.idf.il |[Bock Udp Al Nets drop 1




12-02-2015-00:04:04 to 12-02-2015-01:04:04

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site |Sgnature

106. 38. 241. 106 [China 147.237.77.170 |mmarachot.idf.i| [Cl03: HITP. User Agent Sogou+web+spi der B ock 1
167. 114. 229. 245 |Canada 147.237.77.176 |nat pash.idf.il 13891: TLS QpenSSL Encrypt ed/ Lhencrypted Heartbeat Packet Per nit 1
195. 154. 188.28 |France 147.237.77.216 |dover.idf.il 9221: HTTP. PUT Method Execution over HTTP/ VbDAV B ock 1
195. 154. 191. 213 |France 147.237.77.216 |dover.idf.il 9221: HITP. PUT Method Execution over HITP/ WbDAV B ock 1




12-02-2015-00:04:04 to 12-02-2015-01:04:04

|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
54.224.149.230 |[147.237.77.216|lnited Sates  |[dover.idf.il Tehila - Perl LWP with fake user agent 13
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
85.165. 60. 202  |147.237.0.33  [Norway idf.il ET SCAN Potential SSH Scan 3
66. 249. 66. 78 147.237.72. 166 |Uhited Sates |aka idf.il ET SCAN NVAP -sA (2) 2
66.249.93.246  |147.237.77.170|Wited Sates  [mmarachot.idf.il ET SCAN NVAP -sA (2) 2
105. 186. 194. 35 |147.237.0.17 |South Africa mny-kosher-kravi .idf.il1 |[ET SCAN Potential SSH Scan 1
195. 154. 191. 213|147. 237. 77. 216 |France dover.idf.il SRVER IS mltiple extensi on code execution attenpt 1
85. 165. 60. 202  [147.237. 76. 42 |Nor way refuah.idf.il ET SCAN Potential SSH Scan 1
ET VB SERVER Possi bl e Mcrosoft Internet |nformation
195. 154. 191. 213|147. 237. 77. 216 |France dover.idf.il Services (11S) .asp F lenane Extension Parsing Fle Wl oad 1
Security Bypass Attenpt (asp)
Trini dad and . . . .
190. 213. 165. 102|147. 237. 8. 50 Tobago e tikshuv.idf.il ET SCAN Potential SSH Scan 1
85. 165. 60. 202  |147.237.0.15 [Norway kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
190. 213. 165. 102|147. 237. 8. 24 12;;3‘? ad o litestyleidf.il ET SCAN Potential SSH Scan 1
RUssi an ) . . .
79.174.70.237  (147.237.76.196 | - - e.svivaidf.il ET SCAN Potential SSH Scan 1
190. 213. 165. 102|147. 237. 0. 34 12;;3‘? ad G shuv. i1 ET SCAN Potential SSH Scan 1
190. 213. 165. 102|147. 237. 0. 19 Iro'b”;gid and | s matalidf.il ET SCAN Potential SSH Scan 1
158. 255. 29. 101 |147.237.8.24 |9 ovaki elifestyleidf.il ET SCAN Behavi oral Lhusual ly fast inbound Tel net 1
. . . . . O. OvaKl a . . . . .
Y Qonnections, Potential Scan or Brute Force
36.232.151.11 [147.237.0.17 |[Tai m ny- kosher - kravi . i df .i | ET SOAN Behavi oral Lhusual ly fast inbound Tel net 1
. . . . . 0. al wan - - . . . .
v Gonnections, Potential Scan or Brute Force
209. 126. 116. 147|147.237.0.34 |Whited Sates  |tikshuv.idf.il ET SCAN Potential SSH Scan 1
105. 186. 194. 35 |147.237.0.33 |[South Africa idf.il ET SCAN Potential SSH Scan 1
201. 235. 198. 226(147. 237.76. 31 |Argentina nakchal . i df i ET SOAN Behavi oral Lhusual ly fast inbound Tel net 1
T T g S Gonnections, Potential Scan or Brute Force
85. 165. 60. 202  [147.237.76.86 |Norway navy. i df.il ET SCAN Potential SSH Scan 1
L SFRER IS Mcrosoft Wndows 11S 6 multipl e executabl e
195. 154. 191. 213|147. 237. 77. 216 |France dover.idf.il ) 1
ext ensi on access attenpt
85.165. 60. 202  |147.237.0.34  [Norway tikshuv.idf.il ET SCAN Potential SSH Scan 1
85.165. 60. 202 |147.237.0.16 [Norway ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
190. 213. 165. 102|147. 237. 8. 28 Iro'b”;gid and 1o il e-ks. i of i ET SCAN Potential SSH Scan 1
Russi an o .
79.174.70.237 |147.237.77.216 . dover.idf.il ET SCAN Potential SSH Scan 1
Federati on
190. 213. 165. 102|147. 237. 0. 35 Iro'b”;gid and s, of i ET SCAN Potential SSH Scan 1
190. 213. 165, 102|147. 237. 0. 33 12)';;3? and e i ET SCAN Potential SSH Scan 1
61.240.144. 64 |147.237.76.86 |China navy. i df.il ET SCAN NVAP -sS w ndow 1024 1
190. 213. 165. 102|147. 237. 0. 16 12;;3‘? and | Kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
51.254.46.129 |147.237.76.42 |united Ki ngdom|refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
119. 247. 254. 196|147. 237. 76. 31 |Hong Kon nakchal .idf.il ET SOAN Behavi oral Lhusual ly fast inbound Tel net 1
. . . . . . N L . .
g g Gonnections, Potential Scan or Brute Force
209. 126. 116. 147|147.237.0.16 |Whited Sates  [ny-kosher-kravi.idf.il |ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address ‘Ste ‘Slgnature
100. 100. 47. 166 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 48
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |dr op SAMrul e drop 36
100. 100. 43. 210 147. 237. 72. 166 |aka.i of .i | dr op First packet isn't SN drop 20
95.185.122.22 |Saudi Arabia |147.237.77.216|dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 14
46.19. 85. 131 I srael 147.237.77.233|atal .idf.il  |[Bad TCP sequence Inval i d AGK nunber noni t or 13
100. 100. 28. 123 147. 237. 72. 166 |aka.i of .i | dr op First packet isn't SN drop 12
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 10
80.246.137.76 |[Israel 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
46. 19. 85. 97 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or 8
46. 19. 85. 97 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 8
77.125.90.196 |Israel 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
46. 19. 85. 148 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 6
reamn ine: TCP Invali i i ssi
79.181.53.86 | srael 147.237.72. 166 |aka i 11 | S NG Engine: TCP Invalid Invalid segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
46.19. 85. 177 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nval i d ACK nunber alert
46. 19. 85. 147 I srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence I'nval i d ACK nunber alert
Sreaning Engine: TP Invalid i i ssi
79.182.0.142  |israel 147. 237.72. 166 |aka i of . i 9 =9 Inval i d segrent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
46. 19. 85. 147 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 6
reamn ine: TCP Invali i i ssi
176. 106. 227. 152|i srael 147,237, 72. 166 |aka i 11 || S NG Engine: TCP Invalid nvalid segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 6
213.57.44.210 |lIsrael 147.237.72. 166 |aka.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 5
94.230.86.190 |Israel 147.237.72. 156 [anen.icf.il  [Bad TCP sequence Invalid AGK nunber noni t or 5
46. 19. 85. 148 I srael 147.237.77.216|dover.idf.il |Bad TCP sequence I'nval i d ACK nunber alert 5
Sreaming Engine: TGP Invalid i i ssi
207.46.13.81  |Wnited Sates |147.237.76.200 |eitan aka. idf.i g =g nvalid segnent retransmssi on. drop 4
Ret r ansm ssi on Packet dr opped.
54.244.22.103 |hited States |147.237.77. 176 |natpash.idf.il |dr op First packet isn't SN drop 4
Sreaning Engine: TQP Invalid i i sSi
5. 29. 47. 102 I srael 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. drop 4
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TP Invalid i i ssi
109. 64. 164. 251 |l srael 147. 237.72. 166 |aka i of . i 9 =9 Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
188. 40. 47. 82 Ger many 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 3
reamn ine: TCP Invali i i ssi
77.125.74.113  |israel 147. 237,72, 166 |aka i or 11 | €M NG Engi ne: TP aid Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
109. 66. 174. 137 |israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TP Invalid i i ssi
5.22.131.139  |Israel 147.237.72. 166 |aka.i df . i 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
109. 64.38.175 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il |SYN At ack SYN -> SYN-ACK -> RST rej ect 3
Sreanmng Engine: TGP Invalid i i ssi
79.177.99.213 |Israel 147.237.72. 166 |aka. i of . i 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
109. 64. 107. 251 I srael 147.237.72. 166 |aka.i df . i g =g nvalid segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreanmng Engine: TGP Invalid i i ssi
185. 120. 126. 34 147. 237.72. 166 |aka. i of . i 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
46. 19. 85. 97 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber alert 2
Sreaning Engine: TCP Invalid i i ssi
66.249.66.61  |Uited Sates |147.237.72. 166 |aka i df.il 9 =9 Inval i d segnent retransmssi on. drop 2
Ret r ansm ssi on Packet dropped.
46. 19. 86. 109 I srael 147.237.76.86 |navy.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or
100. 100. 70. 255 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop
o SYNVACK retransmt wth different .
46.19. 85. 97 I srael 147.237. 72. 166 |aka.i df .i | Bad TCP sequence wi ndow scal & noni t or 2
5.29. 233. 119 I srael 147.237.72. 156 |anan.i df .il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
100. 100. 118. 74 147.237.76.42 |refush.idf.il |drop First packet isn't SN drop 2
185. 3. 144. 66 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 2
37. 46. 39. 101 | srael 147.237.72. 156 |anan.idf .il Bad TCP sequence Invalid ACK nunber noni t or 2
46. 19. 85. 97 I srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid sequence nunber noni t or 2
84.109. 232.170 |Israel 147. 237. 72. 166 |aka.i of .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 2
2.52.146.23 I srael 147.237.72. 156 |anan.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 2
Sreaning Engine: TCP Invalid i i ssi
208.115. 111. 73 |Uited Sates |147. 237. 76. 200 |ei tan. aka.i of . | 9 =9 Inval i d segnent retransmssi on. drop 2
Ret r ansm ssi on Packet dropped.
109. 160. 173. 218|i srael 147.237.76.86 |nawy.idf.il |Bad TCP sequence SINRAK Tetransmt with different |0 o o
W ndow scal e
46.19. 86. 23 I srael 147.237.77. 74 [lawidf.il Bad TCP sequence Invalid AGK nunber noni t or 2
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|Top Attackers In V\AF|

A tacker

Devi ce

count ry Target Address |Site Sgnature Acti on ‘Count
207.241. 226. 42 g;ttees 147.237.76.200(ei tan. aka. i df . il Ml tipl e Uhaut horized URL Access from 207.241. 226. 42 Bl ock 97
79.177.35.97 |[Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 30
185. 3. 146. 251 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode Bl ock 14
66.249.66.25 |[Israel 147.237.77.216|dover.idf.il Dstributed Waut hori zed URL Access on waw idf.il/error.htm B ock
79.177.223. 48 |[Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code Bl ock
Lhi ted . . D stributed Unauthori zed URL Access on
208.184.112. 74 | o 147.237.77. 216 |dover . i df . i | v i df i | / 1133- 22638- he/ dover . aspx. B ock 2
85. 65. 71. 43 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 2
46.19.86.153 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None 2
176.12. 143. 41 |Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Gode Bl ock 2
66. 249. 67. 138 |Israel 147.237.72. 156 |aman. i df . i | Lhaut hori zed LRL Access to list.ips.gov.il/robots. txt B ock 1
Lhited . . URL is Above Root Directory
54. 224. 149. 230 Sates 147.237.77. 216 |dover . i df . i | vwwy i df i | /. ./ shared/ user cont rol s/ header upper/ Bl ock !
. . Paraneter Read Qnly Molation in
2.54.2.233 I srael 147.237.72.166 [aka. i df . i | ww aka. i df . i |/ mai n/ sachar/ f or got passwor d. aspx None !
77.125.4.74 I srael 147.237.77. 216 |dover . i df .i | NULL Character in Method B ock 1
66.249. 66.28 |lsrael 147.237.77.216|dover. i df .l Lhaut hori zed URL Access to ww idf.il/atal 1/izkor/print_text.asp B ock 1
149. 78. 43. 170 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ r ef uah. aspx B ock 1
46.19.85.131 |Israel 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77.233/ 1517-he/ at al . aspx Bl ock 1
79. 183. 107. 232 |I srael 147.237.76.200|ei tan. aka. i df . i | PHP Attenpt B ock 1
Unhaut hori zed URL Access to
. . waw cogat . i df.il/sip_storagel/ fil es/ 3/ 3373. pdf &a=u&ed=0ahukew ao- zf
212.76.102.15 |[Israel 147.237.77. 176 [mat pash. i df . i | 1bvj ahwb7xakhebj dgwqf ggvmau&usg=af qj cnf 3 xt] yi i béret 3xcdng53pdv Bl ock 1
79
. . Unhaut hori zed URL Access to
66.249.67. 234 |l srael 147.237.72.166 [aka. i df . i | 147. 237. 72. 166/ mai n/ gi yus/ gi yus/ gener al . aspx Bl ock !
195. 154. 168. 82 |France 147.237.77.216|dover.idf .l Dstributed PHP Attenpt Bl ock
66.249. 66.23 |lsrael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/robots. t xt B ock
2.54.19. 245 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
- kosher-kravi.id i i
85. 250. 207. 174 | srael 147. 237. 0. 16 TTY. Par anet er Typg \/1 ol gtl on Mast er$C0qt ent Pl.acel-bl der 1$password in B ock 1
foil ny- kosher-kravi .idf.il/tenpl ates/| ogi n/| ogi n. aspx
79.176.19.20 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1501- he/ at al . aspx B ock 1
66.249.66.61 [Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
207. 241. 226. 42 ;h;ttee: 147.237.76.200(ei tan. aka.idf .l Lhaut hori zed URL Access to wwn eitan. aka.idf.il/a B ock 1
173. 252. 74. 104 g‘;tts: 147.237.77.216|dover. i df.il Uhaut hori zed URL Access to ww i df . il/12838€?122414€%en/ dover . aspx  |B ock 1
79.183. 107. 232 [I srael 147.237.76.200(ei tan. aka. i df . il Unaut hori zed URL Access to waw eitan. aka.idf.il/xnirpc. php Bl ock
213.57.44.210 |lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None
. . Unhaut hori zed URL Access to
66.249. 67. 242 |Israel 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or und asp/ showf or um asp B ock 1
195. 154. 168. 82 |France 147.237.77.216|dover. i df.il Unhaut hori zed URL Access to waw i df.il/wp-1ogin. php B ock 1
2.54.147.250 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
95. 86. 75.146 [l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
66.249.66.61 |lsrael 147.237.72. 166 |aka. i df . i | Unhknown Paraneter catid in ww aka.idf.il/main/rabanut/general . aspx None 1
208. 90. 57. 196 g‘;tts: 147.237.77.216|dover . i df . i Distributed Uhaut horized URL Access on 147.237. 77. 216/ Bl ock 1
46.117. 181. 160 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None
80. 246. 136. 103 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None
213.57.55.241 |[Israel 147.237.77.216|dover.idf.il Mil tiple Untraceabl e SSL Sessions from213.57.55. 241 (CQpen Mode) None 1
Ui ted Unknown Par anet er
72.79. 45. 182 147.237.72. 166 [aka. i df . i | ct1 00$ct | 00$cphMai n$TochenPl acetbl der $bt nAt udaPrint in None 1
Sates . . . )
wan aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
66. 249. 66. 26 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1515- he/ at al . aspx B ock 1
195. 154. 226. 90 |France 147.237.77.74 |lawidf.il I11egal HITP Version HITH B ock
37.60. 44. 61 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 37. 60. 44. 61 Bl ock
141.101.17. 201 [kraine  |147.237.72. 166 |aka. i df . i | Distributed Whauthorized WRL Access on o Bock |1
wn aka. i df . il /iturindresources/ i nages/ body/ i nages/ nai n. j pg
Lhited . . D stributed Lhaut hori zed URL Access on
208.184.112. 74 | o 147.237.77.216|dover . i df . i v i df i | / 1133- 22461- he/ dover . aspx. B ock 1
. . Unaut hori zed URL Access to waw atal . idf.il/900-he/ X?X')XE X"X™>Xx xe
66.249. 66. 127 |Israel 147.237.77.233|atal .idf.il Kexx' XX xox"xoExex'XTHx] X"XxMx§x". ASPX B ock 1
176.13. 4. 42 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
47.88.13.149 |Canada  |147.237.77.216|dover.idf.il Wnauthori zed URL Access to Bock |1
waw i df . i |/ foruns/ aj ax/ api / hook/ decodear gunent s
83.99.192.91 |Latvia 147.237.77.216|dover . i df . il Lhaut hori zed URL Access to wwuidf.il/band B ock
213.57.55. 241 |[Israel 147.237.77.216|dover.idf .l SSL Untraceabl e Connection - Qpen Mde None
77.125.4. 74 | srael 147.237.77.216|dover. i df . il Il1legal Byte Qode Character in Mt hod B ock 1
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