12-01-2015-22:04:08 to 12-01-2015-23:04:08

@
1"PT SwNn [ )

oV

www.gov.il

IDF Under Attack

Daily Report

|Top Targets |
2, 800
2, 1004
1, 400-
Nunber
a 700+"
Attacks
e & § Ny & s N N N
’\6 ’b;\ '\6 .\& 1\ ,» ,\ '\6 .\6\ .\8\ .\6\
° > & éé\ ' ,\oé\ & &S S & N
P Q- S < N ¢ <&
\\p AN X o Q&
& & (@6
&
Top Tar get

[Top Attackers |

M dover.idf.il

M aka.idf.il

B chinuch. aka. i df . i

MW aman.idf.il

M refuah.idf.il

W atal .idf.il

I navy.idf.il

M natpash. i df i |
nmaarachot . idf.il

M hinush.idf.il

2, 400+

Nunber
(6]

At acks

K
o : o \ \ N ! v
N LS R (R SO, A SR S
Py @ R A
S Y »ooA © v

Top Attackers

M 167. 114. 156. 16
5.29. 25. 143

I 207. 241. 226. 42
100. 100. 95. 54

Il 79. 181. 99. 194

M 66. 249. 81. 175

I 41.33.231.90

W 209. 95. 44. 178
79.178.2.15

M 2.52.175. 38




12-01-2015-22:04:08 to 12-01-2015-23:04:08

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site

|Signature |Device Action  |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 3453
183. 89. 121. 30 Thai | and 147.237. 76. 202 e halag.idf.il |[JLMPurple Gon Limt _Htp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count

41.96. 104. 129 Ageria 147.237.77. 216 dover.idf.il |13444: HTTP. Wat\Wb User - Agent Header B ock 2
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
66.249. 81. 175 147.237.77. 233 Lhited Sates atal.idf.il ET SCAN NVAP -sA (2) 4
66. 249. 66. 61 147.237.72. 166 Lited Sates aka idf.il ET SCAN NVAP -sA (2) 2
134.191. 232. 72 147.237.77. 170 I 'srael n@ar achot . i df .i 1 ET SCAN NVAP -sA (2) 2
79.176. 132. 215 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
79.174. 70. 237 147.237.76. 42 Russi an Federation refuah.idf.il ET SCAN Potential SSH Scan 1
198. 20. 69. 74 147. 237.76. 177 Lhited Sates ncore.idf.il ET DRCP Dshield B ock Listed Source 1
173. 65. 67. 76 147.237.76. 42 Lhited Sates refuah.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.72. 14 Chi na dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
173. 65. 67. 76 147. 237.76. 38 Lhited Sates eeneitav.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.0.19 Chi na madi matal .idf.il ET SCAN Potential SSH Scan 1
173. 65. 67. 76 147.237.76. 31 Lhited Sates nakchal .idf.il ET SCAN Potential SSH Scan 1
50. 204. 188. 142 147.237.77. 121 Lhited Sates e navy.idf.il ET SCAN NVAP -f -sS 1
94. 102. 48. 195 147. 237.76. 30 Net her | ands hi nush. i df i | ET SCAN NMAP -sS wi ndow 1024 1
31.6.71.154 147.237.0. 16 Pol and ny- kosher -kravi .i df .i | ET SCAN NVAP -sS wi ndow 1024 1
87.68. 84. 68 147.237.77. 216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
79.177. 37. 241 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
79.174. 70. 237 147. 237.77. 227 Russi an Federation e. hanaz. i df .il ET SCAN Potential SSH Scan 1
1
1
1
1
1
1
1
1
1
1

209. 126. 116. 147 147.237.0. 16 Lhited Sates ny- kosher-kravi .idf . il ET SCAN NVAP -sS wi ndow 1024
185. 106. 94. 91 147. 237.76. 38 eeneitav.idf.il ET SCAN NMAP -sS wi ndow 1024
59. 45. 79. 117 147.237. 76. 86 Chi na navy.idf.il ET SCAN Potential SSH Scan

173. 65. 67. 76 147. 237.76. 39 Lhited Sates nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan

59. 45. 79. 117 147.237. 0. 200 Chi na . i df i | ET SCAN Potential SSH Scan

173. 65. 67. 76 147.237. 76. 34 Lhited Sates yohal an. i df .i | ET SCAN Potential SSH Scan

50. 204. 188. 142 147.237.77. 121 Lhited Sates e navy.idf.il ET SCAN NVAP -sS wi ndow 2048
37.142. 161. 215 147.237.72. 166 I srael akaidf.il portscan: TCP O stributed Portscan
87. 68. 248. 205 147.237.72. 166 I srael akaidf.il portscan: TCP O stributed Portscan
79.178. 129. 52 147, 237. 72. 166 I 'srael akaidf.il portscan: TCP O stributed Portscan
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country ‘Target Address |Ste Signature Acti on ‘Count
5.29. 25, 143 I sr ael 147.237.72. 166 |aka. i df . i Streaning Engi ne: TCP Invalid invalid segnent retransmssi on drop 94
Ret ransm ssi on Packet dropped.
100. 100. 95. 54 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 50
79.181.99.194 [ srael 147.237.76.42 |refuah.idf.il Bad TCP sequence mdrostvrsa:;”y wth different moni tor |50
66.249.81. 175 |lhited Sates |[147.237.77.233|atal .idf.il drop First packet isn't SN drop 39
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
209.95.44.178 [United Sates |147.237.72. 156 |anan.idf .i | Bad TCP sequence mdrc)?/tvrsacnaslmet wth dfferent moni tor (36
100. 100. 77. 33 147.237.72. 156 |anan.idf . il drop First packet isn't SYN drop 22
79.172.193.32  |Hungary 147. 237. 77. 216 |dover. i of . i | Streamng Engi ne: TCP | nvalid finvalid segnent retransnissi on, drop 14
Ret r ansni ssi on Packet dropped.
79.181.182. 125 |Israel 147.237. 72. 156 |anan. i of . i | Bad TCP sequence mdroitvrsac”;nlt vith different moni tor |14
79.178.2.15 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 12
100. 100. 119. 234 147. 237. 77. 216 |dover.i df .i | drop First packet isn't SWN drop 12
100. 100. 89. 239 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 12
185. 120. 126. 35 147.237.72. 166 |aka. i df . i Streaning Engi ne: TCP Invalid —invalid segnent retransmssi on drop 9
Ret r ansn ssi on Packet dropped.
46. 19. 85. 12 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 9
100. 100. 108. 24 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 8
66.249.67. 155 |Uited Sares |147.237. 76200 |eitan. aka ior i1 |2 €M NG Engine: TCP Invalid Jinvalid segnent retransnission drop 8
Ret ransm ssi on Packet dropped.
79.178.2.15 I srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Inval i d ACK nunber alert 7
37.58. 75. 46 Net her | ands 147.237.76.39 [nobil e. neitav.idf.i|dr op SAMrul e drop 6
46. 19. 85. 237 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
100. 100. 74. 185 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 6
37.58. 75. 46 Net her | ands 147.237.76.42 |refuah.idf.il drop SAMrul e drop 6
79.183.26.105 | srael 147. 237. 72. 166 |aka. i of . i Streaning Bngine: TCP Invalid invalid segnent retramsnission. | 6
Ret ransm ssi on Packet dropped.
79.180. 189. 183 |l srael 147. 237. 72. 166 |aka.i df . | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 6
37.26.146.237 |lIsrael 147.237.77. 216 |dover.i df . i | Bl ock HTTP Non Gonpl i ant Fail ed to handl e connection data  [noni tor 6
46. 19. 85. 147 I srael 147.237.77. 216 |dover. i of .i| Bad TCP sequence I'nval i d AGK nunber aert 6
213.57.138.223 |Israel 147. 237. 72. 166 |aka.i df . | SYN Att ack SYN -> SYN-ACK -> Ti meout alert 6
46. 19. 85. 147 I sr ael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence I'nval i d AGK nunber nonitor |6
79.178.144.34 |Israel 147.237.76.86 |navy.idf. il Streamng Engine: TCP Inval id —ivalid segnent retransmission. | o 6
Ret ransm ssi on Packet dropped.
213.57.138.223 |Israel 147. 237. 72. 166 |aka.i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
31.168. 92. 94 | sr ael 147. 237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 6
46.19. 85. 48 I srael 147.237.77. 216 [dover.idf . i Bad TCP sequence Inval i d ACK nunber alert 6
37.58. 75. 46 Net her | ands 147.237.76.30 |hinush.idf.il drop SAMrul e drop 6
79.178.201.88 | srael 147. 237. 72. 166 |aka. i o . i Streaning Bngine: TCP Invalid invalid segnent retramsnission. | 6
Ret ransm ssi on Packet dropped.
100. 100. 95. 54 147.237. 72. 156 |anan. i df . il drop First packet isn't SYN drop 6
77.125.98.99  |israel 147.237.72. 166 |aka. i df . i Streaning Engi ne: TCP Invalid —invalid segnent retransmssi on drop 6
Ret ransm ssi on Packet dropped.
213.57.138. 223 |Israel 147.237.72. 166 |aka. i df .| Bad TCP sequence mﬁsr;;ansmt wthdifferent | onitor o
85.250.74.163 I srael 147.237.77. 233 |atal i df .1 Bad TCP sequence mdrc)?/tvrsacnaslmet wth dfferent moni tor (6
46.19. 85. 48 I srael 147.237.77. 216 [dover.idf . i Bad TCP sequence Invalid ACK nunber noni t or 6
79.178.2. 15 | srael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SN drop 5
94.230.86.252 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor 5
46.19. 86. 48 I srael 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |noni t or 5
46. 19. 85. 46 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
79.178.2.15 | srael 147.237.72.166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
2.52. 54,181 I srael 147.237. 77. 216 |dover.i df .il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |monitor |5
2.52.175. 38 | sr ael 147.237.77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
79.178.2.15 I'srael 147.237.72. 166 |aka. i df .| Bad TCP sequence mﬁsr;;ansmt wth different |onitor |5
46. 19. 86. 238 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber noni t or 4
46. 19. 85. 210 I srael 147.237.77. 216 |dover. i of .i | Bad TCP sequence Inval i d AGK nunber noni t or 4
2.52.175. 38 I 'srael 147. 237. 77. 216 [dover.idf . i Bad TCP sequence Inval i d ACK nunber alert 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Country Target Address |Site Sgnature Action ‘Count
207.241. 226. 42 |Lhited Sates |147. 237. 76. 147 |chi nuch. aka. i df . i | Mil tipl e Unaut hori zed URL Access from 207.241. 226. 42 Bl ock 162
5.29. 25. 143 I srael 147.237.72. 166 |aka. i df . i | Aut omat ed Mul ner abi |ty Scanni ng B ock 108
85. 64. 89. 98 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 85. 64. 89. 98 B ock 7
87.68.17.163 |[Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to waw aka.idf.il/sip_storage/files/8/ Bl ock 5
e 12 150,15 s 237,07 |y e e o o ook
46. 19. 86. 45 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 4
54.94.178.193 |Razil 147.237.77. 176 |mat pash. i df . i | Dstributed PHP Attenpt B ock 3
46.19.85.147 |Israel 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 3
217.132.22. 215 |l srael 147.237.77. 216 |dover.i df . il Paraneter Type Mol ation SearchText in wanidf.il/1065-he/dover.aspx |B ock 2
164. 138. 114. 45 [l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka.idf.il/main/gi yus/ geneal . aspx B ock 2
54.244.22.103 |whited Sates|147.237.76. 147 |chi nuch. aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
79.178.98.98 |Israel 147.237.0.17 g;nlyl kosher-kravi.i 1\ hred Illegal Paraneter Encoding None 2
176.13.10.23 |Israel 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 2
79.180.39.44 |israel 147. 237.72. 166 |aka. i df . i | m“;ﬁ‘giidﬁeﬁlb‘:‘mfvcgie;'js/té’omrol o at ude A Bock |2
73.212.124. 204 |Whited Sates |147. 237. 77. 216 |dover . i df . i | Unaut hori zed URL Access to wwidf.il/aman B ock 2
204. 13. 200. 200 |Wi ted Sates [147. 237. 7. 216 |dover . i df . i | m:id?f’ti?‘; 1%"5‘;332;;?&%{2?_212” Bock |2
2.54.29.166 I'srael 147.237.72.156 [anan. i df . i | mu;::rr\.l iZ;‘d. |Llj7_m)¢icl(|:?17? ets(c))ur ces/ i mages/ f avi con/ f avi con. png Bl ock 2
79.183.26. 105 |Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock
54.94.178.193 |Bazil 147.237.77. 176 |nat pash. i df . i | Uhaut hori zed URL Access to www cogat . i df . il/index. php B ock
87. 68. 166. 104 |Israel 147.237.0.17 ;]cnlyl kosher - kravi . i Dstributed I11egal Paraneter Encoding None 2
37.142.202.22 |Israel 147.237.77. 176 |nat pash. i df . i | O stributed Uhaut hori zed URL Access on waw cogat.idf.il/xmrpc. php |B ock 1
Unknown Par anet er
85. 65. 176. 168 |l srael 147.237.72. 166 |aka. i df . i | ct100%$ct | 00$cphMai n$TochenP! aceHol der $bt nAt udaBack i n None 1
wawe aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
66.249. 75. 102 |l srael 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to waw navy. i df.il/navy/ navy/ terns. aspx B ock 1
142.0.132.44 |wited Sates|147. 237. 77. 216 |dover. i df . i | mult Qfo_ri' fffszﬁ_erﬁcscr?;rseg/zser cont ol s/ header upper Bl ock 1
5.28.172.180 |[lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
84.108. 46. 127 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
207.241.226. 42 |Lhited Sates[147.237.72. 166 |aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 1
79.182.11. 227 |[Israel 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
185. 120. 125. 45 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
52.29.95.104 |thited Sates|147.237.76.42 |refuah.idf.il PHP At t enpt B ock 1
95. 86. 114. 127 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka.idf.il/mnain/ B ock 1
Mal f or med URL
46.19.85.46  |Israel 147.237.77. 216 |dover . i df . i | _pk_i d. 20. 8af c=292f 111f 6ealef bf . 1438797224. 2. 1438809722. 14387 |B ock 1
97224, ;
86.104. 162. 55 |Romani a 147.237.76. 147 |chi nuch. aka. i df . i | PHP At t enpt B ock 1
Unhaut hori zed URL Access to
8.37.70.135 Uhited Sates|147.237.77.216|dover.idf.il www i df . i |/ 1153- he/ dover . aspx&usg=al kj r hj al ntbsy_9t 1nu54hs87p6y |B ock 1
hOt 4w
84.228.67.44 |Israel 147.237.72. 166 |aka. i df . i | thrigezj/ i?’;gee;ﬁd:ng'gggcetlzzganckﬁ f/ nai v/ kapat 2/ res Bl ock 1
208. 184. 112. 74 |Uited Sates |147. 237. 77. 216 |dover. i df .i | D stri uted lfﬁgfggzgi?ﬂeﬁﬁc_fpzn Bock |1
66.249.66.75 |Israel 147.237.72. 166 |aka. i df . i | mngkv‘g ipdafr.amtrzi nr}cg—i'y?ﬁgezgr;]n. aspx None 1
157.55.39.17 |lhited Sates [147. 237. 77. 216|dover.i df .i | Ml tiple Unauthorized URL Access from 157.55. 39. 17 B ock 1
2.54.179. 95 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
80. 246. 136. 102 |l srael 147.237.72.166|aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS Attack None 1
197. 38. 114. 43 |Egypt 147.237.77. 176 |nat pash. i df . i | Uhaut hori zed URL Access to www cogat . idf.il/xmrpc. php B ock 1
109. 67. 149. 250 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
46.19.86.233 |Israel 147.237.72.166|aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS Attack None 1
87.69.55.159  [Israel 147.237.72. 166 |aka. i df . i | m“;::ri' d?f:?l }wn;jhr?/dsaﬁ/frgéi trati onvi zar d st ep. aspx Bl ock 1
180. 76. 15. 139 |Chi na 147.237.72. 156 |aman. i df . i | Lhaut hori zed URL Access to list.ips.gov.il/list5 htm B ock
66.249. 81. 212 |[Israel 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to waw i df.il/aman B ock 1
17612, 150. 115 [l srael 147.237.0. 47 g]]‘.niyl- cosher-kravi- | Irrlllrrff?i]ositaerrajjﬁ:\:i Elngfod: In?a;r:;(/ic?eat ecapt chai mage. aspx None !
40.77.167.14 |Uhited Sates|147.237. 76. 147 |chi nuch. aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 40. 77. 167. 14 B ock 1
85. 65. 200. 220 |Israel 147.237.72. 166 [aka. i df . i | Lhtraceabl e SI. Sessi ons: si gal gs DoS Attack None 1
217.132.54.93 |[lIsrael 147.237.77. 226 :‘AM:AII chanat z. aka. i d Distributed PHP Attenpt B ock 1
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