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Top Attackers

M dover.idf.il
Meitan aka. idf.il
M aka.idf.il
M nadi matal .idf.il
M anan.idf.il
M navy.idf.il
[ atal.idf.il
M tikshuv.idf.il

i shurimaka.idf.i
M nat pash. i df . i |

M 167. 114. 156. 16
46.19. 85. 104
I 46.19.86.4
46.117. 103. 25
Il 46. 19. 85. 130
M 79. 182.98. 135
[ 2.52.135. 231
M 213.8.204.8
100. 100. 0. 141
M 176. 12. 143. 77
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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - reset 3426

66. 249. 64. 181 | srael 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 11
37.26. 148. 208 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6

84. 109. 130. 231 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 4
112.198. 79. 54 Phi | i ppi nes 147.237.76. 199 e.nakchal .idf.il|Block Np Al Net drop 1

146. 185. 239. 100 Russi an Federation 147.237.77. 235 svivaidf.il bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Addr ess

|Site

‘Sgnature

Devi ce Action ‘Count |

106. 38.241.106  [China 147.237.77.170 |mmarachot.idf.il |Cl03: HITP. User Agent Sogou+web+spi der B ock 1
195.154. 188.28  |France 147.237.77.216 |dover.idf.il 9221: HTTP. PUT Method Execution over HTTP/ VbDAV B ock 1
195. 154. 188. 224 |France 147.237.77.216 |dover.idf.il 9221: HTTP. PUT Method Execution over HTTP/ VbDAV Bl ock 1
195.154.211.20  |France 147.237.77.216 |dover.idf.il 9221: HITP. PUT Method Execution over HTTP/ WbDAV Bl ock 1




12-01-2015-20:04:00 to 12-01-2015-21:04:00

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

66. 249. 66. 28 147.237.77. 216 |hited Sates [dover.idf.il ET SCAN NVAP -sA (2) 2
195. 154. 211. 20 [147.237. 77. 216 |France dover.idf.il SERER 1S mul tipl e extensi on code execution attenpt 2
195. 154. 211. 20 [147.237.77. 216 |France dover.idf.il LOCAL RUES - Request with the string install.phpinit 2
195. 154. 188. 28 [147.237.77. 216 |France dover.idf.il LOCAL RULES - Request with the string install.phpinit 2
31.6.71. 154 147. 237. 77. 216 |Fol and dover.idf.il ET SCAN NVAP -sS w ndow 1024 2
105 154, 211. 20 |147. 237, 77. 216 lFrance dover i df il SFRER IS Mcrosoft Wndows |1S 6 mul tipl e execut abl e ext ensi on 5
access attenpt
ET VBB SERVER Possi bl e Mcrosoft Internet |Infornati on Services
195. 154. 211. 20 [147.237. 77. 216 |France dover.idf.il (IS .asp FHlenane Extension Parsing FHle Wl oad Security Bypass |2
Attenpt (asp)
195. 154. 188. 28 [147.237.77. 216 |France dover.idf.il SERVER WEBAPP phpt est . php access 2
195, 154. 188, 28 |147. 237. 77 216 |France dover i df il SRER IS Mcrosoft Wndows |1S 6 mul tipl e executabl e ext ensi on 5
access attenpt
209. 126. 116. 147|147.237. 0. 200 |Wited Sates |mu.idf.il ET SCAN NVAP -sS wi ndow 1024 1
176. 13. 13. 29 147.237.77. 216 (I srael dover.idf.il portscan: TCP D stributed Portscan 1
51.254.46.129 |147.237.0.16 LKJ?i;:gom ny-kosher-kravi.idf.il |[ET SCAN NMVAP -sS w ndow 1024 1
198. 20. 69. 98 147.237.76. 176 |Lnited Sates [test. ncore.idf il ET DRCP DBshi el d B ock Listed Source 1
159. 147. 148. 28 |147.237. 76. 196 [Sai n e svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
31.168.125. 73  [147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
131.109. 15. 2 147.237.77. 212 |Wnited Sates |e. dover.idf.il ET SCAN NVAP -sS w ndow 3072 1
2.54.18.66 147.237. 72. 166 |I srael aka idf.il portscan: TCP Distributed Portscan 1
109. 67.212. 33  |147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
195. 154. 188. 224(147. 237. 77. 216 |France dover.idf.il SRVER IS mltiple extensi on code execution attenpt 1
85. 65. 71. 43 147.237. 72. 166 |I srael aka idf.il portscan: TCP Distributed Portscan 1
ET VB SERVER Possi bl e Mcrosoft Internet Information Services
195. 154. 188. 224(147. 237. 77. 216 |France dover.idf.il (1S .asp Hlenane Extension Parsing Hle Wl oad Security Bypass |1
Attenpt (asp)
84.229. 38. 14 147.237.77. 216 |I srael dover.idf.il portscan: TCP Distributed Portscan 1
105. 154, 188. 188|147, 237 77. 216 |France dover i df il SFRER IS Mcrosoft Wndows 11S 6 mul tipl e execut abl e ext ensi on 1
access attenpt
79.177.214. 130 |147.237.77.216|Israel dover.idf.il portscan: TCP D stributed Portscan 1
195. 154. 188. 28 [147.237. 77. 216 |France dover.idf.il SERER 1S mul tipl e extensi on code execution attenpt 1
71.177.22.76 147.237.77.234|thited Sates |hal ag.idf.il ET SCAN NVAP -sS wi ndow 3072 1
209. 126. 116. 147|147. 237. 76. 147 |Uhited S ates |chi nuch. aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
66. 66. 18. 81 147.237.72. 166 |Lhited Sates [aka. idf.il portscan: TCP Distributed Portscan 1
207. 219. 231. 226|147. 237. 76. 198 |Canada e.yohal an.idf.il ET SCAN NVAP -sS w ndow 4096 1
176. 13. 3. 100 147.237.72. 166 I srael aka. idf.il portscan: TCP D stributed Portscan 1
46. 19. 85. 130 147.237. 72. 166 |I srael aka. idf.il portscan: TCP Distributed Portscan 1
195. 154. 211. 20 |147.237. 77. 216 |France dover.idf.il SERVER- WEBAPP phpt est . php access 1
131. 109. 15. 2 147.237.77. 212 |United Sates |e. dover.idf.il ET SCAN NVAP -sS w ndow 4096 1
128.199. 255. 85 |147.237.77.74 |9 ngapore lawidf.il ET DRCP Sparhaus DRCP Listed Traffic | nbound 1
109. 67. 25. 231  |147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
105, 154 188, 224|147 237 77. 216 |Fr ance dover i df il SFRER IS Mcrosoft Wndows |1S 6 mul tipl e executabl e ext ensi on 1
access attenpt
85. 64. 88. 170 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
195. 154. 188. 188(147. 237. 77. 216 |France dover.idf.il SERVER WEBAPP phpt est . php access 1
79.180. 182. 3 147.237. 72. 166 |I srael aka idf.il portscan: TCP Distributed Portscan 1
213.57.50. 73 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
79.176. 1. 54 147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
Sreanming Engine: TCP Invalid i i SSi
46.19.85.104  |Israel 147. 237. 76. 200 |ei tan. aka. i df .| 9 =g nvalid segnent retransmssi on. drop 567
Ret r ansni ssi on Packet dropped.
46. 19. 85. 130 I srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Inval i d ACK nunber noni t or 42
79.182.98.135 [Israel 147. 237. 72. 156 |anan. i of . | Bad TCP sequence S retransmt wth different moni tor |38
wi ndow scal e
s SN retransmit wth different .
213.8.204.8 I srael 147.237.72. 156 |anan. i df .i | Bad TCP sequence i ndow scal e noni t or 34
100. 100. 0. 141 147.237.72. 166 |aka.i df .i | drop First packet isn't SN drop 32
41.33.231. 90 Egypt 147.237. 77. 216 |dover.idf .i | drop SAMrule drop 30
100. 100. 77. 33 147.237.72. 156 |anan.idf . il drop First packet isn't SYN drop 24
100. 100. 111. 80 147.237.72. 166 |aka.i df .i | drop First packet isn't SN drop 22
2.52.135.231 I srael 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 21
188. 139. 253. 108 z:)'u‘a”ifab 147.237.77.176 |natpash.idf.il  [Bad TCP sequence Invalid ACGK nunber monitor |21
100. 100. 120. 6 147.237.72.166 |aka.idf .il dr op Frst packet isn't SN drop 18
206.190.141.92 [tnited Sates  [147. 237. 72. 156 |aman.i il Bad TCP sequence SN retransmt wih different moni tor |17
w ndow scal e
176.12.143.77 |lIsrael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber noni t or 16
176. 13. 3. 105 | srael 147. 237. 77. 216 |dover . i df .i | Bl ock HTTP Non Conpl i ant Failed to hand e connection data  [monitor |16
176.12.143.77 |lIsrael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber alert 15
100. 100. 105. 73 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
2.54.151.62 I srael 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 12
Sreanming Engine: TCP Invalid i i ssi
66.249.75.94  |lWited Sates |147.237.76.86 |navy.idf.il 9 =9 nvalid segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dr opped.
5.102.254.128 |Israel 147.237.77. 170 |naarachot .i df .i| |Bad TCP sequence Inval i d AGK nunber noni t or 10
46. 19. 85. 40 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10
Sreanming Engine: TCP Invalid i i ssi
109. 160. 244. 60 | srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 9
Ret ransni ssi on Packet dropped.
2.54.174.13 I srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
213.57.137.3 | srael 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN ACK -> Ti meout rej ect 8
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
46. 19. 85. 66 I srael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
46. 19. 85. 123 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence I'nval i d AGK nunber alert 6
113.161. 87. 116 |V et nam 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nunber noni t or 6
185. 3. 146. 144 |l srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d AGK nunber noni t or 6
Sreaming Engine: TCP Invalid i i ssi
84.228.19.172 |Israel 147.237.72. 166 |aka i df . 9 =9 nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
66.249.66.61  |United Sates |147.237.72. 166 |aka i f il 9 =g Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
109.64.14.94  |israel 147.237.72. 166 |aka i df . 9 =9 nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
46.19. 85. 123 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber noni t or 6
46. 19. 85. 139 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber aert 6
94.230. 86.222 |[Israel 147.237. 72. 166 |aka.idf . il Bad TCP sequence Inval i d ACK nunber noni t or 6
46.19. 86. 21 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d ACK nunber noni t or 6
5.102.206.212 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or 6
84.229.82.224 |lIsrael 147.237. 72. 156 |anan.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 6
Sreanming Engine: TCP Invalid i i SSi
79.176.105. 132 |Israel 147.237.72. 166 |aka. i df .| 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
2.54.177.143  |Israel 147.237.72. 166 |aka. i df . 9 =9 nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
46.19.85. 71 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d ACK nunber alert 6
Sreaning Engine: TCP Invalid i i ssi
79.180. 217. 116 |Israel 147.237.72. 166 |aka i f .11 9 =9 Inval id segnent retransmssion. 6
Ret r ansni ssi on Packet dropped.
46.19. 85. 24 I srael 147. 237. 77. 216 [dover.i df .i | Bad TCP sequence Inval i d ACK nunber alert
46. 19. 85. 139 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
173.252.89.52 |lhited Sates 147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SYN drop
84.229.82.224 [israel 147.237. 72. 156 |anan.i df . | Bad TCP sequence SNAQC retransmt with different | onitor 6
w ndow scal e
Sreaning Engine: TCP Invalid i i ssi
79. 176. 203. 138 I srael 147.237.72. 166 |aka i f .11 9 =9 Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dropped.
173.252.89.57 |lhited Sates 147.237.0.34  |tikshuv.idf.il drop First packet isn't SN drop 6
46.19.85. 71 I srael 147.237.77. 216 |dover.idf i Bad TCP sequence Inval i d ACGK nunber noni t or 6
46.19. 85. 24 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence I'nval i d AGK nunber noni t or 6
46.19.86.225  [israel 147.237.76.86 |navy.idf.il B ock HTTP Non Conpl i ant Failed to hand e connection data  [monitor |6
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
46.19.86.4 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode Bl ock 114
46. 19. 85. 104 I srael 147.237.76.200|ei tan. aka.i df . il Dstributed Too Many of the Sane Response Code (404) B ock 84
46.19. 86. 4 I srael 147.237.0.19 |nadimatal .idf.il Zgolgmg%(j the Sane Response Code (404) in Session from Bl ock 79
46.117.103.25 |[Israel 147.237.76.200|ei tan. aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 43
2.54.151. 62 I srael 147.237.0.19 [madi matal .idf.il D stributed Suspici ous Response Code B ock 5
46.19. 86. 4 I srael 147.237.0.19 |nadimatal .idf.il Too My of the Sane Response Code (403) in Session from Bl ock 4
46. 19. 86. 4
- kosher - kravi . i df . i i
79.180. 177. 18 | srael 147.237.0. 16 ny Par anet er Type_ \/1 ol gtl on Mast er$C0pt ent PI_aceH)I der 1$password in B ock 3
il ny- kosher-kravi . idf.il/tenpl ates/| ogi n/| ogi n. aspx
79.182.53.191 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
103.11.55.116 |Australia 147.237.77. 216 |dover . i df . i | Dstributed PHP Attenpt B ock
. . . Unhaut hori zed URL Access to
46.200.25.194  [Lkraine 147.237.72. 166 [aka. i df . i | waw aka. i df.il/iturinmiresources/inages/ body/ i nages/ nai n.j pg Bl ock 3
103. 11. 55. 116 Australia 147.237.77. 216 |dover. i df . i | Unaut hori zed URL Access to waw i df.il/index. php B ock 2
] . - D stributed Lhaut hori zed URL Access on
204.13.200. 200 |thited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 2
’ . . D stributed Unauthori zed URL Access on
208.184.112. 75 |Lhited Sates [147.237.77.216|dover.idf.il v i df i | / 1133- 22638- he/ dover . aspx. B ock 2
66. 249. 66. 61 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
46.117.83.215 |Israel 147.237.0.19 |[madi matal .idf.il Distributed Suspici ous Response Code B ock 2
79.182.111. 73  |Israel 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
84.94.92. 154 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 2
77.237.154. 221 gpeuzri . 147.237.77.19 |lawforumidf.il Unaut hori zed LRL Access to / B ock 1
207.232.28.184 |lIsrael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in URL from207.232.28.184 B ock 1
. - Unknown HTTP Request Met hod
46.19. 85. 161 I srael 147.237.77. 216 |dover. i df .i | abe. 1425463069, 3. 1442566652, 1442566652. i n URL B ock 1
37.26.146.226 |lsrael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
87.69.229.180 |[Israel 147.237.72. 166 |aka. i df . i | SSL Untraceabl e QGonnection - Unknown SSL Sessi on None 1
. . Unhaut hori zed URL Access to
66.249.66.40  |Israel 147.237.77. 216 [dover. i df . il 147.237. 77, 216/ 1133- 20752- he/ i df gdover . aspx B ock 1
176.240.79.29 |Turkey 147.237.77. 216 |dover.i df .i | Distributed Unauthorized URL Access on v i df .il/xmrpc. php Bl ock 1
. - D stributed Lhaut hori zed URL Access on
5.22.131.114 I srael 147.237.77. 216 |dover. i df . i | ww i of i1/t tps: /vew i df i1/ B ock 1
84.108.32.126 |lsrael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
59.152.106. 34 |Bangl adesh  [147.237.77.74 |lawidf.il Dstributed PHP Attenpt B ock 1
149. 78. 163. 150 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None
. . Unaut hori zed URL Access to
46. 19. 86. 123 I srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 2341 i nages/ shar ed/ bul | et 1. g f Bl ock 1
109. 65. 155. 175 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
46.19. 85. 110 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
103.11.55. 116 |Australia 147.237.77.216|dover. i df .i | Adnin B ocki ng B ock 1
68. 180. 230. 244 |Wnited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ robot s. t xt B ock 1
66.249.66.10  |[Israel 147. 237.77. 216 |dover . i df . i | Wnauthori zed URL Access to Bock |1
wwy i df . i | /i df/consol e/ search resour ces. aspx
176.12.138. 214 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Atack None 1
5.102. 206.212 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
84.111. 180. 189 |Israel 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
2.52.8.199 I srael 147.237.77. 216 |dover . i df . i | Untraceabl e SSL Sessi ons: (Qpen Mvde None 1
79.183.13.219 [Israel 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to waw idf.il/https: /v idf.il/ B ock 1
46.121.91. 29 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
. www. chanat z. aka. i d .
123. 152. 143. 110|Chi na 147.237.77. 226 fil Unaut hori zed URL Access to 147.237.77. 226/ B ock 1
79.176.1.54 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
; . ] D stributed Lhaut hori zed URL Access on
107.178.194.83 |[lhited Sates [147.237.77.216 [dover.idf.il v i df i | / 1133 22638- hel dover . aspx. Bl ock 1
37.26.147.154 |[israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
87.69.229.180 |lsrael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
185. 32.179. 249 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
5.22.131.121 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
84.108.118.76 |lsrael 147.237.72. 156 |anan. i df . i | SSL Uhtraceabl e Connection - (pen Mde None 1
59.152.106. 34 |Bangl adesh  [147.237.77.74 |lawidf.il Uhaut hori zed URL Access to vww | aw i df.il/xmrpc. php B ock 1
149.88.2.146  |israel 147.237.77. 216 |dover . i df . i | Distributed thauthorized U Access on B ock 1
v i df i |/ https: /wwidf.il/
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