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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS5- Tool - Swi t chbl adG dest - r eset 3567
81.218. 241. 26 | srael 147.237.72. 166 aka. idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 97

146. 185. 239. 100 Russi an Federation 147.237.72. 167 ishurimaka.idf.il |bl ock-sp-trafl dr op 1

192. 3. 170. 124 Lhited Sates 147. 237.76. 44 e.refuah.idf.il Block Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

|Signature

195. 34. 150. 18 147.237.77.216 Austria dover.idf.il Tehila - Perl LW with fake user agent 3
66. 249. 64. 181 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sA (2) 2
84. 109. 240. 212 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
81.218. 185. 167 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
212.199. 218. 214 147.237.77.216 I srael dover.idf.il portscan: TGP DO stributed Portscan 1
209. 126. 116. 147 147.237.76. 31 Lhited Sates nakchal .i df . il ET SCAN Potential SSH Scan 1
176. 12. 141. 185 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
109. 64. 25. 204 147.237.77.216 I srael dover.idf.il portscan: TGP DO stributed Portscan 1
84.109. 206. 19 147. 237. 72. 166 I 'srael aka idf.il portscan: TCP D stributed Portscan 1
209. 126. 116. 147 147.237.76. 34 Lhited Sates yohal an. i df . i ET SCAN Potential SSH Scan 1
167. 114. 156. 16 147.237.77.216 Canada dover.idf.il portscan: TGP DO stributed Portscan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address ‘ dte

‘Signature

Country

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

2.54.14. 202 I srael 147. 237.76. 200 |ei tan. aka. i df . i Ret r ansm ssi on Packet dr opped. drop 429
212.235.98. 139 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 73
2.52.146. 46 I srael 147.237.77.74 |lawidf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 63
100. 100. 121. 93 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 35
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 26
100. 100. 87. 240 147.237.72. 166 |aka. i df i drop First packet isn't SWN drop 25
100. 100. 77. 33 147.237. 72. 156 |anan. i df . il dr op First packet isn't SN drop 23
93.172. 25. 53 | srael 147.237.72. 166 |aka. i df i SYN At tack SYN -> SYN-ACK -> RST rej ect 22
192. 114. 105. 254 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 18
176.13.14.213 |lIsrael 147.237.77. 216 |dover.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 18
46. 19. 85. 49 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 17
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 17
79.176. 198. 68 | srael 147.237. 72. 156 |anan. i df . il dr op First packet isn't SN drop 16
100. 100. 1. 138 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 13
46. 19. 85. 235 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 12
37.26.149.171 | srael 147, 237, 76. 200 |ei tan. aka. i of o | SAM NG Engine: TP Invalid Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dropped.
46. 19. 86. 167 I 'srael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Inval id ACK nunber noni t or 12
2.52.146. 46 | srael 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d sequence nunier noni t or 12
2.52.146. 46 | srael 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 12
46.19. 85. 122 I 'srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval id ACK nunber alert 12
46. 19. 85. 104 I srael 147.237.77. 216 [dover.idf.il [Bad TCP sequence Inval i d ACK nunber aert 12
46. 19. 85. 235 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 12
46.19. 85. 122 I 'srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 12
77.125.145.18  |israel 147, 237. 76. 200 |e tan. aka. i o || Com NG Engi ne: TGP Tnval i d vl i d segnent retransmssi on drop 12
Ret r ansni ssi on Packet dropped.
2.52.146. 46 I srael 147.237.77.74 |[lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 12
46. 19. 85. 104 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 12
2.54.60. 172 I srael 147.237.72. 156 laman.idf.il  |SYN At tack SYN -> SYN-ACK -> RST rej ect 11
62. 0. 197. 205 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 11
176.13.3.126  [Israel 147.237.77.233|atal .idf.il  |Bad TCP sequence i;;e”a”s”“ with different wndow| oivor 10
46. 19. 85. 50 I srael 147.237.77. 216 |dover.idf.il |drop SAMrule drop 10
109.65.52.192 | srael 147.237. 72, 166 joka i cr 11 || €M ng Engine: TCP Invalid nvalid segnent retransnssion. drop 9
Ret r ansni ssi on Packet dropped.
37.26.147.198 | srael 147,237, 72. 166 |akaior.i |2 SAM NG Engine: TCP Invalid Invalid segnent retransmssion. drop 9
Ret r ansni ssi on Packet dropped.
2.54.140. 17 I'srael 147.237. 72, 166 joka i cr 11 || €M ng Engine: TCP Invalid nvalid segnent retransnssion. drop 9
Ret r ansni ssi on Packet dropped.
46.19. 85. 49 I srael 147.237.77. 216 |dover.idf.il [Bad TCP sequence Inval i d ACK nunber aert 9
213.57.130. 162 |lsrael 147.237.77.216 |dover.idf.il |SYN At ack SYN -> SYN-ACK -> Ti meout rej ect 8
46. 19. 85. 138 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 8
2.52.146. 46 I srael 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber aert 8
66.249.66.61  |Uited Sares |147.237.72. 166 |akaidr.il || camng Engine: TCP Invalid Invalid segnent retransission drop 8
Ret r ansni ssi on Packet dr opped.
46.19. 85. 145 I srael 147.237.77. 216 [dover.idf.il [Bad TCP sequence Inval i d ACK nunber aert 7
81.218.241.26 |lsrael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SYN drop 7
100. 100. 56. 63 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 7
79.181.190.90 |[Israel 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 6
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 6
46.19. 85. 124 I 'srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval id ACK nunber alert 6
46. 19. 85. 201 I srael 147.237.77. 216 [dover.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 6
46. 19. 85. 64 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 6
79.181.134.35 |israel 147.237. 72, 166 joka i 11 || €M ng Engine: TCP Invalid Invalid segnent retransnssion. drop 6
Ret r ansni ssi on Packet dropped.
176. 106. 227. 216 I sr ael 147, 237, 76. 200 |ei tan. aka. i of {2 | SAM NG Engine: TP Invalid Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
46.19. 85. 132 I 'srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval id ACK nunber noni t or
46.19. 85. 116 I srael 147.237.77. 216 [dover.idf.il [Bad TCP sequence Inval i d ACK nunber aert 6
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|Top Attackers In V\AF|

Attacker Address

A tacker

Target Address

Site

Sgnature

Devi ce

‘Count

Country Action
85.65.63.136 | srael 147.237.0.19 |nadi matal .idf.il ;g%“;%"slolfgéhe Sane Response Cbde (404) in Session from Bock  [176
85. 65. 63. 136 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code Bl ock 112
2.54.24.122 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 77
85. 65. 63. 136 | srael 147.237.0.19 |madimatal .idf.il 22?6?%2,0I3(;he Sane Response (ode (403) in Session from B ock 54
80. 246. 133. 220 |[Israel 147.237.76.200(ei tan. aka. i df . il Dstributed Too Many of the Sane Response Code (404) Bl ock 41
176. 106. 227. 216 |1 srael 147.237.76.200|ei tan. aka. i df . il Dstributed Too Many of the Sane Response Code (404) B ock 39
2.54.14. 202 | srael 147.237.76. 200 |ei t an. aka. i df . i | ?g:"ﬂ Zogzthe Sane Response Qode (404) in Session from Bock |38
37.26.148.181 |[Israel 147.237.72. 156 [aman. i df . i | Suspi ci ous Response Code Bl ock 14
46.19. 86. 57 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code Bl ock 9
2.52.179. 23 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code Bl ock 9
176.13.0. 114 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Qode Bl ock 6
176.12. 136. 234 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 6
66. 249. 66. 25 I srael 147.237.77.216|dover.idf .il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 5
168. 61. 42. 209 |Uhited Sates|147.237.77. 216|dover.idf .il Paraneter Type Molation IDin wwidf.il/1294-en/ dover. aspx Bl ock 5
212.179.21. 194 I srael 147.237.77. 216 [dover . i df . i | V\L;:\zuit (:]fo.riI Izlidenﬁtﬁjii;tegl user cont r ol s/ pronot i oncube/ Bl ock 4
195, 62. 28. 15 LK!iﬂr:gegom 147.237.72. 166 |aka. i df . i | PHP At t enpt Bock |3
66. 249. 66. 61 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 3
85. 250. 97. 59 I srael 147.237.0.19 |[nadimatal .idf.il Suspi ci ous Response Code Bl ock 3
176.13.10. 167 |l srael 147.237.0.19 |nmadimatal .idf.il D stributed Suspici ous Response Qode Bl ock 3
46.117. 48. 63 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to v aka.idf.il/ufi/reaction/ B ock 3
176.13.11. 41 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code Bl ock 3
77.125.75.129 |[israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/sip storage/files/4/ Bl ock 3
176.12.142. 210 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e S3. Sessi ons: sigal gs DoS Attack None 3
194. 100. 58. 154 |Fnl and 147.237.72. 166 [aka. i df . i | Dstributed PHP At tenpt Bl ock 3
176. 13. 10. 23 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 2
194. 100. 58. 154 |Fnl and 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/index. php B ock 2
195. 62. 28. 15 LKTi;gegom 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/index. php B ock 2
83. 37. 210. 47 Spai n 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to ww i df.il/anman B ock
77.125.75.129 |Israel 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 77. 125, 75. 129 B ock
194. 100. 58. 154 |Fnland 147.237.72. 166 [aka. i df . i | Ostributed Admin B ocki ng Bl ock
37.26.146.205 |Israel 147.237.77. 234|hal ag. i df . i | mﬂtohg?rs't |Z<e:g R Reeese L o > storage Bock |2
46.120.99.216 |Israel 147.237.72. 166 |aka. i df . i | m“;:giidzf?lﬁ‘mﬁf;f;jslté’omd o at udel A Bock |2
176.13.0.167  [Israel 147.237.0.17 g;nlyl kosher -kravi .| Dstributed I11egal Paraneter Encoding None 2
46.19. 85. 136 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 2
77.127.52.228 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
176.12. 143. 204 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
41.36.174.122  |Egypt 147.237.77. 176 |nat pash. i df . i | Uhaut hori zed URL Access to www cogat . idf.il/xmrpc. php Bl ock 1
93.173.161. 104 |[Israel 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
37.26.147.234 |lsrael 147.237.72.166|aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs DoS Attack None 1
195. 62. 28. 15 LKTi;gegom 147.237.72. 166 |aka. i df . i | Mil tiple Unaut hori zed URL Access from 195, 62. 28. 15 B ock 1
66.249.66.43  Israel 147. 237.77. 216 |dover . i df . i | e o e et e/ dover . aspx Hock |1

Unaut hori zed URL Access to
164. 138. 113. 248|I srael 147.237.77. 216 |dover.idf.i |l waw, i df . i | / &sa=u&ved=0ahukew vznabj r vj ahxgt hgkhsxvcnqqf ggnmaa |B ock 1
&usg=af gqj cnhcdsh5r yhkeugapx! dsq7f owj wnw
46. 120. 206. 152 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
109. 67. 168. 165 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waww aka. idf.il/xmrpc. php B ock 1
2.54.27.161 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
80. 246. 137. 188 |[lIsrael 147.237.72. 166 [aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
185. 120. 126. 44 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
46.19. 85. 34 I srael 147.237.72.167|i shurimaka. i df .i | Untraceabl e SSL Sessi ons: Lhknown SSL Sessi on None 1
107.178.194. 83 |Uited Sates [147. 237. 77. 216|dover.i df .i | Unhaut hori zed URL Access to waw i df.il/1133-22638- he/ dover. aspx. |B ock 1
79.178.61.126 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs DoS At ack None 1

12-01-2015-18:04:06 to 12-01-2015-19:04:06




