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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site |Signature Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3248
66. 249. 66. 75 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 2959
198. 20. 99. 130 Net her | ands 147.237.76. 30 hinush.idf.il |TQP Scan (vertical) drop 133
66. 249. 64. 181 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 56
198. 20. 99. 130 Net her | ands 147.237.76. 30 hi nush. i df .i | Bl ock Wp Al Nets drop 6
79.178. 108. 146 | srael 147.237.77. 216 dover.idf.il Bl ock_Up Al _Nets drop 6

80. 246. 137. 222 | srael 147.237. 72. 166 aka.idf.il Invalid TGP H ags drop 6
198. 20. 99. 130 Net her | ands 147.237.76. 30 hi nush. i df . i | B ock_Udp All _Nets_Con_Limt drop 5
198. 20. 99. 130 Net her | ands 147.237.76. 30 hinush.idf.il |JLM Under Attack Con Tcp drop 2
71.6.165. 200 Lhited Sates 147.237.76. 197 e hinush.idf.il [B ock Udp All Nets drop 1

89. 163. 140. 142 Ger nany 147. 237. 76. 201 e atal .idf.il B ock_Udp Al Nets drop 1
93.174.93. 151 Net her | ands 147. 237. 76. 202 e halag.idf.il |Bock Ulp All Nets drop 1

82. 80. 162. 39 | srael 147.237.77. 216 dover.idf.il Bl ock_UWp Al _Nets drop 1
198. 20. 99. 130 Net her | ands 147.237.76. 30 hi nush. i df . i | B ock Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
80, 250. 148. 225|147 237 77 233 |1 1 ael atal idh il ET DOB5 Large anount of TCP ZeroVWndow - Possible Nkiller2 5
DDos attack
91. 201. 236. 113 |147. 237.76.86 |lkrai ne navy. i df.il ET SCAN NVAP -sS w ndow 1024 1
72.222.110.28 |147.237.77.216|Wited Sates  |dover.idf.il portscan: TQP D stributed Portscan 1
222.124.109. 131|147. 237. 77. 216 |I ndonesi a dover.idf.il ET SCAN Potential SSH Scan 1
2.54.158. 11 147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
222.124.109. 131|147. 237. 76. 31 |l ndonesi a nakchal .i df.il ET SCAN Potential SSH Scan 1
222.124.109. 131|147. 237. 72. 167 |I ndonesi a i shurimaka.idf.il ET SCAN Potential SSH Scan 1
209. 126. 116. 147|147.237.76.38 |lnited Sates |e.e.neitav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
98.119. 105. 221 |147.237.72.217 |Uhited Sates |e.idf.il ET SCAN NVAP -sS wi ndow 4096 1
94.102.48.195 |147.237.0.16 |Netherlands ny- kosher-kravi . i df . il ET SCAN NVAP -sS wi ndow 1024 1
85.64.67.249  |147.237.77. 216 |Israel dover.idf.il portscan: TCP DO stributed Portscan 1
79.118.11. 140 |147.237.77. 216 |Romani a dover.idf.il portscan: TCQP D stributed Portscan 1
31.154.89.108 |[147.237.72. 156 |l srael anan. i df .| portscan: TCP D stributed Portscan 1
222.124.109. 131|147. 237. 77. 170 |I ndonesi a naar achot . i df . i | ET SCAN Potential SSH Scan 1
222.124.109. 131|147. 237. 72. 217 | ndonesi a eidf.il ET SCAN Potential SSH Scan 1
209. 126. 116. 147(147. 237. 76. 196 [Lhited Sates [e.svivaidf.il ET SCAN NMVAP -sS w ndow 1024 1
94.102.48.195 |147.237.0.17 |Netherlands mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address étuiikre; Target Address ‘S te ‘Si gnature z\t/ii (;i
41.33.231.90  |Egypt 147.237.77. 216 |dover.i df .il |dr op SAMrul e drop 32
213.57.131. 247 |lsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti nmeout alert 28
213.57. 131. 247 |lsrael 147.237.72. 166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect 28
100. 100. 120. 227 147.237. 72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 22
85.65.79.222  [Israel 147.237.76.42 |refuah.idf.i1[Bad TOP sequence n ;e”a”sm't weh different wndow | oior |17
100. 100. 77. 33 147.237.72. 156 |aman.idf.il [dr op First packet isn't SN drop 16
82. 80. 175. 97 | srael 147.237.72. 166 |aka. i df .i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 14
80. 250. 148. 225 |l srael 147.237.77.233(atal .idf.il |[Bad TCP sequence Inval i d ACK nunber noni t or 14
212.179.21.194 |lsrael 147. 237.8. 45 e.eitanidf.i|SYN At t ack SYN -> SYN-ACK -> RST rej ect 13
100. 100. 84. 97 147.237.72. 156 |[aman.idf .il [dr op Frst packet isn't SN drop 12
46. 19. 85. 199 I srael 147.237.77. 216 |dover.idf.il [Bad TCP sequence Inval i d ACK nunber alert 12
46. 19. 85. 199 I srael 147.237.77. 216 |dover.idf.il |[Bad TCP sequence Inval i d ACK nunber noni t or 12
100. 100. 56. 63 147.237.72. 166 |aka.idf .il drop Frst packet isn't SN drop 12
100. 100. 59. 141 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 12
66.249.75.94  |lited Sates [147.237.76.86 |navy.idf.il Streamng Engi ne: TCP | nvalid nval i d segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dr opped.
100. 100. 11. 161 147.237.72. 166 |aka.idf.il  [drop First packet isn't SN drop 12
37.26.148.196 |lsrael 147.237.0.34  [tikshuv.idf.i|dr op First packet isn't SYN drop 11
213.57.131. 247 | srael 147.237.72.166 |aka i f il |Bad TOP sequence mﬁsg reansm wehdifferent — onitor |10
2.54.137. 4 I srael 147.237.72. 166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
37.201. 169. 150 |Ger many 147.237.77. 216 |dover.idf.il [dr op First packet isn't SN drop 9
46. 19. 86. 47 | srael 147.237.72. 156 |anan.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 7
213.57.131. 247 |lsrael 147.237.77. 216 |dover.idf.il |SYN At t ack SYN -> SYN ACK -> Ti meout rej ect 7
46. 19. 85. 137 I srael 147.237.77. 216 |dover.idf.il |[Bad TCP sequence Inval i d ACK nunber noni t or 6
46.19. 86. 1 I srael 147237, 72. 166 |aka i or.i1 |27 €M NG Engi ne: TCP Invalid Inval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dr opped.
79.176.27.194 |israel 147 237. 72, 166 joka i 11 | SAM NG Engine: TCP Invalid nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 147 | srael 147.237.77. 216 |dover.idf.il |SYN At ack SYN -> SYN-ACK -> Ti neout rej ect
46. 19. 85. 132 I srael 147.237.77. 216 |dover.idf.il [Bad TCP sequence Inval i d ACK nunber alert
79.178. 146. 110 |Israel 147237, 72. 166 |aka ior.i1 |2 €M NG Engi ne: TCP Invalid nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
100. 100. 23. 133 147.237.72. 166 |aka.idf.il  [drop First packet isn't SN drop
5.22.134. 29 I 'srael 147.237.72. 166 |aka.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or
46.19. 85. 111 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber alert
79.176. 158. 150 I srael 147, 237. 72, 166 |aka icr. i1 |2 €AM NG Engine: TCP Inval i d nval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dr opped.
79.180.211.91 |lsrael 147.237.77. 216 |dover.idf.il [dr op First packet isn't SN drop 6
213. 8. 114. 247 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SWN drop 6
46. 19. 85. 132 I srael 147.237.77. 216 |dover.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 6
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il |SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
46.19. 85. 111 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nvalid ACK nunber noni t or 6
79.182.114.77 |Israel 147237, 72. 166 |aka i or.i1 |2F €M NG Engi ne: TCP Invalid nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
46. 19. 85. 153 I srael 147.237.77. 216 |dover.idf.il [Bad TCP sequence I'nval id ACK nunber aert 6
46.19. 85. 198 I srael 147.237.77. 216 |dover.idf.i| |Bad TCP sequence Invalid ACK nunber aert 6
37.142. 101. 217 |lsrael 147.237.72.156 |aman.idf.il |SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
46.19. 85. 131 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 6
46. 19. 85. 153 I srael 147.237.77. 216 |dover.idf.i| |Bad TCP sequence Invalid ACK nunber noni t or 6
84.109.50.161 | srael 147.237.77.233|atal .idf.il |Bad TCP sequence ig ;e”ansm't with different wndow | oivor |6
46. 19. 85. 137 I srael 147.237.77. 216 |dover.idf.i| |Bad TCP sequence Invalid ACK nunber aert 6
80. 246. 137. 222 |l srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
46. 19. 85. 198 I srael 147.237.77. 216 |dover.idf.il |[Bad TCP sequence Inval i d ACK nunber noni t or 6
46.19. 86. 188 I srael 147.237.77. 216 |dover.idf.il [Bad TCP sequence Inval id AGK nunber moni t or 6
46.19. 85. 131 I srael 147.237.77. 216 |dover.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 6
213.57.131. 247 |israel 147. 237.77. 216 |dover.i df .11 |Bad TCP sequence SNeAC retransmt with different | ovor |5

W ndow scal e
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|Top Attackers In V\AF|

Attacker Address

A tacker

dgnature

Devi ce

‘Tar get Address |Site

‘Count

Country Action
176.13.2.210  [Israel 147.237.0.19 |nadi matal .idf.il Too Many of the Sane Response Cbde (404) in Session from B ock 185
176. 13. 2. 210
176. 13. 2. 210 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 104
176.13.2.210  [Israel 147.237.0.19 |nadimatal .idf.il Too Many of the Sane Response Cbde (403) in Session from B ock 91
176. 13. 2. 210
95. 86. 107. 209 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 50
176.12.138.40 |Israel 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 23
176.12. 147. 152 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode B ock 18
176.13.21.158 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 10
176. 12. 148. 138 |l srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock
176.13.6. 127 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
m ny- kosher -kravi . i d
95. 35. 169. 97 | srael 147.237.0. 17 f irle Dstributed I11egal Paraneter Encodi ng None 6
176.28.17.231  |Ger many 147.237.72. 166 [aka. i df . i | Mil tipl e Unauthori zed URL Access from176.28. 17. 231 B ock 5
176.13.0. 114 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 4
194. 90. 128. 185 |l srael 147.237.77. 216 |dover.idf .i | Ml ti pl e Uhaut horized URL Access from 194. 90. 128. 185 B ock 3
23.235.194.89 |[hited Sates [147.237.77.216|dover.idf.il Dstributed PHP A tenpt B ock 3
210.48.70.181 |New Zeal and |147.237.77.216|dover.idf.il Dstributed PHP Attenpt B ock 3
176.12. 136. 234 |l srael 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code B ock 3
216.119. 129. 194|Wnited Sates [147.237.77.216|dover.idf.il Dstributed PHP Attenpt B ock 3
50. 87. 165. 17 Lhited Sates |147.237.77.216|dover.idf.il Ostributed PHP Attenpt B ock 3
157.55.39. 247 |Uited Sates |147.237.77.233|atal .idf.il Ml tipl e Unaut horized URL Access from 157. 55, 39. 247 B ock 2
23.235.194.89 |[hited Sates [147.237.77.216|dover.idf.il Distributed Adnin B ocking B ock 2
210.48.70.181 |New Zeal and |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to v idf.il/index. php B ock 2
86. 25. 8. 57 Ei"";gegom 147.237.77. 216 |dover. i df . i | Distributed PP Attenpt B ock 2
66. 249. 66. 31 I srael 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to waw idf.il/atal 1/i zkor/ mai n. asp Bl ock
79.178.32.19 I srael 147.237.77.74 |lawidf.il Dstributed PHP Attenpt B ock
50. 87. 165. 17 Uited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to www i df . il/index. php B ock
86. 25. 8. 57 LKJ?Ir:;éjom 147.237.77. 216 |dover.idf . il Distributed Whaut hori zed URL Access on www i df.il/xmrpc.php [B ock 2
84.108.212.201 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 2
210.48.70.181 [New Zeal and |147.237.77.216|dover.idf.i | Distributed Adnin B ocking B ock 2
176.13.11.120 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 2
216.119. 129. 194|tnited Sates [147.237.77.216|dover.idf.il Distributed Admn B ocki ng B ock 2
176.12. 142. 210 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None 2
109. 67.217.139 |Israel 147.237.77.74 |lawidf.il Dstributed PHP Attenpt B ock 2
. . Paraneter Read Qhly Molation in
37.26.147.250 |[Israel 147.237.72. 166 |aka. i df . i | Wi aka. i of i |/ nai n/ sachar/ regi strat i onw zar d st ep3. aspx None 2
50. 87. 165. 17 Lhited Sates |[147.237.77.216|dover.idf .il Dstributed Adnin B ocking B ock
23.235.194.89 |lhited Sates |[147.237.77.216|dover.idf.il Lhaut hori zed URL Access to ww i df.il/index. php B ock
. . Unaut hori zed URL Access to
62.219.139. 217 |Israel 147.237.77. 170 [n@ar achot . i df . i | near achot . i df . i 1/ 72083- hel naar acha€ot . asps Bl ock 2
40.77.167. 16 Uhited Sates [147.237.77.233|atal .idf.il Lhaut hori zed URL Access to atal .idf.il/security/edid/ signin-form [B ock 1
84.108.51.172 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
197.35.112.68  |Egypt 147.237.77.74 |lawidf.il Distributed thauthorized URL Access on B ock 1
wan | aw i df. i |/ xm rpc. php
66. 249. 66. 28 I srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to ww i df.il/page/ 20/ B ock
149. 88. 185. 62 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None
. . Uhaut hori zed URL Access to
31.168.242.197 |Israel 147.237.76.42 |refuah.idf.il 147. 237. 76, 42/ 1518- he/ r ef uah. aspx Bl ock 1
79.180.179. 161 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None
176.13.16.210 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None
61.216.2.13 Tai wan 147.237.77.74 [lawidf.il Illegal Byte Gode Character in Mthod Bl ock 1
. . Unaut hori zed URL Access to
109. 64. 199. 37 |l srael 147.237.72. 156 |anan. i df . i | - i1/ bt ps: /wan il Bl ock 1
216.119. 129. 194|Wnited Sates |147.237.77.216|dover.idf.il Mil ti pl e Uhaut hori zed URL Access from 216. 119. 129. 194 B ock 1
. . D stributed Uhauthori zed URL Access on
46.121.133.82 |[Israel 147.237.72. 166 |aka. i df . i | v aka i df i1/ ufi/reaction Bl ock 1
89.138. 212. 137 |[lIsrael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Unknown SSL Sessi on None 1
: . . D stributed Uhauthori zed URL Access on
208.184.112.75 |lhited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
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