12-01-2015-16:04:09 to 12-01-2015-17:04:09

@
1"PT SwNn ()

oV

www.gov.il

IDF Under Attack

Daily Report

|Top Target s |
2, 400+"
1, 800"
1, 200"
Number 004"
a _
At t acks
\&‘ '\8\ fb:.\ ’\8\ ’\6\. K ‘\& ’\&\ '\&\. {»}6
S o ¥ >’ Kyl > Q' ° o X
AN SR Y I
N N\ oV <& $
@*& )
Top Tar get

[Top Attackers |

M dover.idf.il

M aka.idf.il

Meitan aka.idf.il

M nadi matal .idf.il

M navy.idf.il

M wwn chanat z. aka. i df . i |

[ nakchal .idf.il

M ishurimaka.idf.il
anan. idf.il

M atal.idf.il

2, 4007

W 167. 114. 156. 16
80. 246. 130. 179

I 41.33.231. 90

1, 200

2.52.51. 114

N”'éber Il 213.8.204.6
Attacks M 212.179.21. 194

Top Attackers

[ 197. 165. 237. 19

M 213.57.133.198
192. 198. 151. 44

Il 100. 100. 77. 41
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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3396

185. 56. 82. 38 Net her | ands 147.237.76. 31 nakchal .idf.il JLM Under _Attack_Con_Tcp drop 2
93.174.93. 151 Net her | ands 147.237.76. 176 test.ncore.idf.il |Bock Udp All Nets drop 1
71.6.135. 131 Lhited Sates 147. 237. 76. 202 e halag.idf.il Block Udp Al Nets drop 1

93. 174. 93. 151 Net her | ands 147.237.76. 31 nakchal .idf.il Bl ock_ Udp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry | Target Address |Site |Sgnalure Devi ce Action |Oount |
197.165.237.19  |Egypt 147.237.77.216 |dover.idf.il 3886. HITP. Qoss Ste Scripting in POST Request B ock 3
106. 38.241.106  |China 147.237.77.170 |maarachot.idf.il |Cl03: HITP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

‘ Target Address

At acker
Gountry

Signature

197. 165. 237. 19 |147. 237. 77. 216 |Egypt dover.idf.il QA Injection - Select From 3
197. 165. 237. 19 [147. 237. 77. 216 | Egypt dover.idf.il GPL WEB SERVER / et ¢/ passwd 3
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 3
185. 32. 179. 62 |147.237.72. 166 || srael aka.idf.il portscan: TCP D stributed Portscan 1
149. 78. 154. 69 |147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
103. 8. 151. 156 |147.237.76.31 [India nakchal . i df .i Eort Scmﬁil\l alBegszLO(r)?I BT:ZUEL: ():/ef ast inbound Telnet Qonnecti ons, 1
94.102. 48. 195 [147.237.77. 121 [Net her | ands e.navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
223.71.218.38 |147.237.76. 202 |Chi na e halag.idf.il ET SCAN Potential SSH Scan 1
89.138.174.16 |147.237.72. 166 [Israel aka. idf.il portscan: TCP D stributed Portscan 1
223.71.218.38 |147.237.76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
84.228.0.239  [147.237.77. 216l srael dover . idf il portscan: TCP D stributed Portscan 1
77.125.98.30 |147.237.77.216 (I srael dover.idf.il portscan: TCP D stributed Portscan 1
195. 68. 111. 242 [147.237. 77. 61 |United K ngdomle.cogat.idf.il E;t ?maf\la]Begzz:ﬁ'O;?I B_LS?ZU'?L: ();/ef ast inbound Tel net Connect i ons, 1
36.72.228.72 [147.237.8.28 [Indonesia e.mobi | e-ks.idf.il[ET SCAN NVAP -sS w ndow 4096 1
185. 32. 179. 88 |147.237.72. 166 || srael aka.idf.il portscan: TCP D stributed Portscan 1
167. 114. 156. 16 [147. 237. 77. 216 |Canada dover . idf.il portscan: TCP D stributed Portscan 1
109. 67. 218. 67 [147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
94.230. 86.199 |147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
93.172.167.88 |147.237. 72. 166 [ srael aka idf.il SERVER APACFE Apache mod_ss| non-SS. connection to SS. port 1
deni al of service attenpt
223.71.218.38 [147.237.76. 199 [Chi na e.nakchal .idf.il [ET SCAN Potential SSH Scan 1
87.69.227.47  [147.237.72. 166 |l srael aka idf.il portscan: TCP Distributed Portscan 1
203.133. 168. 99 [147. 237. 77. 216 Okfrea REPUDITC | over i . i portscan: TCP Distributed Portscan 1
79. 106. 109. 231 |147. 237. 77. 216 |A bani a dover.idf.il portscan: TCP D stributed Portscan 1
46.19.85.141  |147.237.77. 216 I srael dover . idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address [Attacker Gountry |Target Address ([Ste Signature ?;lli Zi
2.52.51. 114 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 33
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 32
100. 100. 77. 41 147.237.72. 166 |aka. i df .i drop First packet isnmt SN drop 22
192.198. 151. 44 |Europe 147.237.72. 166 |aka.i df .i | drop First packet isn't SN drop 21
213.57.133.198 |Israel 147.237.0.19 |nadimatal .idf.il SYN Attack SYN -> SYN-ACK -> Tineout |reject 21
Sreaning Engi ne: TCP Invali d segnent retransnhission
80. 21. 83. 242 Ital 147.237.77. 216 |dover.idf i1 . . " |dro 14
y Inval i d Retransnission Packet dropped. P
Sreaning Engi ne: TCP i i ssi
31.168.28.176 | srael 147. 237.72. 166 |aka. i f .11 mng tngine: ! Invalid segnent retransmssion. | 12
Inval i d Retransmnission Packet dropped.
213.57.138. 215 |lsrael 147.237.72. 166 |aka. i df il SYN Attack SYN -> SYN-ACK -> Tineout |reject 10
212.179.21.194 |israel 147.237.8.45 |e.eitanidf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
e SYN+ACXK retransnmt wth .
213.57.138. 215 |[Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence different vi ndow scal & monitor |10
213.57.129.15 |[Israel 147.237.72. 166 |aka i df .i | SYN Att ack SYN -> SYN-ACK -> Timeout |reject
212.235.98. 139 |[Israel 147.237.72.166 |aka.idf .il dr op First packet isn't SYN drop
213.57.129.15 [Israel 147. 237.72. 166 |aka. i of . | Bad TCP sequence SINFACK retransmt wi th monitor |9
di fferent w ndow scal e
S reaning Engi ne: TCP i i ssi
192.114. 23,210 |Israel 147. 237. 72. 166 |aka i of . i | mng tngine. Invalid segment retransmssion. f 9
Inval i d Retransnission Packet dropped.
199.203.215.1 |l srael 147.237.72.166 |aka i df .i | Bad TCP sequence Invalid ACK nunber nonitor |9
Pal esti ni an S L
31.13.165.71 Territory, Goeup ed 147.237.77. 176 |nat pash. i df .i | drop Frst packet isn't SYN drop 8
Sream ng Engi ne: TCP Invalid segnent retransnission
66. 249. 75. 94 Lhited Sates 147.237.76.86 |navy.idf.il . . " |dro 8
W Inval i d Retransnission Packet dropped. P
66.249.93. 234 |Wnited Sates 147.237.77. 226 "f"l"“ha”atz' aka.idf | op First packet ismt SN drop 7
S reaning Engi ne: TCP i i ssi
46.19.86.244  |israel 147.237.72. 167 |i shuri maka. i of . i | mng tngine: 1 Invalid segnent retransmssion. |, 6
Inval i d Retransmission Packet dropped.
S reaning Engi ne: TCP i i sSi
109. 67. 178. 162 |israel 147.237.72. 166 |aka.i df . i mng Engine: 1 Invalid segnent retransmssion. |, 6
Inval i d Retransmi ssion Packet dropped.
109. 64. 28. 63 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber aert 6
185. 3. 144. 37 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |6
2.139.144.182 |Fain 147.237. 77. 216 |dover.idf .i 1 Bad TCP sequence Inval i d sequence nunber monitor |6
109. 64. 28. 63 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber nonitor |6
ream n ine: T i i ssi
185.3.144.37  [israel 147.237.72. 166 |aka. i df . Streamng Engi ne: TCP Invalid segnent retransmssion. |, 6
Inval i d Retransmnission Packet dropped.
46. 19. 86. 221 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber nonitor |6
S reaning Engi ne: TCP i i sSi
109.67.13.97  [israel 147.237.72. 166 |aka.i df . mng Engine: 1 Invalid segnent retransmssion. |, 6
Inval i d Retransmi ssion Packet dropped.
S reaming Engi ne: TCP Invalid segnent retransnission
157. 55. 39. 38 Lhited Sates 147.237.76.86 |navy.idf.il . . " |dro 6
W Inval i d Retransnission Packet dropped. P
S reaning Engi ne: TCP i i ssi
212. 143. 163. 179 | srael 147.237.72. 166 |aka. i df . mng tngine: ! Invalid segnent retransmssion. |, 6
Inval i d Retransmission Packet dropped.
Sreaning Engi ne: TCP i i ssi
31.168.17.13  |Israel 147. 237. 72. 166 |aka. i of . i | mng tngine. Invalid segnent retransmssion. |, 6
Inval i d Retransmission Packet dropped.
S reaning Engi ne: TCP i i ssi
109.64.101.9  |israel 147. 237.72. 166 |aka. i f .11 mng tngine: ! Invalid segnent retransmssion. | 6
Inval i d Retransmission Packet dropped.
Sreaning Engi ne: TCP i i ssi
31.168.28.169 | srael 147. 237.72. 166 |aka. i f .11 mng tngine: 1 Invalid segnent retransmssion. |, 6
Inval i d Retransmission Packet dropped.
S reaning Engi ne: TCP i i sSi
79.177.201.17 |israel 147.237.72. 167 |i shuri maka.i df . i mng Engine: 1 Invalid segnent retransmssion. |, 6
Inval i d Retransmi ssi on Packet dropped.
46.19. 85. 13 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber aert
46. 19. 86. 156 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
46.19. 85. 13 I srael 147.237. 77. 216 |dover.idf .i 1 Bad TCP sequence Invalid ACK nunber noni t or
95.225.68.205 |italy 147. 237.77. 226 Wi"‘l"“ha”atz' aka.idf e op Frst packet isn't SN drop 5
109. 160. 244. 12 |Israel 147.237.72. 166 |aka. i df . i | SYN At tack SYN -> SYN-ACK -> Tineout |reject
31.168. 29. 65 I srael 147.237.72. 166 |aka. i df . i | Bad TCP sequence Invalid sequence nunier moni t or
e SN retransnmit wth different .
195. 160. 240. 11 |l srael 147.237.77. 233 |atal .idf il Bad TCP sequence vi ndow scal @ nonitor |4
149. 78. 154. 69 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
S reaning Engi ne: TCP i i ssi
66.249.66.61  |lited Sates 147. 237. 72. 166 |aka i of . i | mng tngine. Invalid segment retransmssion. . 4
Inval i d Retransnission Packet dropped.
S reaning Engi ne: TCP i i ssi
199.30.24.65  |Wited Sates 147. 237. 76. 200 |ei tan. aka.i f . i1 mng tngine: ! Invalid segnent retransmssion. |, 4
Inval i d Retransnission Packet dropped.
167. 114. 156. 16 |Canada 147.237.77. 216 |dover. i df . i SYN At tack SYN -> SYN-ACK -> RST rej ect
192.115.67.55 |Israel 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
46.19. 85.13 I'srael 147.237.77. 226 [\ chamatz.aka.idf a4 TOP sequence Invalid ACK nurber aert 4
S reaning Engi ne: TCP i i ssi
40.77.167.14  |wited Sates 147. 237.72. 166 |aka.i df .1 9 =g Invalid segment retransmssion. f 4

Inval i d Retransnission

Packet dropped.
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Attacker Address [Attacker Gountry |Target Address ([Ste Signature

46.19.85.13 I'srael 147.237.77. 226 [\ chanat z. aka. 101 1pa4 TCP sequence Inval i d ACK nunber moni tor |4

100. 100. 25. 247 147.237.72.166 |aka.idf .il dr op First packet isn't SYN drop 4

46.116.98.44  |[israel 147.237.77. 234 |hal ag.i of .1 Bad TCP sequence SNretransmt wth different oo |4
w ndow scal e
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address [Site Sgnature Action ‘Count
80. 246. 130. 179 |l srael 147.237.76.200|ei tan. aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 146
213. 8.204. 6 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Qode B ock 28
212.179.21.194 [israel 147.237.76.200(ei tan. aka. i df.il Dstributed Too Many of the Sane Response Code (404) B ock 15
197. 165. 237. 19 |Egypt 147.237.77.216|dover. i df . il Mil tipl e Waut hori zed URL Access from 197. 165. 237. 19 B ock 14
85. 64. 36. 107 I srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 85. 64. 36. 107 B ock 11
80. 246. 130. 179 |[Israel 147.237.76.200(ei tan. aka. i df.il Ml ti pl e Unaut horized URL Access from 80. 246. 130. 179 B ock 8
31.168.28.177 |lsrael 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod Bl ock 7
176.13.10. 23 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 6
31.168.28.177 [Israel 147.237.76.31 |nakchal .idf.il Post Request - Mssing Content Type from 31.168.28. 177 B ock 5
2.54.35.65 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut hori zed LRL Access from2.54.35.65 B ock 4
46.19. 85. 136 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 4
31.168.28.177 |Israel 147.237.76.31 |nakchal .idf. i m”;;k%; Zlegf _ﬁsﬁigfjr;g‘;/ - Bl ock 3
31.168.28.177 |lIsrael 147.237.76.31 |nakchal .idf.il Mil tipl e Uhauthorized URL Access from 31.168.28. 177 B ock 3
176. 13. 4. 90 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock

46. 19. 85. 226 | srael 147.237.0. 17 ;ninly- kosher -kravi . id Mitiple Illegal Paraneter Encoding from46. 19. 85. 226 None 3
216.180. 241. 106|lhited Sates |[147.237.72.166|aka.idf.il PHP At t enpt B ock

46.19. 86. 224 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock

176.13. 11. 49 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock

87. 69. 3. 66 I'srael 147.237.72. 166 |aka. i df . i | m“;:';rii;‘?? I'}‘::ﬁ??:g:gﬁ;fggom aspx Bl ock 2
68.180.228.112 |nited Sates [147.237.77.216|dover.idf.il Ml tipl e Unaut horized URL Access from 68. 180. 228. 112 B ock 2
31.168.28.177 |lIsrael 147.237.76.31 |nakchal .idf.il Post Request - Mssing Gontent Type B ock 2
2.54.163. 123 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 2
213.8.174.17 I srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response GCode_Qust om Tenpor ary B ock 2
45, 55. 36. 68 147.237.77.216|dover.idf . il D stributed Admin B ocking B ock 2
46.19. 86. 187 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 2
79.177.105. 139 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
45, 55. 36. 68 147.237.77.216|dover.idf . il D stributed PHP Attenpt B ock 2
216. 180. 241. 106|lhited Sates [147.237.72.166|aka.idf .il Unaut hori zed URL Access to ww aka. i df.il/index. php B ock 2
46.120. 145. 102 | srael 147.237. 72. 166 |aka. i df . i | Dstribut ed Unaut hor| zed WL Access on Bl ock 2
185. 13.193. 149 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
2.52.136.75 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None 1
80. 246. 136.53 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs DoS Attack None 1
216.180. 241. 106|lhited Sates |[147.237.72.166|aka.idf.il Adnmi n Bl ocki ng B ock 1
176.13. 4. 57 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs DS Atack None 1
79.177.133. 246 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
204.13.200.200 [Uhited Sates [147.237.77.216|dover. i df il D stri bt ec Egg;gégg?ﬁeﬁvﬁ??:pﬁn Bl ock 1
45, 55. 36. 68 147.237.77. 216 |dover.i df . il Mil tipl e Uaut hori zed URL Access from 45. 55. 36. 68 B ock 1
109. 67.217. 139 |Israel 147.237.76.86 |navy.idf.il PHP Att enpt B ock 1
95. 86. 107. 12 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
66.249. 67.234 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
192. 198. 151. 43 |Eur ope 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 1
46.121.94. 24 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
2.54.41. 228 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
84.108.74.169 I srael 147. 237.77. 216 |dover . i df . i | Porane et Dyi’ge\;_?:gégce?js‘geﬂ 'n Bl ock 1
46.19.85.226 | sr ael 147.2317.0.17 ;n in|y- Kosher-kravi - 1d Inlllnfgiloslj:;ra}n::ae\:i Elng?d: r?a: I;(j(licr; eat ecapt chai nage. aspx None !
176.12.138.19 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS Atack None 1
79.182.215.94 | srael 147.237.72. 166 |aka. i df . i | m“;}?:rii dzfcijl ?Ierr;jhr?/dhm;(;LI ‘. aspx B ock 1
79.176. 146. 98  |lsrael 147.237.76.86 |navy.idf.il Dstributed PHP At enpt B ock 1
197.45.173.51  |Egypt 147.237.77.74 |lawi df . il \?mxlr ;\E’V“itjfd. iﬂa;rmogci.szp URL Access on B ock 1
40.77.167. 14 Lhited Sates [147.237.72.166|aka.idf.il Distributed Suspicious Response Gode_Qust om Tenpor ary B ock 1
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