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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
66. 249. 66. 75 | srael 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 4507
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3689
81.218. 241. 26 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 103
84.109. 125. 65 I srael 147. 237.72. 166 aka.idf.il Block Udp All Nets drop 15

82. 145.217. 192 Eur ope 147.237.76. 31 nakchal .idf.il |Bock |p Vb In drop 5
212.179. 64. 162 | srael 147.237.77. 216 dover.idf.il ock Wdp Al _Nets drop 3

118. 193. 21. 98 Chi na 147.237.76.176 test.ncore.idf.i|B ock Ulp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1ure Devi ce Action |Oount

179. 177.56. 19 Brazil 147.237.72.166  |aka.idf.i| |@41: HITP. Access to - index. php?opti on=comj ce B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess

Attacker Country

Ste

|Signature

46.19. 85. 29 147.237.77.216  [Israel dover.idf.il PQLI CY- OTHER TCP packet with urgent flag attenpt 21
195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 2
94.102. 48. 195 147.237.77.216  |Netherl ands dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
91.201.236.113  [147.237.77.19 krai ne lawforumidf.il |[ET SCAN NVAP -sS w ndow 1024 1
84. 108. 28. 226 147.237.72.166 |Israel aka.idf.il portscan: TCP Distributed Portscan 1
46. 116. 82. 208 147.237.72.166 |Israel aka.idf.il portscan: TCP D stributed Portscan 1
31.6.71. 154 147.237.77.179  |Poland e.nazi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
223.71.218. 38 147.237.76. 34 (hi na yohal an. i df . i ET SCAN Potential SSH Scan 1
132. 72. 185. 88 147.237.72.166 |Israel aka.idf.il portscan: TCP D stributed Portscan 1
91.201.236.114  [147.237.8.14 krai ne e.orchot.idf.il ET SCAN NVAP -sS wi ndow 1024 1
85. 250. 90. 121 147.237.72.166 |Israel aka.idf.il portscan: TCP Distributed Portscan 1
79.177.57. 151 147.237.72.166 |Israel aka.idf.il portscan: TCP D stributed Portscan 1
46. 19. 85. 158 147.237.72.166  |Israel aka idf.il portscan: TCP D stributed Portscan 1
37.142.228.137  [147.237.77.216 |[Israel dover.idf.il portscan: TCP Distributed Portscan 1
223.71.218. 38 147. 237. 76. 42 (hi na refuah.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
212.235.98. 139 |[Israel 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 70
2.54.190. 160 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 49
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 38
79.183.213. 150 |Israel 147.237.76.42 |refuahidf.il  |Bad TOP sequence mdrc)?/tvrsacnaslmet wth dfferent moni tor |27
212.179.21. 194 |Israel 147, 237.76. 200 [ei tan. aka i o1 [ | SAM NG Engine: TP Invalid nvalid segnent retransmssi on. drop 26
Ret ransn ssi on Packet dr opped.
100. 100. 3. 213 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 24
2.54.190. 160 | srael 147.237.77. 216 |dover.idf.il SYN Attack rej ect 21
37.26.149.206 |israel 147.237.76.31 |nakhalir.i1 | SN NG Engine: T Invalid  finvalid segnent retransmssi on drop 21
Ret r ansni ssi on Packet dropped.
46. 19. 85. 29 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 20
2.54.19. 133 I srael 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid nvalid segnent retransmssi on. drop 18
Ret ransni ssi on Packet dr opped.
100. 100. 28. 123 147.237.72. 156 |anan.idf .il dr op Frst packet isn't SN drop 18
46.116.98.44 [Israel 147.237.77.234|ndl ag.icf i1 |Bad TOP sequence mdroitvrsac”;nlt vith different moni tor |16
79.180.38.103 [Israel 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 14
31.168. 164. 162 I srael 147.237.76.42 |refuah.idf.il  |Bad TCP sequence mdrc)itvrsag;”lt vith different monitor |14
85. 250. 86. 117 | srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SN drop 14
79.180.38.103 [Israel 147.237.72. 166 |aka. i of . i | Bad TCP sequence I'nval i d ACK nunber alert 14
2.54.190. 160 I srael 147.237.77. 216 |dover. i of .i | Bad TCP sequence Inval i d AGK nunber noni t or 13
2.54.190. 160 I srael 147. 237.77. 216 |dover.idf .il Bad TCP sequence Inval i d sequence nuniber noni t or 13
2.54.190.160  [Israel 147.237.77. 216 |dover.i df .il Bad TCP sequence I'nval i d ACK nunber alert 12
62. 219. 153. 102 | srael 147.237.0.19  |nadimatal idr.i{> SN N9 Engine: TP Invalid — finvalid segnent retransnission drop 12
Ret r ansn ssi on Packet dropped.
109. 67. 164. 163 |l srael 147. 237. 72. 156 |anan. i df .i Bad TCP sequence mﬁsgg’mmt wthditferent Joonitor |12
81.218.241.26 |lsrael 147.237.72. 166 |aka. i df .il drop First packet isn't SN drop
46.19. 85. 198 I 'srael 147. 237. 72. 156 |anan. i df . i Bad TCP sequence Inval i d ACK nunber noni t or
46.19.85.196  |Israel 147.237.0.19  |nadimatal iar.i{> S N9 Engine: TG Invalid  finvalid segnent retransmission drop 9
Ret r ansni ssi on Packet dropped.
82.80. 154.209 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 8
2.54.190. 160 | srael 147.237.77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 8
185. 120. 126. 74 147. 237. 72. 166 |aka.i df . | SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 8
94.230.86.132 |lsrael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 8
100. 100. 103. 221 147. 237. 72. 156 [anan. i df . i | drop First packet isn't SN drop 8
87.69.184.15  [Israel 147. 237. 77. 216 |dover. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 8
82.80. 154.209 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d AGK nunber alert 8
31.168. 118. 254 |l srael 147. 237. 72. 166 |aka. i of .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 7
80.178.134.40 [lsrael 147.237.77. 216 [dover.idf.il Bad TCP sequence Invalid sequence nunber noni t or 7
46. 19. 86. 187 I srael 147.237.72. 166 |aka.i df . il Bad TCP sequence Inval i d ACK nunber noni t or 7
212. 150. 161. 210|1 srael 147.237. 72. 166 |aka. i df . Streaning Engi ne: TCP Invalid Invalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
5.102. 254. 174 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 6
176.13.7.55 I 'srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
2.52.20.123 I srael 147.237.72. 166 |aka. i of . i Bad TCP sequence I'nval i d ACK nunber noni t or 6
46. 19. 85. 237 I srael 147.237.76.31 |nakchal.idf.il [Bad TCP sequence Inval i d AGK nunber noni t or 6
2.52.173.170  |israel 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
5.102.254.179 [Israel 147.237.77. 216 |dover.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or 6
46. 19. 85. 196 I srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Inval i d AGK nunber noni t or 6
185. 120. 126. 74 147. 237.72. 166 |aka. i f . Bad TCP sequence mﬁsgfmm wthdifferent Joonitor |6
31.168. 156. 161 |l srael 147. 237. 72. 166 |aka. i f . i Streaning Bngine: TCP Invalid invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
79.179. 131. 171 |lsrael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber alert 6
79.179. 215. 155 |israel 147.237.72. 166 |aka. i df . i Streaming Engine: TCP Invalid  invalid segnent retransissi on. drop 6
Ret r ansni ssi on Packet dropped.
195. 110. 40. 246 | srael 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid Invalid segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
79.179.131. 171 [Israel 147.237.72. 166 |aka. i of . i Bad TCP sequence I'nval i d ACK nunber noni t or 6
79.183. 203. 253 I srael 147.237.72. 166 |aka. i of .11 Streamng Engi ne: TCP Invalid  invalid segnent retransnissi on. drop 6
Ret r ansn ssi on Packet dropped.
93.172.135. 151 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Country ‘Target Address |Site Sgnature Action ‘Count
212.179. 21. 194 |l srael 147.237.76.200|ei tan. aka. i df .i| |Dstributed Too Many of the Sane Response Code (404) B ock 606
46.19.86.159 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 151
46.19.85.196 |[Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 112
62.219. 153. 102 |l srael 147.237.0.19 |nadimatal .idf.il|{DOstributed Suspicious Response Code B ock 102
46.19.85.196 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) Bl ock 97
37.26.148.138 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 76
46.19.86.159 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 70
2.54.8.55 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 59
37.26.148. 255 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 49
176.12.137.49 |lIsrael 147.237.0.19 |nadimatal .idf.il|{DOstributed Suspicious Response Code B ock 42
62.219. 153. 102 |l srael 147.237.0.19 |madimatal .idf.il gg?zl\g.'ylgg tlgg Same Response (bde (404) in Session from Bl ock 26
95. 86. 107. 209 [l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 18
2.54.28.145 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 12
176.13.17.94 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock
212.179. 21. 194 |l srael 147.237.76.200|ei tan. aka. i df.i| |Miltiple Wauthorized URL Access from 212.179. 21. 194 Bl ock
5.29.180.142 |Israel 147.237.72. 166 |aka. i df . i | D stributed Uhaut hori zed LRL Access on waw aka. i df.il/ufi/reaction/ Bl ock
37.26.148.255 |Israel 147.237.0.19 |madimatal .idf.il %ﬁ;ﬁ;w%ﬁ \IAIO/' ili)iol”e/ctlloggﬁ?tni?te?;cg&der $txtSreet in Bl ock 3
50. 87.207.154 |lLhited Sates 147.237.77.216|dover. i df . i | Dstributed PHP Attenpt B ock 3
2.54.130. 78 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 3
217.170. 205. 27 |Nor way 147.237.77. 216 |dover.idf . il Dstributed PHP At tenpt Bl ock 3
91.109.15.16  |United Ki ngdom|147.237.77.216[dover.idf.il D stributed PHP Attenpt Bl ock 3
176. 13. 6. 27 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
74.114.206.202 |Uhited Sates  |147.237.77.216|dover.idf.i | Dstributed PHP At tenpt Bl ock 3
65. 60. 26. 15 Wited Sates |147.237.77.216|dover.idf.il D stributed PHP Attenpt Bl ock 3
89. 108. 107. 58 :Z:: :I”i o 147.237.77. 216 |dover. i df . i | Ostributed PHP Attenpt B ock 3
173.254.77.122 |Uhited Sates  [147.237.77.216|dover.idf .i | O stributed PHP A tenpt Bl ock 3
208.184.112. 75 [United Sates  |147. 237. 77. 216 |dover. i df . i | D stri utec 1?:;};322;?&%\2??:‘)2” B ock 2
50.87.207.154 |uhited Sates  |147.237.77.216|dover.idf.il Ostributed Admin B ocki ng Bl ock 2
82. 80. 154. 209 |l srael 147.237.72. 166 |aka. i df . i | Lt raceabl e S3. Sessi ons: sigal gs DoS At ack None 2
2.52.49. 102 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
65. 60. 26. 15 Uhited Sates  |147.237.77.216|dover.idf.il Ml tipl e Unaut hori zed URL Access from 65. 60. 26. 15 Bl ock 2
80.179. 223.31 |Israel 147.237.77. 176 |nat pash. i df . i | mué:;artifzg m‘sips_cjsosra;gm | s/ & 4629, | pg Bl ock 2
132.70.66.10 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to ww aka. i df .il/mai n/ sahar B ock 2
54.244.22.103 [lhited Sates |147.237.76. 147 [chi nuch. aka. i df . i|Di stributed Suspici ous Response Code_Qust om Tenpor ary Bl ock 2
46.19.86.201 |lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
46.19.85.195 [Israel 147.237.72. 166 [aka. i df . i | Uhtraceabl e SI. Sessi ons: si gal gs DoS Attack None 2
74.114. 206. 202 [Lhited Sates  |147.237.77.216|dover.idf.i | Lhaut hori zed LRL Access to ww i df.il/index. php Bl ock 2
89. 108. 107. 58 233;". o 147. 237.77. 216 |dover . i df . i | Lhaut hor i zed URL Access to v i df .il/index. php B ock 2
46.19. 85. 15 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 2
173.254.77.122 |Lhited Sates 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to wa i df.il/index. php B ock 2
79.180. 38. 103 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
46.19.86.233 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 2
217.170. 205. 27 |Nor way 147.237.77.216|dover. i df . i | Dstributed Admn B ocking B ock 2
109. 67. 164. 163 |l srael 147.237.72. 156 |anan. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 2
91.109.15.16 |United Ki ngdom|147.237.77.216|dover.idf.i | Ostributed Admin B ocki ng Bl ock 2
62.219.137.5 |[Israel 147.237.72. 166 |aka. i df . i | D stributed Wnhaut hori zed LRL Access on waw aka. i df .il/ufi/reaction/ B ock 2
107.178.194. 87 |Uited Sates  [147. 237. 7. 216 |dover . i df . i | D stri utec 1?;;}2%;?&%&?222” B ock 2
74.114. 206. 202 [Lhited Sates  |147.237.77.216|dover.idf.i | D stributed Adnin B ocking Bl ock
65. 60. 26. 15 Lhited Sates |147.237.77.216|dover.idf.il Ostributed Adnin B ocki ng Bl ock
89. 108. 107. 58 gj::;’: on 147.237.77. 216 |dover. i df . i | Distributed Adnin B ocki ng B ock 2
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