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Top Tar get

M dover.idf.il
Meitan aka. idf.il
M aka.idf.il
M nadi matal .idf.il
M anan.idf.il
M ishurimaka.idf.i
[ nakchal .idf.il
M navy.idf.il

nat pash.idf.il
Miawidf.il

Top Attackers

M 167. 114. 156. 16
195. 160. 240. 11
I 37.26. 147. 204
174. 64. 97. 238
Il 37. 26. 148. 173
M 213.57. 136. 246
[ 82. 145. 218. 177
M 66. 249. 66. 75
79. 183. 200. 11
M 81.218.241. 26
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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action [Count|
66. 249. 66. 75 | srael 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn drop 12142
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il |DOS- Tool - Swi t chbl adG dest - r eset 3492

66. 249. 66. 81 | srael 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn drop 2797

66. 249. 64. 181 | srael 147.237.77.74 lawidf.il TCP handshake viol ation, first packet not syn drop 521

81. 218. 241. 26 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegot i ati on-A i dest - r eset 110
82.145. 218. 177 Eur ope 147.237.76. 31 nakchal .idf.il|B ock | p Vb In drop 41
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site Sgnature Devi ce Action |Oount
176. 228. 161. 125 I srael 147. 237.72. 166 aka.idf.il 13840: TLS (penSSL Heartbeat Packet B ock 3
52.1.90. 117 Lhited Sates 147.237.72. 167 ishurimaka.idf.il 13840: TLS (penSSL Heartbeat Packet B ock 1
52.1.90.117 Lhited Sates 147.237.72. 166 aka.idf.il 13840: TLS (penSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Target Address étotuan(ikre; Signature
41.33.231.90 |147.237.77. 216 [Egypt dover.idf.il Tehila - Perl LW with fake user agent 2
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 2
95.211.117.83 |147.237.76.34 [Netherlands yohalan.idf.il |[ET SCAN NMAP -sS wi ndow 1024 1
62.90.139.59  |147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
194, 90. 191. 126 [147. 237. 72. 166 || srael aka.idf.il portscan: TP Dstributed Portscan 1
185. 106. 94. 91 |147.237.76. 42 refuah.idf.il |ET SCAN NMAP -sS wi ndow 1024 1
176.13.3. 247  |147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
149. 78. 68. 104 |[147.237.77. 216 |l srael dover . idf.il portscan: TP Dstributed Portscan 1
95.211.117.83 |147.237.77.19 [Netherl ands lawforumidf.il|ET SCAN NMVAP -sS wi ndow 1024 1
77.127.208.36 |147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
19211567 2 |147. 237 72 166 |1 ael kaidh il SER’\/ER—IAPAO-E Apache nod_ssl non-SSL connection to SSL port denial 1
of service attenpt
176.13. 18. 245 |147.237.72. 166 || srael aka.idf.il portscan: TCP D stributed Portscan 1
149. 202. 186. 50 [147. 237. 77. 234 |Ger many hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
132. 72. 209. 232 [147. 237. 77. 216 || sr ael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

dte

Signature

Sreamng Engine: TCP Invalid

Inval i d segnent retransnission.

195. 160. 240. 11 |Israel 147. 237. 76. 200 |ei tan. aka.i df .i | > dro 690
Ret r ansmi ssi on Packet dr opped. P
Sreanming Engine: TCP Invalid i i ssi
37.26.147.204 |Israel 147. 237. 76. 200 |ei tan. aka. i df .| 9 =g Invalid segnent retransmssion. |, ., 507
Ret r ansmi ssi on Packet dr opped.
212.235.98. 139 |[Israel 147.237.72. 166 |aka. i df. il dr op First packet isn't SN drop 33
213.57.136. 246 |[lsrael 147.237.72. 166 |aka.idf .il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 29
e SYNtACK retransmt with .
213.57.136. 246 |l srael 147.237. 72. 166 |aka. i df .i Bad TCP sequence di fferent vi ndow scal & monitor |24
100. 100. 77. 33 147.237. 72. 156 |anan.i df .i | drop Frst packet isn't SN drop 24
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 23
reamng BEngine: TCP Invali i i sSi
79.178.38.26  |Israel 147, 237, 72. 167 |i shuri maka i of i || S2M NG Engine: TGP alid |invalid segnent retransnissi on, drop 21
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
174.64.97.238  |wited Sates 147. 237. 76. 200 |ei tan. aka.i of . i 9 =g Inval i d segnent retransmssion. |, ., 20
Ret r ansni ssi on Packet dr opped.
100. 100. 0. 64 147.237. 72. 156 |anan.i df . i drop Frst packet isn't SN drop 19
81.218.241.26 |[lsrael 147. 237. 72. 156 |anan. i df .i | drop First packet isn't SW drop 15
87.68.243. 80 | srael 147.237. 72. 156 |anan. i df . il drop First packet isn't SYN drop 14
100. 100. 61. 68 147.237. 72. 156 |anan.i df .i | drop Frst packet isn't SN drop 12
100. 100. 90. 119 147. 237. 72. 166 |aka.i df .i | drop First packet isn't SW drop 12
Sreanming Engine: TCP Invalid i i ssi
66.249.66.39  |Lhited Sates 147.237.77. 234 |hal ag.i of .1 9 =g Inval id segnent retransmssion. |, ., 12
Ret ransmi ssi on Packet dr opped.
100. 100. 97. 91 147.237.72. 166 |aka.i df .i | drop Frst packet isn't SN drop 12
79.182.184.27 |lsrael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
213.57. 136. 246 |l srael 147. 237. 72. 166 |aka.i of .i | SYN At t ack SYN -> SYN-ACK -> Tinmeout |alert 10
84.109.113.19 |Israel 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid AGK nunber moni tor |10
212.150. 201. 65 |Israel 147.237.72. 167 |i shurimaka. i df . i |SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect
94.230.86.195 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or
46.19.85.254  |Israel 147.237.77. 216 |dover.idf.il  |Bad TCP sequence SYNACK retransmt wth monitor |9
different w ndow scal e
Sreaning Engine: TCP Invalid i i ssi
185.32.179. 141 |israel 147. 237. 72. 167 |i shuri maka. i df . i 9 =g Inval id segnent retransmssion. |, ., 9
Ret ransmi ssi on Packet dr opped.
2.54.169. 26 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect
212.199. 176. 182l srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence noni t or
37.76.217. 222 ga:lcisgi':éa” Territory147. 237. 77. 176 |nat pash. icf. il |dr op First packet isn't SN drop 8
46. 19. 85. 254 I srael 147.237.77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
36.48. 69. 131 Chi na 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
87.54.11.22 Dennar k 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or
Sreaming Engine: TCP Invalid i i ssi
66.249.66.61  |Uited Sates 147. 237.72. 166 |aka i of .i 9 =g Invalid segnent retransmssion. |, 7
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
85.130. 129. 193 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dropped.
192. 114. 105. 254 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
213.57.134.190 |lsrael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout aert 6
79.178. 38. 26 | srael 147.237.72. 167 |ishurimaka. i df .i [Bad TCP sequence Invalid ACK nunber noni t or 6
. ) SYNtAXK retransmt with )
82.102.169. 113 |lIsrael 147.237.72.166 |aka. i df . il Bad TCP sequence di fferent w ndow scal e noni t or 6
77.126.24.198 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber alert 6
84.228.213.62 |Israel 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid AGK nunber monitor |6
Sreamng Engine: TCP Invalid i i ssi
31.168.194.95 |Israel 147.237.72. 166 |aka. i of . | 9 =g Inval i d segnent retransmssion. |, ., 6
Ret r ansmi ssi on Packet dr opped.
37.26. 146. 237 |lsrael 147.237.77. 176 |nat pash. i df .i | drop Frst packet isn't SN drop 6
Sreaming Engine: TCP Invalid i i ssi
46.19. 85. 47 I'srael 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
213.57.134.190 |[lsrael 147. 237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> Timeout |reject 6
77.126.24.198 |lIsrael 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid AGK nunber monitor |6
Sreamng Engine: TCP Invalid i i ssi
109. 64. 147. 243 |Israel 147. 237.72. 166 |aka. i f .11 9 =g Inval i d segnent retransmssion. |, ., 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
62.90.243.74  |israel 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. |y, 6
Ret ransm ssi on Packet dr opped.
2.54.128.40 I srael 147.237.72. 166 [aka.i of .i Bad TCP sequence Inval i d AGK nunber aert 6
Sreaning Engine: TGP Invalid i i sSi
37.26.147.148 |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 6
Ret ransmi ssi on Packet dr opped.
. . SYNtAXK retransmt with .
213.57.134.190 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent w ndow scal e noni t or 6
Sreaning Engine: TGP Invalid i i sSi
79.180. 115.63 |l srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 6
Ret ransmi ssi on Packet dr opped.
84.109.113.19 |Israel 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid AGK nunber aert 6
84.229.82.224 |lsrael 147.237. 72. 156 |anan.i df .il Bad TCP sequence nonitor |6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
195. 160. 240. 11 |l srael 147.237.76. 200 |ei tan. aka. i df . i | Igg.m 2ozflo.t rl‘i Sane Response (bde (404) in Session from B ock 119
37.26.148.173 |[Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 83
174.64.97.238 |lhited Sates [147.237.76.200|eitan. aka.idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 79
37.26.147.204 |lIsrael 147.237.76.200|ei tan. aka. i df . i | Dstributed Too Miny of the Sane Response Code (404) B ock 63
79.183.200.11 [israel 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock 28
85.64.112.59  |Israel 147. 237.72. 166 |aka. i df . i | Dy st buted Unaut hor| zed WL Access on Bl ock 20
2.54.155. 111 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 19
79.180. 14. 246 I srael 147. 237.72. 166 |aka. i df . i | m;:ﬁ“d?‘_’i e /hrogiczt?(; S fecess on Bl ock 9
84.109.225.82 | srael 147. 237.72. 166 |aka. i df . i | m;'(gi“fi wzﬂt /hroer;é?i NLR Access on B ock 8
77.126.10.118 |israel 147. 237.72. 166 |aka. i df . i | V'?W;Vtarjl:ﬁ'td?‘_’i e /hroerellczt(ia(cj) S fecess on Bl ock 6
212.143.186.38 |[lIsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed LR. Access to aka.idf.il/sip_storage/files/4/ B ock 5
176.13.9.5 | srael 147.237.0. 17 ][n inly- kosher -kravi . 1d Miltiple Illegal Paraneter Encoding from176.13.9.5 None 5
176.12.140. 42 |Israel 147. 237.72. 166 |aka. i df . i | \;'\';‘rwar;;erl d?nfﬁ /?;jy n/\';;)'cfair;’?egii ot o zar dl st ep3. aspx None 4
66. 249. 66. 25 I srael 147.237.77. 216 |dover . i df . i | Distributed Uhaut hori zed URL Access on waw i df.il/error. htm B ock 4
212.179. 159. 253|I srael 147.237.77.234|hal ag. i df . | m‘fog?rsi“zg:aﬁ.fg}siﬁslsti%_stmagem s/ 412004, g Bl ock 4
109. 65. 26. 185 |l srael 147.237.72. 166 |aka. i df . i | m;'(;ftdff’iw;ﬂt/hrogééfi n/lR Access on Bl ock 3
176.13.5. 223 I srael 147.237.0.19 |nadi matal .idf.il Distributed Suspicious Response Code B ock 3
2.54.6.68 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
46.19. 86. 54 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock 3
201.39.17.114 |Brazil 147.237.77. 216 |dover . i df . i | Dstributed PH> A tenpt B ock 3
81.218.200. 119 |[Israel 147.237.77.216|dover . i df . i | Mil tipl e Unhaut hori zed URL Access from 81. 218. 200. 119 B ock 3
176.13.7.11 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock 3
91.143.235.91 |[Israel 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to ww i df.il/894-he B ock 3
119. 31. 234. 146 |9 ngapore 147.237.77.216|dover . i df . i | Dstributed PHP Attenpt B ock 3
162.242.171.13 |Uited Sates [147.237.77.216|dover.idf.il Distributed PHP Attenpt B ock 3
46. 19. 85. 126 I srael 147.237.0.19 |nadi matal .idf.il Distributed Suspicious Response Code B ock 3
103.10. 157. 7 Ml aysi a 147.237.77.216|dover . i df . i | Dstributed PHP Attenpt B ock 3
37.26.148.138 [Israel 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock 3
201.39.17.114 |Brazil 147.237.77. 216 |dover . i df . i | Distributed Adnin B ocking B ock 2
185.3.146. 164 |l srael 147. 237.72. 166 |aka. i df . i | m;'(gi“fi wzﬂt /hroer;é?i NLR Access on B ock 2
79.179. 146. 1 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SI. Sessi ons: sigal gs oS Attack None 2
91.143.80.201  [Ger many 147. 237.77. 216 |dover . i df . i | D stri bt oc 1?;;}:%;;?%%&?22;” Bl ock 2
207.46. 13. 81 Lhited Sates |147.237.77.226 :’TMN chanat z. aka. i df Mil tiple Unaut hori zed URL Access from 207.46.13. 81 B ock 2
119. 31. 234. 146 |9 ngapore 147.237.77.216|dover. i df . i | Distributed Admn B ocking B ock 2
208.184.112. 74 |United Sates [147.237.77. 216 |dover . i df .i | D stri butec lfsgfggggg?ﬂeﬁvzfzspzn Bl ock 2
176.12.140. 42  |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs oS Attack None 2
162.242.171.13 |UWited Sates [147.237.77.216|dover.idf.il Distributed Adnmin B ocki ng Bl ock 2
130. 226. 87. 174 |Denmar k 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to waw i df.il/894-en/idf gdover.aspx  |B ock 2
185.32.179.30 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
62.219. 153. 102 |[Israel 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Gode B ock 2
2.54.28. 145 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock 2
107.178.194.79 |Uhited States [147.237.77. 216 |dover. i df .i e L1 1155, 2461 el dover. aue B ock 2
46.19. 85. 14 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs S Attack None 2
103. 10. 157. 7 Ml aysi a 147.237.77.216|dover.idf . il Distributed Admin B ocki ng B ock 2
119. 31. 234. 146 |9 ngapore 147.237.77.216|dover. i df . i | Mil tipl e Uhaut hori zed URL Access from 119. 31. 234. 146 B ock 2
212.143.186. 38 |[Israel 147.237.72. 166 |aka. i df . i | Ml tipl e Unhauthorized URL Access from 212. 143. 186. 38 B ock 2
201.39.17.114 |Razil 147.237.77.216|dover.idf . il Uhaut hori zed URL Access to waw i df.il/index. php B ock 2
109. 65. 159. 217 |Israel 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in URL from109. 65.159.217 [B ock 2
212.143.186.38 |[Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method GPTIONS for aka.idf.il/ Bl ock 2
162.242.171.13 |Uited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/index. php B ock 2
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