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Top Attackers

M dover.idf.il
M nadi matal .idf.il
M aka.idf.il
M i shuri maka.idf.i
M anan.idf.il
M refuah.idf.il
I navy.idf.il
M nakchal .idf.il
hi nush. i df.il
M nat pash. i df . i |

M 167. 114. 156. 16
46. 19. 85. 50
W 176.13.3.129
46. 19. 86. 221
Il 212. 235. 98. 139
M 2.54.139. 177
I 66. 249. 75. 94
l 79. 176. 216. 40
46. 19. 86. 232
M 5.102. 234.92
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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - reset 3310
192.118. 30. 102 | srael 147.237.72. 167 i shurimaka.idf.il|Anonmal y- TLS-renegotiation-Qi dest - r eset 208

66. 249. 64. 181 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 48
212.25.121. 195 I srael 147.237.77. 216 dover.idf.il Block Udp All Nets drop 9

66. 249. 64. 191 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 4
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

| Target Address

Attacker Address

Attacker Country

Signature

41.33.231.90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 5
94.102. 48. 195 147.237.77.178 Net her | ands e. nat pash. i df .i ET SCAN NVAP -sS wi ndow 1024 1
82. 166. 184. 187 147. 237. 76. 148 I srael ggcent er . aka. i df . i | ET SCAN NVAP -sS wi ndow 3072 1
66. 249. 64. 191 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sA (2) 1
61.130. 145. 216 147.237.76. 177 Chi na ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
217.194. 204. 190 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
183. 60. 48. 25 147.237.76. 44 Chi na e.refuah.idf.il ET SCAN Potential SSH Scan 1
150. 164. 225. 30 147. 237.76. 44 Brazil e.refuah.idf.il ET SCAN Potential SSH Scan 1
149. 88. 110. 126 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
132. 70. 66. 12 147. 237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
89. 138. 204. 159 147.237.77.216 I 'srael dover.idf.il portscan: TCP Distributed Portscan 1
77.125. 129. 197 147.237.72. 156 I 'srael anan. i df .i | portscan: TCP D stributed Portscan 1
62. 90. 9. 250 147. 237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
46. 19. 85. 249 147.237.72. 166 I 'srael aka idf.il portscan: TCP Distributed Portscan 1
209. 126. 116. 147 147. 237. 76. 198 Lhited Sates e.yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
2.52.37.42 147. 237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
151. 58. 238. 126 147.237.76. 34 Italy yohal an. i df .i | ET SCAN NVAP -sS w ndow 4096 1
150. 164. 225. 30 147.237.76. 42 Brazil refuah.idf.il ET SCAN Potential SSH Scan 1
149. 78. 24. 225 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stri buted Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
46.19. 86. 221 | srael 147.237.72.167 |ishurimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 201
212.235.98.139 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 132
66.249.75.94  |wnited Sates |147.237.76.86 |navy.idf.il Streamng Engine: TCP Invalid  invalid segnent retransmssion drop 62
Ret r ansni ssi on Packet dropped.
2.54.139. 177 I srael 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 47
79.176.216.40 I srael 147.237.76.42 |refuah.idf.il  |Bad TCP sequence Vsu.\(':dr(;tlr;”:fit wth different moni tor |42
212.199. 34. 114 |Israel 147.237.76.31 |nakchal .idf.il dr op Frst packet isn't SYN drop 31
5.102.234.92  [Israel 147.237. 72. 156 |anan. i of . i | Bad TCP sequence Vﬂdﬁr;n;rit Wth different moni tor (30
46. 19. 86. 232 | srael 147.237.72. 167 |ishurimaka. i of .i[Bad TCP sequence Inval i d ACK nunber noni t or 28
100. 100. 77. 33 147.237.72. 156 |anan. i df .i | drop First packet isn't SWN drop 24
192. 117. 162. 218l srael 147.237.72. 167 |ishurimaka.iof .i[Bad TCP sequence Inval i d sequence nunier noni t or 19
137.248.1.31 Ger many 147.237.77. 216 |dover.idf .il SYN At tack SYN -> SYN-ACK -> RST rej ect 18
2.54.139. 177 I srael 147.237.77. 216 |dover.idf il SYN At t ack rej ect 17
2.54.188. 241 | srael 147.237.72. 166 |aka. i df i SYN At tack SYN -> SYN-ACK -> RST rej ect 16
77.12. 24. 65 Ger many 147.237.77. 216 |dover. i of .i | Strean ng Erg ne: TP Invalid  invalid segnent retransnission drop 14
Ret r ansni ssi on Packet dropped.
100. 100. 105. 146 147.237. 72. 156 |anan. i df . i | drop Frst packet isn't SYN drop 12
100. 100. 115. 224 147.237.72. 166 |aka. i df i drop First packet isn't SWN drop 12
100. 100. 52. 82 147.237.76.42 |refuah.idf.il drop First packet isn't SN drop 12
100. 100. 52. 82 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12
79.179.105.123 |israel 147.237.76.31 |nakchal.idf.il |[Bad TCP sequence V?':dﬁr;”;'it wth different moni tor |11
2.54.139. 177 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber alert 11
2.54.139. 177 I srael 147.237. 77. 216 [dover.idf .il Bad TCP sequence Invalid ACK nunber noni t or 11
2.54.139. 177 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nunier noni t or 11
2.54.128. 40 I srael 147.237.72. 166 |aka. i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
46. 19. 85. 245 I srael 147.237.72. 167 |ishurimaka.idf .i|[Bad TCP sequence Invalid ACK nunber noni t or 9
197. 46. 251. 74  |Egypt 147.237. 77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 8
46.19. 86. 232 I srael 147.237.77. 216 |dover.idf il SYN At tack SYN -> SYN-ACK -> RST rej ect 8
199.203.215.1 |l srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
100. 100. 46. 239 147.237.72. 166 |aka. i df .i drop First packet isn't SWN drop 7
2.54.148.18 I srael 147.237.72. 166 |aka. i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
176.13. 14. 134  |Israel 147.237.76.30 |[hinush.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46.19. 85. 133 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 86. 159 I srael 147.237.76.42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 6
217.132.250.76 |[lIsrael 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber noni t or 6
80.178.202.72 |Israel 147.237.72. 166 |aka. i df . Streaning Engi ne: TCP Invalid  invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
89. 138. 215. 200 |Israel 147.237.72. 166 |aka. i f .11 Streamng Engine: TCP Invalid Jinvalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
46.19. 85. 133 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert
188. 120. 148. 165|l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
2.54.128.40 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence Invalid ACK nunber noni t or
79.183. 139. 232 |Israel 147.237.72. 166 |aka. i df . Streaning Engi ne: TCP Invalid  invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
2.54.128. 40 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d sequence nunber noni t or
46.19. 85. 133 I 'srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or
46.19.86.218  |israel 147.237.72. 166 |aka. i df .| Sreamng Engine: TCP [nvalTd  invalid segnent retransnissi on. drop 6
Ret r ansni ssi on Packet dropped.
2.52.47. 240 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
82.81.193.82  |Israel 147.237.76.42 |refuah.idf.il  |Bad TCP sequence v?':dgitvrsacnaslnlt wth different mnitor |6
46.19. 85. 133 I srael 147.237.77. 216 |dover. i of .i| Bad TCP sequence I'nval i d ACK nunber aert
217.132.250.76 |[lIsrael 147.237.72. 166 |aka.i df . il Bad TCP sequence Inval id ACK nunber alert
194.90. 209. 141 [Israel 147.237.72. 166 |aka. i df .| Sreamng Engine: TCP [nvalTd  invalid segnent retransnissi on. drop 6
Ret r ansni ssi on Packet dropped.
79.177.131. 176 [Israel 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber noni t or
199. 203.215.1 | srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Invalid ACK nunber alert
5.22.134.126 I srael 147.237.72. 156 |anan. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |Site Sgnature Action ‘Count
46. 19. 85. 50 | srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) Bl ock 235
176.13. 3. 129 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 154
46.19. 85. 50 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response CQode B ock 107
46. 19. 85. 50 I srael 147.237.0.19 |nadimatal .idf.i Zg?lfgéosfothe Same Response (bde (403) in Session from B ock 87
176.13.3.129  [Israel 147.237.0.19 |nadimatal .idf.i Bz '\g_‘y&olfzéhe Sane Response (bde (404) in Session from Bl ock 75
185. 32.179. 252 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 20
84.109.225.82 | srael 147.237.72. 166 |aka. i df . i | \?M;Vt ;&;lijtﬁi w;ﬂt /hro(;;?i n/LRL Access on B ock 7
176.12.147. 3 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Gode B ock 6
109. 66.81. 57 | sr ael 147.237.76.86 |navy. idf.il mu;:v(;r.li id?éi Iu/:rLe:c():ucrisgutserol | ow esour ce/ creat e/ B ock 6
46.19. 86. 222 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response CQode B ock 5
62.219.78.144 |lsrael 147.237.77.216|dover. i df . il Dstributed PHP At enpt Bl ock 3
37.26.149.192 |[Israel 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 3
185.32.179.30 |Israel 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Code B ock 3
50. 87. 2. 93 Lhited Sates 147.237.77. 216 |dover.i df . il Distributed PHP Attenpt B ock 3
195. 29. 89. 8 CQoatia 147.237.77. 216 |dover . i df .i | Dstributed PHP Attenpt B ock 3
142.4.14.12 Lhited Sates 147.237.77.216|dover.idf . il Ostributed PHP At tenpt B ock 3
50. 31. 26. 42 Lhited Sates 147.237.77. 216 |dover.i df . il Distributed PHP Attenpt B ock 3
2.54.13. 62 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 3
45. 40. 135. 135 147.237.77.216|dover.idf . il Ostributed PHP At tenpt B ock 3
138.128. 163. 242|Lhited Sates 147.237.77.216|dover . i df .i | Distributed PHP Attenpt B ock 3
138.128.160. 66 |Lhited Sates 147.237.77. 216 |dover . i df .i | Dstributed PHP Attenpt B ock 3
74.124.215.139 [lhited Sates 147.237.77.216|dover.idf . il Ostributed PHP At tenpt B ock 3
176.13.2. 24 I srael 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to wwidf.il/kanar B ock 3
2.54.174. 185 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 3
50. 87.2.93 Lhited Sates 147.237.77.216|dover.idf . il Ostributed Adnin B ocki ng B ock 2
138.128. 160. 66 |Lhited Sates 147.237.77.216|dover . i df .i | Uhaut hori zed URL Access to v idf.il/index. php B ock 2
79. 180. 209. 230 |Israel 147. 237. 72. 156 |aman. i df . i | m;:g:tiegf Lfﬁ“;ﬂ";;j%%fgfsl o Bl ock 2
109. 64.17. 195 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 2
195. 29. 89. 8 Qoatia 147.237.77. 216 |dover.i df . il D stributed Admin B ocki ng B ock 2
142.4.14.12 Lhited Sates 147.237.77.216|dover. i df . il Ostributed Admin B ocki ng B ock 2
50. 31. 26. 42 Lhited Sates 147.237.77. 216 |dover . i df . i | Dstributed Adnin B ocking B ock 2
95.86.103.76 | srael 147.237.72. 166 |aka. i df . i | \';f"o: iaﬂ inuztg_c_eggiﬁ_iaﬁj;i ,?ln;; )r om 95. 86.103. 76 (Prot ocol None 2
72.9.148.10  |Uited Sates 147.237.76.86 |navy.idf.il mu;;u”tngsry' e R e navy. aspx. aspx Bl ock 2
45. 40. 135. 135 147.237.77.216|dover . i df .i | Ostributed Adnin B ocki ng Bl ock

138. 128. 163. 242|United Sates 147.237.77.216|dover. i df . il Ostributed Admin B ocki ng B ock
37.8.78.175 g";'cis;iig;a” Territory. 1147, 237.77. 176 |mat pash. i df . i | [Mitiple Unauthori zed LR Access from 37.8.78.175 B ock 2
185. 120. 125. 51 147.237.72. 166 |aka. i df . i | mu;:giidzf?lﬁmﬁlcgf;j;:omrol o ot udal A B ock 2
109. 64. 152. 216 |l srael 147.237.72. 166 |aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary Bl ock 2
138. 128. 160. 66 |Lhited Sates 147.237.77. 216 |dover. i df . il D stributed Admin B ocking B ock 2
74.124.215.139 [Lnited Sates 147.237.77.216|dover. i df . il Ostributed Admin B ocki ng B ock 2
157.55.39. 155 |lhited Sates 147.237.77. 170 |n@ar achot . i df . i | [Mil tipl e Unaut hori zed URL Access from 157.55. 39. 155 B ock 2
176.13.11. 20 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
62.219.99.130 |[lIsrael 147.237.72. 166 |aka. i df . i | D stributed Whaut hori zed URL Access on waw aka. i df .il/main/ B ock 2
142.4.14.12 Lhited Sates 147.237.77.216|dover . i df .i | Ml tipl e Unauthori zed URL Access from 142. 4. 14. 12 Bl ock 2
107.178.194.79 |Uiited Sates 147.237.77. 216 dover i df .i| [ S!T1DUeC 1?:;}:;&;;?&%&??;2” B ock 2
45. 40. 135. 135 147.237.77.216|dover.idf . il Ml tipl e Unaut hori zed URL Access from 45, 40. 135. 135 B ock 2
50.87.2.93 Lhited Sates 147.237.77.216|dover . i df .i | Uhaut hori zed URL Access to waw i df.il/index. php B ock 2
41.234.129. 141 |Egypt 147.237.77.74 |lawidf.il D stributed PHP Attenpt B ock 2
62.219.78.144 |[israel 147.237.77.216|dover.idf . il Ostributed Adnin B ocki ng B ock 2
138.128. 163. 242|lhited Sates 147.237.77.216|dover . i df .i | Uhaut hori zed URL Access to www i df.il/index. php B ock 2
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