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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action [Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3661
66. 249. 66. 75 | srael 147.237.72. 166 aka idf.il TCP handshake viol ation, first packet not syn |drop 3351
66. 249. 64. 181 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 3113
81.218. 241. 26 | srael 147.237.72. 166 aka idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 124
81. 218. 56. 125 | srael 147.237.72. 166 aka.idf.il Bl ock_Up Al _Nets drop 2
222.186. 56. 107 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 1
141.212.122. 78 Lhited Sates 147.237.76. 176 test.ncore.idf.il|Bl ock Wdp All _Nets drop 1
141.212.122.79 Lhited Sates 147.237.76. 176 test.ncore.idf.il|{B ock Udp All Nets dr op 1
46.19. 86. 248 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
81.218. 56. 125 I srael 147.237.77. 170 nmaar achot . i df .i | [Block UWdp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address
161. 202. 41. 12

|Attacker Gount ry

Net her | ands

Target Address
147.237.76. 42

|Site
refuah.idf.il

|Sgna1 ure

Devi ce Action

|C0unt

Q003: HITP: phpM/Adm n access B ock 1
151. 80. 31. 143 Italy 147. 237. 72. 156 aman. i df.il 28: HITP.  AhrefBot craw er Bl ock 1
161. 202. 41. 12 Net her | ands 147.237.76. 31 nakchal .idf.il Q003: HTTP: phpM/Admin access B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count|
62. 90. 76. 231 147.237.72.166 |Israel aka.idf.il PQLI CY- OTHER TCP packet with urgent flag attenpt 7
183.61.109. 189  |147.237.76.201 [China e.aa.idf.il ET SCAN NVAP -f -sS 1
119.73.228.130  |147.237.0.16 S ngapore ny-kosher-kravi.idf.il |[ET SCAN NMAP -sS wi ndow 3072 1
91.223.208.142  |147.237.72.217 |Qyprus eidf.il ET SCAN Potential SSH Scan 1
82.192. 90. 145 147.237.77.19  |Netherl ands | aw f orumi of .i | ET SCAN Potential SSH Scan 1
2.54.61. 67 147.237.72.166 |Israel aka.idf.il portscan: TCP O stributed Portscan 1
209. 126. 116. 147 |(147.237.76.44 |Lnited Sates e.refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
185. 3. 146. 166 147.237.72.166 |Israel aka idf.il portscan: TCP O stributed Portscan 1
183.61.109. 189  |147.237.76.201 |[China e.ata.idf.il ET SCAN NVAP -sS wi ndow 2048 1
176.12.137.188  [147.237.72.166 |[lIsrael aka.idf.il portscan: TCP D stributed Portscan 1
93.172.141. 183  |147.237.72.166 |Israel aka idf.il portscan: TCP O stributed Portscan 1
84.111. 159. 98 147.237.77.216 |Israel dover . idf.il portscan: TCP O stributed Portscan 1
80. 246. 140. 127  |147.237.72.166 |Israel aka.idf.il portscan: TCP D stributed Portscan 1
41.33.231.90 147.237.77.216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 1
195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 1
183.61.109. 189  |147.237.76.201 |[China e.atal.idf.il ET SCAN NVAP -sS wi ndow 3072 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address [Ste Signature
212.235.98.139 |Israel 147.237.72. 166 |aka.i df i dr op First packet isn't SWN drop 182
137.95.1.11 Lhited Sates |[147.237.77.176|nat pash.idf.il drop Frst packet isn't SYN drop 56
62.207. 60. 231  |Net herl ands 147.237.77.74 |(lawidf.il dr op First packet isn't SYN drop 38
176.12.139. 131 |Israel 147.237.76.42 |refuah.idf. il Bad TCP sequence SWretransmt with different —foniior |35
w ndow scal e
100. 100. 77. 33 147.237.72. 156 |anan.i df . il dr op First packet isn't SYN drop 24
80.246.133.21 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence SN retransmt wih different monitor |20
w ndow scal e
81.218.241.26 |lsrael 147.237.72. 166 |aka. i df .il drop Frst packet isn't SYN drop 16
46.19. 86. 115 | srael 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 15
Sreaning Engine: TCP Invalid i i ssi
212.199. 218. 214/i srael 147.237.72. 167 |i shuri maka. i f . | 9 =g Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dr opped.
100. 100. 18. 33 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 11
93.172.183.67 |lIsrael 147.237.72.166 |aka.i df .i | Bad TCP sequence Inval id ACK nunber nonitor |11
ny- kosher - kravi . i df . SWNretransmt wth different )
212.179.21.194 |Israel 147.237.0.16 || Bad TCP sequence vi ndow scal e monitor |10
217.194. 202. 150|I srael 147.237. 72. 156 |anan.i df . il dr op First packet isn't SYN drop 10
109.64.59.60  [Israel 147.237.76.42 |refuah.idf. il Bad TCP sequence SWretransmt with different | oniior |10
w ndow scal e
R SYN+ACK retransmt wth .
213.57.131.178 |Israel 147.237.72. 166 |aka.i df i Bad TCP sequence different wi ndow scal e nonitor |9
100. 100. 46. 239 147.237.72. 166 |aka.idf . il dr op First packet isn't SN drop 9
213.57.131.178 |lsrael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 9
80. 246. 130. 188 |l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber monitor |8
46. 19. 86. 89 | srael 147.237.72. 156 [anan. i df . il Bad TCP sequence Inval i d ACK nunber noni t or 7
65. 49. 14. 89 g”&;ymus 147. 237.72. 166 |aka i f . drop drop 7
Sreaning Engine: TQP Invalid i i ssi
109. 64.160.93 | srael 147.237.72. 166 |aka. i df . i g =g Invalid segnent retransmssion. | 6
Ret ransni ssi on Packet dr opped.
109. 67.53. 151 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACGK nunber aert 6
Sreaning Engine: TCP Invalid i i ssi
46.19.86.197  |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. |, 6
Ret ransni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
46.19. 86. 11 I'srael 147. 237. 72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 154 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval id ACK nunber aert
109. 67.53.151 |l srael 147.237.72. 166 |aka.i df i Bad TCP sequence Inval id ACK nunber noni t or
R SYN+ACK retransmt with .
185. 32, 179. 169 |lIsrael 147.237.72. 166 |aka.i df .i Bad TCP sequence differert vindow scal e nonitor |6
Sreaning BEngine: TQP Invalid i i ssi
79.176.12.60  |israel 147.237.72. 166 |aka. i df . i g =g Invalid segnent retransmssion. | 6
Ret ransni ssi on Packet dr opped.
81.218.241.26 |lsrael 147.237.72. 167 |i shurimaka. i df . i | drop Frst packet isn't SYN drop 6
e SYN+ACK retransmt with .
46. 19. 85. 176 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence di fferent vi ndow scal e monitor |6
. . SYNretransnmit wth different .
213. 8. 44. 227 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence vi ndow scal e noni t or 6
Sreaning Engine: TCP Invalid i i ssi
46.19.86.103  |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. |, 6
Ret ransni ssi on Packet dropped.
84.95.198. 7 I srael 147.237.72. 166 |aka. i df i Bad TCP sequence Inval i d ACK nunber aert 6
Sreaning Engine: TCP Invalid i i ssi
207.46.13. 4 Lhited Sates |147.237.76.200 |eitan. aka.idf.il 9 =g Invalid segnent retransmssion. |, ) 6
Ret r ansni ssi on Packet dr opped.
46.19. 86. 115 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval id ACK nunber noni t or
84.95.198.7 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or
37.26.146.181 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence S retransmt wth different monitor (6
w ndow scal e
Sreanming Engine: TCP Invalid i i ssi
79.181.113. 108 | srael 147. 237. 72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
37.26.146.186 |lsrael 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
5.102.254.185 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or
37.26.146.181 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence S retransmt wth different aert 5
w ndow scal e
109. 65.117. 24 |Israel 147.237.72. 156 |aman. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 5
79.178.171. 222 |lsrael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 5
2.54. 2. 240 I srael 147.237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
79.178.171. 222 |israel 147.237.72. 166 |aka. i df i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
46.19. 85. 11 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval id ACK nunber nonitor |4
Sreaning Engine: TQP Invalid i i ssi
66.249.66.61  |Uited Sates |147.237.72. 166 |aka i df i 9 =g Invalid segnent retransmssion. |, 4
Ret ransni ssi on Packet dr opped.
84.95.255.130 |Israel 147.237.72. 167 |i shuri maka. i of .i | Bad TCP sequence Inval i d AGK nunber nonitor |4
Sreaning Engine: TCP Invalid i i ssi
194. 90. 240, 121 I srael 147. 237. 76. 200 |ei tan. aka. i df . | 9 =9 Invalid segnent retransmssion. | 4
Ret r ansni ssi on Packet dropped.
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|Top Attackers In V\AF|

Attacker Address |Attacker Gountry |Target Addr ess |Site

Devi ce Action |Oount |

212.179.21.194 |Israel 147.237.77.216 |dover.idf.il Ostributed Waut horized URL Access on waw idf.il/error.htm  [B ock 43
37.26. 146. 217 I srael 147.237.0.19 nadimatal .idf.il|Dstributed Suspicious Response Code B ock 29
77.127.151.154 |[Israel 147.237.72.166 |aka.idf.il D stributed Suspicious Response Code_Qust om Tenpor ary B ock 22
176. 12. 140. 41 I srael 147.237.77.216 |dover.idf.il Ostributed Waut horized URL Access on waw idf.il/error.htm [B ock 21
192. 115. 67. 2 I srael 147.237.77.216 |dover.idf.il D stributed Lhauthori zed URL Access on wawidf.il/error.htm  |B ock 18
176. 106. 226. 102 |lIsrael 147.237.0. 19 nadi matal .idf.il|DOstributed Suspicious Response Code B ock 18
84. 108. 47. 57 I srael 147.237.77.216 |dover.idf.il Ostributed Waut horized URL Access on waw idf.il/error.htm [B ock 12
89.139. 176. 245 |Israel 147.237.77.216 |dover.idf.il O stributed Lhauthori zed URL Access on wawidf.il/error.htm |B ock 12
212.143.3. 44 I 'srael 147.237.77.216 |dover.idf.il Ostributed Wnaut horized URL Access on waw idf.il/error.htm  [B ock 12
176. 13. 5. 150 I srael 147.237.77.216 |dover.idf.il Ostributed Waut horized URL Access on waw idf.il/error.htm [B ock 11
46. 19. 86. 60 I srael 147.237.77.216 |dover.idf.il Dstributed Unaut hori zed LRL Access on wwidf.il/error.htm  |B ock 11
46. 19. 86. 223 I 'srael 147.237.77.216 |dover.idf.il Ostributed Wnaut horized URL Access on waw idf.il/error.htm  [B ock 10
176. 13. 4. 229 I srael 147.237.77.216 |dover.idf.il Ostributed Waut horized URL Access on waw idf.il/error.htm [B ock 10
62.0.54.2 I srael 147.237.77.216 |dover.idf.il D stributed Suspicious Response Code B ock 9
80. 246. 133. 21 I 'srael 147.237.77.216 |dover.idf.il Ostributed Wnaut horized URL Access on waw idf.il/error.htm  [B ock 9
37.26. 146. 241 I srael 147.237.77.216 |dover.idf.il Ostributed Waut horized URL Access on waw idf.il/error.htm [B ock 8
2.101.192. 27 Uni ted Kingdom [147.237.77.216 |dover.idf.il O stributed Lhaut hori zed URL Access on waw idf.il/error.htm  |B ock 8
213. 8. 44. 227 I 'srael 147.237.77.216 |dover.idf.il Ostributed Wnaut horized URL Access on waw idf.il/error.htm  [B ock 7
176.13.1. 115 I srael 147.237.77.216 |dover.idf.il Ostributed Waut horized URL Access on waw idf.il/error.htm [B ock 6
176. 13. 20. 73 I srael 147.237.77.216 |dover.idf.il D stributed Lhauthori zed URL Access on wawidf.il/error.htm  |B ock 6
176. 13. 5. 64 I 'srael 147.237.77.216 |dover.idf.il Ostributed Wnaut horized URL Access on waw idf.il/error.htm  [B ock 6
66. 249. 66. 25 I srael 147.237.77.216 |dover.idf.il Ostributed Waut horized URL Access on waw idf.il/error.htm [B ock 6
37.26.146.190  |Israel 147.237.77.216 |dover.idf.il Dstributed Uhauthorized URL Access on wawidf.il/error.htm  [B ock 6
176.12.142.210 |[Israel 147.237.77.216 |dover.idf.il Ostributed Wnaut horized URL Access on waw idf.il/error.htm  [B ock 6
84.228. 251. 80 I srael 147.237.77.216 |dover.idf.il Ostributed Waut hori zed URL Access on waw idf.il/error.htm [B ock 5
185. 120. 126. 58 147.237.77.216 |dover.idf.il Dstributed Uhauthorized URL Access on wawidf.il/error.htm  [B ock 5
2.52.16.211 I 'srael 147.237.77.216 |dover.idf.il Ostributed Wnaut hori zed URL Access on waw idf.il/error.htm  [B ock 5
2.54.5.172 I srael 147.237.77.216 |dover.idf.il Ostributed Waut horized URL Access on waw idf.il/error.htm [B ock 5
52.16.5. 197 Lhited Sates 147.237.77.216 |dover.idf.il Dstributed Uhauthorized URL Access on wawidf.il/error.htm  [B ock 4
212.199. 182. 150 |Israel 147.237.77.216 |dover.idf.il Ostributed Unaut horized URL Access on waw idf.il/error.htm  [B ock 4
213.57. 84. 161 I srael 147.237.77.216 |dover.idf.il Ostributed Waut horized URL Access on waw idf.il/error.htm  [B ock 4
41.33.231. 90 Egypt 147.237.77.216 |dover.idf.il Ostributed Waut hori zed URL Access on waw idf.il/error.htm  [B ock 4
37. 26. 147. 205 I 'srael 147.237.77.216 |dover.idf.il Ostributed Wnaut horized URL Access on waw idf.il/error.htm  [B ock 4
79. 180. 71. 110 I srael 147.237.77.216 |dover.idf.il Ostributed Waut hori zed URL Access on waw idf.il/error.htm [B ock 4
82.81.193. 82 I srael 147.237.77.216 |dover.idf.il D stributed Suspici ous Response Code B ock 4
46.117. 226. 55 I 'srael 147.237.77.216 |dover.idf.il Ostributed Wnaut horized URL Access on waw idf.il/error.htm  [B ock 4
85. 250. 252. 27 I srael 147.237.77.216 |dover.idf.il Ostributed Waut horized URL Access on waw idf.il/error.htm [B ock 4
200. 6. 104. 28 Giile 147.237.77.176 |mat pash. i df.il Dstributed PHP Attenpt B ock 3
89. 139. 176. 245 |l srael 147.237.76.31 |nakchal .idf.il Unaut hor i zed HTTP Met hod B ock 3
176.12. 145.195 [l srael 147.237.77.216 |dover.idf.il O stribut ed Suspicious Response CGode Bl ock 3
93.172.28.115  |Israel 147.237.77.216 |dover.idf.il Dstributed Uhauthorized URL Access on wawidf.il/error.htm  [B ock 3
60. 241. 215. 85 Australia 147.237.77.216 |dover.idf.il Ostributed PHP At tenpt B ock 3
185. 120. 126. 58 147.237.77.216 |dover.idf.il O stribut ed Suspicious Response CGode Bl ock 3
108. 59. 253. 71 Lhited Sates 147.237.77.216 |dover.idf.il Ostributed Waut horized URL Access on waw idf.il/error.htm  [B ock 3
41.33.231. 90 Egypt 147.237.77.216 |dover.idf.il D stributed Suspicious Response Code B ock 3
83.170.118.9 United Kingdom |147.237.77.216 |dover.idf.il Distributed PHP A tenpt Bl ock 3
2.54.172.28 I srael 147.237.77.216 |dover.idf.il D stributed Lhauthori zed URL Access on wawidf.il/error.htm  |B ock 3
176.12.149. 197 |[Israel 147.237.77.216 |dover.idf.il Ostributed Wnaut horized URL Access on waw idf.il/error.htm [B ock 3
46. 19. 85. 175 I srael 147.237.0.19 [nmadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
212.179.90.106 |Israel 147.237.77.216 |dover.idf.il Dstributed Uhauthorized URL Access on wawidf.il/error.htm  [B ock 3
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