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12-01-2015-10:04:00 to 12-01-2015-11:04:00

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - reset 3519
81.218. 241. 26 | srael 147.237.72. 167 ishurimaka.idf.il |Anonal y-TLS renegoti ation-d i dest - r eset 96

46. 19. 86. 89 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 5
93.174.93. 151 Net her | ands 147.237.76. 200 eitan. aka.idf.il Bl ock Udp Al Nets drop 1

192. 3.170. 124 Lhited Sates 147.237.76. 34 yohal an.idf.il B ock Np Al Net drop 1
222.186. 56. 107 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 1




12-01-2015-10:04:00 to 12-01-2015-11:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site Sgnature Devi ce Action |Count
192.99. 2. 27 Canada 147.237.77. 216 dover.idf.il C1000106: HITP: naj estic bot B ock 1
161. 202. 41. 12 Net her | ands 147. 237.76. 30 hi nush. i df . il Q003: HTTP: phpM/Adni n access B ock 1
161. 202. 41. 12 Net her | ands 147. 237. 76. 39 nobi le.neitav.idf.il Q003: HTTP: phpM/Admi n access B ock 1
161. 202. 41. 12 Net her | ands 147.237.77. 216 dover.idf.il QD03: HTTP: phpM/Adnin access B ock 1




12-01-2015-10:04:00 to 12-01-2015-11:04:00

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
41.33.231.90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent 6
82.192. 90. 145 147.237.8. 46 Net her | ands e. chinuch.idf .il ET SCAN Potential SSH Scan 1
209. 126. 116. 147 147.237.0. 19 Lhited Sates nadi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
79.177. 205. 163 147.237.77.216  |[Israel dover.idf.il portscan: TCP D stributed Portscan 1
195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LWP with fake user agent 1
46. 161. 40. 120 147.237.8. 27 Russi an Federation e.nadi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
185.92.72. 23 147. 237.76. 201 e.atal.idf.il ET SCAN Potential SSH Scan 1
2.54.38. 250 147.237.72.166  [lIsrael aka.idf.il portscan: TGP D stributed Portscan 1
185. 92. 72. 23 147. 237.76. 196 e.sviva.idf.il ET SCAN Potential SSH Scan 1
180. 97. 106. 36 147.237.8. 27 Chi na e.nadimatal .idf.il ET SCAN Potential SSH Scan 1
149. 202. 186. 50 147. 237.77. 227 Ger many e. hanaz.idf.il ET SCAN NVAP -sS w ndow 1024 1
217.194. 195. 93 147.237.72.166  [lIsrael aka.idf.il portscan: TCP D stributed Portscan 1
95.211. 117. 83 147. 237.76. 196 Net her | ands e.sviva. idf.il ET SCAN NMAP -sS wi ndow 1024 1
212.179.21. 194 147.237.77.216  |[Israel dover.idf.il portscan: TGP D stributed Portscan 1
82.192. 90. 145 147. 237.76. 42 Net her | ands refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
209. 126. 116. 147 147.237.0.34 Lhited Sates tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
79.181. 71. 239 147.237.72.166  [lIsrael aka.idf.il portscan: TGP D stributed Portscan 1
209. 126. 116. 147 147.237.0.17 Lhited Sates mny- kosher -kravi . i df.il ET SCAN NVAP -sS w ndow 1024 1
79.176. 121. 102 147.237.72.166 [l srael aka.idf.il portscan: TQP D stributed Portscan 1
185. 106. 94. 91 147.237.8.28 e.nobi | e-ks.idf.il ET SCAN NVAP -sS w ndow 1024 1
185. 92. 72. 23 147. 237.76. 197 e. hi nush. i df .i | ET SCAN Potential SSH Scan 1
185.92.72. 23 147.237.76. 31 nakchal . i df i ET SCAN Potential SSH Scan 1
176. 13. 16. 96 147.237.72.166  [lIsrael aka.idf.il portscan: TGP D stributed Portscan 1
222.186. 21. 181 147.237.77. 216 Chi na dover.idf.il ET SCAN Potential SSH Scan 1
98. 119. 105. 221 147. 237. 8. 45 Lhited Sates e.eitanidf.il ET SCAN NVAP -sS wi ndow 3072 1
212.179.230.196  [147.237.77.216  |israel dover.idf.il portscan: TGP D stributed Portscan 1
82.192. 90. 145 147. 237.76. 42 Net her | ands refuah.idf.il ET SCAN Potential SSH Scan 1
209. 126. 116. 147 147. 237.77. 235 Lhited Sates svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address

Signature

Devi ce

Attacker CQountry ‘Target Address |Ste

S reamng Engi ne: TCP

Inval i d segnent retransnission.

Action

2.54.10.197 | srael 147.237.76. 200 |ei tan. aka.i df . il . .. dr o] 801
Inval id Retransm ssion Packet dropped. P
S reamng Engi ne: TCP i i ssi
79.183.192.87 |Israel 147. 237. 76. 200 |ei tan. aka. i df .| mng Engine. 1 Invalid segnent retransmssion. |, 432
Inval i d Retransm ssi on Packet dr opped.
212.235.98. 139 |lsrael 147.237. 72. 166 |aka. i df .il drop First packet isn't SYN drop 303
- - i.id|Streamng BEngi ne: TCP i i ssi
212.179.21.194 [israel 147.237.0.17 |MM-kosher-kravi.id mng tngine. 1 Invalid segnent retransmssion. | 48
f.il Inval i d Retransnission Packet dr opped.
31.168.79.54  |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence SNretransmt wih different oo |36
wi ndow scal e
100. 100. 14. 85 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 28
100. 100. 77. 33 147.237. 72. 156 |anan.i df . il dr op First packet isn't SYN drop 24
100. 100. 84. 193 147.237. 72. 156 |anan. i df .i | drop First packet isn't SN drop 22
e SWNretransnmit wth different .
212.179.21.194 |Israel 147.237.0.16  |ny-kosher-kravi.idf.il |Bad TCP sequence wi ndow scal e nonitor |18
Sreamng Engi ne: TCP i i ssi
79.181. 113. 108 | srael 147. 237. 72. 166 |aka. i of . i mng tngine. 1 Invalid segnent retransmssion. |, 18
Inval id Retransm ssion Packet dropped.
2.52.48.177 I srael 147.237.72. 166 |aka.i df i SYN At tack SYN -> SYN-ACK -> RST rej ect 15
195. 160. 240. 11 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invali d sequence nunier noni tor |15
100. 100. 14. 85 147.237.76.86 |navy.idf.il dr op First packet isn't SYN drop 14
77.126.97.230 | srael 147.237.76.42 |refuah.idf.il Bad TOP sequence SWretransmt wth different | oo 13
w ndow scal e
46. 19. 85. 84 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |13
100. 100. 40. 238 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 12
80.178.218.76 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Invali d sequence nunier noni tor |12
100. 100. 53. 221 147.237.76.42 |refuah.idf.il drop First packet isn't SYN drop 12
Sreamng Engi ne: TCP i i ssi
2.54.62. 68 I'srael 147. 237. 72. 166 |aka. i of . i mng tngine. 1 Invalid segnent retransmssion. |, 12
Inval id Retransm ssion Packet dropped.
Pal estini an . . -
188. 225.177. 134 Territory, Creupied 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
46. 19. 85. 148 | srael 147.237. 72. 156 |anan.i df .i | dr op First packet isn't SYN drop 11
217.194. 202. 150|l srael 147.237. 72. 156 |anan.i df . il dr op Frst packet isn't SN drop 10
S reamng Engi ne: TCP i i ssi
46.19.85.183  |Israel 147.237.72. 166 |aka i df . mng Engine. 1 Invalid segnent retransmssion. |, 9
Inval i d Retransm ssi on Packet dr opped.
S reamng BEngi ne: TCP i i ssi
37.26.148.218 |Israel 147. 237.72. 166 |aka i df . i | mng tngihe- 1 Invalid segnent retransmssion. | 9
Invalid Retransnission Packet dropped.
46. 19. 85. 148 I srael 147. 237. 72. 156 |anan. i df . i | Bad TCP sequence Invalid ACK nunber mnitor |8
212.179.21.194 [Israel 147.237.8.45 |e.eitan.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 8
46.19. 85. 84 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber aert 7
100. 100. 118. 129 147.237.72. 166 |aka.idf . il dr op First packet isn't SYN drop 7
207.46.13.173 |Lhited Sates 147.237.77. 176 |nat pash. i df . | drop First packet isn't SN drop 7
46.19. 85. 184 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
S reanming Engi ne: TCP i i ssi
109.67.21.71  [israel 147.237.72. 166 |aka. i df . i mng thgine. Invalid segnent retransmssion. | ., 6
Inval i d Retransnission Packet dropped.
46.19. 85. 154 I srael 147.237.77. 216 |dover.idf . i Bad TCP sequence Inval i d ACK nunber noni t or
46.19. 86. 166 | srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
S reamng Engi ne: TCP i i ssi
62.0. 67. 193 I srael 147. 237.72. 166 |aka i df . i | mng tngihe- 1 Invalid segnent retransmssion. | 6
Inval i d Retransnissi on Packet dropped.
213.57.133.41 |lIsrael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Tineout [reject
46. 19. 85. 61 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert
212.179. 210. 74 |Israel 147.237.72. 166 |aka. i df i Bad TCP sequence Inval i d ACK nunber noni t or
S reaning Engi ne: TCP i i ssi
31.168.220.79 |israel 147.237.72. 166 |aka. i df . i mng thgine. Invalid segnent retransmssion. | . 6
Inval i d Retransnission Packet dropped.
S reanming Engi ne: TCP i i ssi
79.180. 122. 105 |Israel 147.237.72. 166 |aka. i df . mng thgine. Invalid segnent retransmssion. | . 6
Inval id Retransm ssion Packet dropped.
46.19. 85. 125 I srael 147.237. 77. 216 [dover.i df . il SYN Attack SYN -> SYN-ACK -> RST rej ect
46.19. 85. 61 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or
Sreamng Engi ne: TCP Invali d segnent retransnission
66. 249. 75. 94 Lhited Sates 147.237.76.86 [navy.idf.il ) . " |dro 6
W Inval i d Retransnission Packet dropped. P
46.19. 85. 192 I srael 147. 237.77. 216 |dover. i df .i Bad TCP sequence Invalid ACK nunber alert
37.26. 148. 132 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
s SN retransnmit wth different .
86.217. 150. 213 |France 147.237.77. 216 |dover.idf .i | Bad TCP sequence wi ndow scal @ nonitor |6
Streaning Engi ne: TCP i i ssi
2.54. 49, 242 I'srael 147. 237. 72. 167 |i shuri maka. i df . i | mng tngine. 1 Invalid segnent retransmssion. |, 6
Inval id Retransm ssion Packet dropped.
S reamng Engi ne: TCP i i ssi
2.52.47.197  |israel 147.237.72. 166 |aka i df .i mng tngine. 1 Invalid segnent retransmssion. |, 6
Inval id Retransm ssion Packet dropped.
46. 19. 85. 20 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber aert
46. 19. 85. 192 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber noni t or
84.108. 209. 163 |l srael 147.237.72.166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber alert
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |[Site Sgnature Acti on ‘Count
176.12.136. 211 |Israel 147.237.0.19 |nadimatal .idf.il Too Many of the Sane Response Cbde (404) in Session from Bl ock 169
176.12. 136. 211
176.12. 136. 211 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 162
176. 106. 226. 1021 sr ael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Qode Bl ock 82
2 54.10 197 | srael 147.237.76. 200 |ei tan. aka. i df . i | ;0(;4Nbllr(l)y log;the Sane Response (ode (404) in Session from B ock 68
176. 106. 226. 102|I srael 147.237.0.19 |madimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) Bl ock 63
79.183.192.87 |lsrael 147.237.76.200|ei tan. aka. i df . i | Distributed Too Miny of the Same Response Code (404) Bl ock 39
2.54.140.1 I srael 147.237.77. 216 |dover.i df .i | Distributed Suspici ous Response Qode Bl ock 32
212.179.21.194 [israel 147.237.77. 216 |dover.i df .i | D stributed Suspi ci ous Response Code Bl ock 16
41.210.129.80 |Uganda 147.237.77.216|dover. i df . i | Distributed Suspici ous Response Code Bl ock 14
37.26.149. 223 |lsrael 147.237.0. 17 g; .niyl_ kosher -kravi .| Ostributed |11 egal Paraneter Encoding None 6
176.13.0. 24 | srael 147.237.0. 17 g; niyl- kosher-kravi .| Mitiple Illegal Paraneter Encodi ng from176.13.0.24 None 5
212.179.21. 194 |israel 147.237.72. 166 |aka. i df . i | m ;Lgult gf_ iLf"f'rl:;h;’/r;:Cer?ar%n J'ecfciisesd on Bl ock 5
176.13.11.239  |israel 147. 237.72. 166 |aka. i df . i | m“;&‘gii;f‘f?lﬁﬁlcsie;js/tcoomol < ot uel A Bock |4
195. 62. 28. 15 zi;g’gom 147.237.77.216|dover. i df . i | Dstributed PHP At enpt Bl ock 3
74.120. 220. 114 |Canada 147.237.77.216|dover . i df . i | Distributed PH> A tenpt Bl ock 3
78.46.7.81 Ger many 147.237.77.216|dover. i df . i | Dstributed PHP Attenpt B ock 3
176. 12. 141. 134 |israel 147.237.77.216|dover. i df . i | Distributed Uhaut hori zed URL Access on wawn idf.il/error. htm B ock 3
216.167.200. 171 |hited Sates |147.237.77.216|dover.idf.il Distributed PH> A tenpt Bl ock 3
178.62.13.206 |lhited Sates |147.237.77.216|dover.idf.il Dstributed PHP Attenpt B ock 3
46.19.85. 71 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
95. 76. 161. 34 Romani a 147.237.77.216|dover . i df . i | Distributed PH> A tenpt Bl ock 3
5. 22. 250. 240 Netherlands |147.237.77.176 |nat pash. i df.il Ostributed PHP Attenpt B ock 3
103. 9. 64. 178 Australia 147.237.77. 216 |dover.i df .i | Distributed PHP Attenpt Bl ock 3
173.254.55.58 |lnited Sates |147.237.77.216|dover.idf.il Distributed PH> A tenpt Bl ock 3
213. 151. 45. 103 |israel 147. 237. 72. 166 |aka. i df . i | m ;Ii(:t:t;‘_’ : wz;t :logicrzie;lt Slf:;sggfzsﬁt x B ock 2
176. 228. 136. 107 |l sr ael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to wawidf.il/1038 B ock
176.13.3.93 | srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code Bl ock
78.46.7.81 Ger many 147.237.77. 216 |dover.i df .i | Distributed Adnin B ocking B ock
31.168.79.187 |Israel 147.237.77. 176 [nat pash. i df . i | muéggoarli_ﬁj_ .Lﬁ_ sipg_csetzsr;atgglfi | es/ 9/ 4629.j pg Bl ock 2
2.54.62.21 I srael 147.237.72. 166 |aka. i df . i | DOstributed I11egal Byte Gode Character in LR B ock 2
216. 167.200. 171|hited Sates [147.237.77.216|dover.idf.il Distributed Admin B ocki ng Bl ock 2
178.62.13.206 |lnited Sates |147.237.77.216|dover.idf.il Distributed Adnin B ocki ng Bl ock 2
103. 9. 64. 178 Australia 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to www i df . il/index. php B ock 2
176.12.145.12  |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DoS Attack None 2
173.254.55.58 |lnited Sates |147.237.77.216|dover.idf.il Uhaut hori zed LRL Access to ww i df.il/index. php Bl ock 2
46.19. 85. 85 I srael 147.237.77.216|dover.i df .i | Dstributed Il1egal HITP \ersion B ock 2
2.54.138. 231 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 2
Dstributed Parameter Read Qnly Mol ation
46.19. 86. 19 I srael 147.237.72. 166 [aka. i df . i | wwy aka. i df . i |/ mai i/ sachar/ regi strati onw zar d/ regi ster. aspx None 2
par anet er
5.29. 169. 123 | srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method HEAD for www aka. i df . i1/ nai n/ sachar/ B ock 2
78.46.7.81 Ger many 147.237.77. 216 |dover . i df . i | Mil ti pl e Unaut hori zed LRL Access from 78.46. 7. 81 Bl ock 2
95. 76. 161. 34 Rormani a 147.237.77. 216 |dover.idf .i | Distributed Adnin B ocki ng Bl ock 2
5. 22. 250. 240 Netherlands |147.237.77.176 |nat pash. i df . il O stributed Adnin B ocki ng B ock 2
103. 9. 64. 178 Australia 147.237.77. 216 |dover . i df .i | Distributed Adnin B ocking Bl ock 2
77.126.66.226 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 2
173.254.55.58 |lhited Sates |147.237.77.216|dover.idf.il O stributed Adnin B ocki ng Bl ock 2
46. 19. 85. 105 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 2
176.13.11. 78 I 'srael 147.237.72. 166 |aka. i df . i | mu;kr;or,bfzeﬁ I /'\:;j wgaﬁ vf. (;:/\paysl i p. aspx Bl ock 2
195. 62. 28. 15 Ei“ir]tgegom 147.237.77. 216 |dover . i df . i | Distributed Adnin B ocki ng Bl ock 2
74.120.220. 114 [Canada 147.237.77. 216 |dover.idf .i | Distributed Adnin B ocki ng Bl ock
80.178.186.11 |[lIsrael 147.237.72. 166 |aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock
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