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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il|DCS- Tool - Swi t chbl adG dest - r eset 3379

66. 249. 64. 186 | srael 147.237.77. 74 lawidf.il |TCP handshake violation, first packet not syn dr op 92

66. 249. 64. 181 | srael 147.237.77. 74 lawidf.il |TCP handshake violation, first packet not syn drop 72
202.112.51. 96 Chi na 147.237.72. 166 aka.idf.il |block-sp-trafl drop 1




12-01-2015-08:04:07 to 12-01-2015-09:04:07

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount

151. 80. 31. 131 Italy 147.237.77. 216 dover.idf.il 28: HITP.  AhrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

41.33.231. 90 147.237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 7
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
66.249. 64. 181 |147.237.77.74 |Wited Sates [lawidf.il ET SCAN NVAP -sA (2) 2
37.26.147.162 |147.237.77. 216 |Israel dover.idf.il portscan: TP D stributed Portscan 1
82.192.90. 145 |147.237.77. 234 |Net her | ands hal ag.idf.il ET SCAN Potential SSH Scan 1
2.54.146. 55 147.237. 72. 166 |I srael aka idf.il portscan: TCQP D stributed Portscan 1
82.192.90. 145 |147.237.76. 176 |Net her| ands test.ncore.idf.il |ET SCAN Potential SSH Scan 1
80. 178. 139. 2 147.237. 72. 166 |I srael aka.idf.il portscan: TCQP D stributed Portscan 1
66. 249. 66. 61 147.237.72.166 |Wited Sates [aka idf.il ET SCAN NVAP -sA (2) 1
62. 38. 250. 31 147. 237. 72. 166 |G eece aka.idf.il ET SCAN NVAP -sS w ndow 3072 1
61.130. 145. 216 |147.237.8.28 |China e.nobi | e-ks.icf.il[ET SCAN NMVAP -sS wi ndow 1024 1
132. 64. 214. 165 |147.237.77. 216 |Israel dover.idf.il portscan: TCQP D stributed Portscan 1
46. 19. 85. 193 147.237.77. 216 (I srael dover.idf.il portscan: TP D stributed Portscan 1
95.211.117.83  |147.237.77.179|Netherl ands  |e.mazi.idf.il ET SCAN Potential SSH Scan 1
85.100.00. 118 |147.237.8.46 |Turkey o chi nuch. i df i1 ET SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
5. 28. 166. 66 147.237. 72. 166 |I srael akaidf.il portscan: TGP D stributed Portscan 1
82.192.90. 145 |147.237.77. 176 |Net her | ands nat pash. i df . i | ET SCAN Potential SSH Scan 1
82.192.90.145 |147.237.8.24 |Netherlands elifestyleidf.il|[ET SCAN NVAP -sS wi ndow 1024 1
80. 82. 78. 27 147.237.77.61 |Netherlands  |e.cogat.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
212.143. 120. 106147. 237. 77. 216 || srael dover.idf.il portscan: TCP D stributed Portscan 1
61.240.144. 65 |147.237.76.44 |China erefuah.idf.il |ET SCAN NVAP -sS w ndow 1024 1
176. 228. 136. 107|147. 237. 72. 166 |I srael akaidf.il portscan: TGP D stributed Portscan 1
52. 23. 156. 32 147.237.72.166 |Wited Sates [aka idf.il portscan: TCP D stributed Portscan 1
109. 65. 2. 93 147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
46.19. 85. 75 147.237. 72. 166 |I srael akaidf.il portscan: TGP D stributed Portscan 1
95.211.117.83  |147.237.77. 170 |Net her | ands mearachot .idf.il [ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Target Address

Ste

Signature

Gountry

Sreamng Engine: TCP Invalid

Inval id segnent retransnission.

Ret r ansnm ssi on

Packet dropped.

2.54.10. 197 I srael 147. 237. 76. 200 [ei tan. aka. i df .i | Ret r ansmi ssi on Packet  dr opped. drop 852
216.185. 58. 186 |Lhited States [147.237.77. 170 |naarachot.idf.il |dr op First packet isn't SYN drop 32
100. 100. 77. 33 147.237. 72. 156 |anan.i df .i | dr op First packet isn't SN drop 24
212. 235. 98. 139 [l srael 147.237.72. 166 |aka.idf . il dr op Frst packet isn't SN drop 23
100. 100. 7. 225 147.237. 72. 166 |aka. i df . il dr op First packet isn't SYN drop 13
46. 19. 85. 91 | srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber noni t or 13
212.179. 21. 194 |I srael 147.237.8.45 |ecitanidf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 12
41.138.85.30 |Rwanda 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 11
37.26.149.132 |[Israel 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 11
46. 19. 86. 85 I srael 147.237.72. 166 |aka i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 10
46. 19. 86. 60 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
46. 19. 85. 143 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or
149.78.238.72 |Israel 147. 237. 72. 166 |aka i of . i Streaning Engine: TCP Invalid  finvalid segnent retransnissi on drop 9
Ret r ansn ssi on Packet dr opped.
46. 19. 85. 38 I srael 147.237. 77. 216 [dover. i df . il Bad TCP sequence Inval i d ACK nunber noni t or 8
66.249.75.94 |UWnited Sates [147.237.76.86 |navy.idf.il Streanng Engine: TP Invalid il id segrent retransmssi on. drop 8
Ret r ansni ssi on Packet dropped.
46.19.85.145 [lIsrael 147, 237. 77. 216 [dover. i df . i Bad TCP sequence Inval i d ACK nunber alert 6
46.19.86.233 [Israel 147.237. 72. 156 |anan.i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 6
46.19.85.145 |Israel 147.237.77. 216 |dover.idf.i | Bad TCP sequence I'nval i d ACK nunber noni t or 6
41.138.85.30 |Rwanda 147, 237. 77. 216 [dover. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 6
203.133. 171. 79 %ﬁaic o [147-237.76.42 [refuanidi.il  |SYN Attack SYN -> SYN-ACK -> RST rej ect 6
66249 67.155 |Uited Sates |147. 237,76, 200 e tan aka idr. i1 || 21 NG Engine: TP Invalid invalid segnent retransnissi on. drop 6
Ret r ansn ssi on Packet dr opped.
213.57. 131. 247 | srael 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN - > SYN-ACK -> Ti neout alert
213.57. 131. 247 |I srael 147.237.72. 166 |aka i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect
41.138.85.30 |Rwanda 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid sequence nunber noni t or
109. 64. 11. 164 |Israel 147.237.72. 166 |aka i df . Streaning Engi ne: TCP Invalid  invalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dropped.
2.54.3.46 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
93.173.246.58 |lsrael 147.237.72. 166 |aka.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
212.143.88.89 |[Israel 147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SN drop 5
46.19.85.76 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 5
46. 19. 86. 85 I srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
176. 13. 18. 103 [l srael 147.237. 77, 243 |t e i1 | €2 ng Engi ne: T Invalid  finvalid segnent retransission drop 4
Ret r ansni ssi on Packet dropped.
54.244.22.103 |lhited Sates |147.237.77.176 |natpash.idf.il dr op First packet isn't SYN drop 4
167. 114. 156. 16 |Canada 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
46.19.85.104 |Israel 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 4
41.33.231.90 |Egypt 147.237.77. 216 |dover.idf.il Bad TCP sequence noni t or 4
46.19.86.127  [Israel 147.237.72. 166 |aka.i df .i 1 Bad TCP sequence I'nval i d ACK nunber noni t or 4
66.249.66.61 |Wited Sates |147.237.72. 166 |aka idf.il Streaning Engine: TCP Invalid  finvalid segnent retransnissi on dr op 4
Ret r ansn ssi on Packet dr opped.
64.78.30.2 Uited Sates [147.237.77.216|dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 4
2.54.61.51 I srael 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
62. 0. 200. 163 | srael 147.237.72. 166 |aka.i df .il drop First packet isn't SN drop 4
41.138.85.30 |Rwanda 147.237. 77. 216 [dover.idf . il Bad TCP sequence Invalid sequence nunber alert 4
94. 230. 86. 241 |[Israel 147.237.72. 166 |aka. i df . il Bad TCP sequence Invalid ACK nunber noni t or 4
64.78.30. 2 Lhited Sates |147.237.77.216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
66.249.67.173 |ited Sates |147. 237, 76. 200 |ei tan aka i i1 | Cam NG Engine: TP Invalid invalid segnent retransmssi on. drop 4
Ret r ansni ssi on Packet dropped.
46.19.85.177 |Israel 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 4
46.19.86.227 |israel 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid  finvalid segnent retransnissi on drop 3
Ret ransni ssi on Packet dr opped.
213.57. 131. 247 |I srael 147.237.72. 166 |aka. i df . Bad TCP sequence mﬁsg reansm wehdifferent oonitor |3
207. 232. 35. 234 |I srael 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid  finvalid segnent retransnissi on drop 3
Ret ransni ssi on Packet dr opped.
2.52. 60. 58 I srael 147. 237.72. 166 |aka i df . i Streamng Engi ne: TCP | nvalid  imvalid segnent retransission drop 3
Ret r ansni ssi on Packet dr opped.
37.26.149. 250 |Israel 147. 237.72. 166 |aka i df . i | Streamng Engine: TCP Invalid invalid segnent retransnission drop 3
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Attacker Address

A tacker
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Devi ce
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Country Action

2.54.10. 197 I srael 147.237.76.200|ei tan. aka. i df . i | ;OZ 4'.\%3? 1057”'6 Same Response (bde (404) in Session from Bl ock 166
5. 29. 235. 32 I srael 147.237.0.19 |[nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 54
46. 19. 86. 249 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 6
109. 64. 115. 168 |l srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized Method for Known URL from 109. 64. 115. 168 |B ock 5
198.1.67.71 Lhited Sates 147.237.77.216|dover.idf .il Dstributed PHP At tenpt B ock 3
174.127. 116. 185|Lhited Sates 147.237.77. 170 |maarachot . i df . i | |Distributed PHP Attenpt Bl ock 3
176.13.6. 15 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
197.85.184.79 |South Arica 147.237.77.216|dover.idf .il Dstributed PHP At tenpt B ock 3
113.192.21.100 |Australia 147.237.77.216|dover . i df . il D stributed PHP A tenpt Bl ock 3
74. 85. 66. 62 Lhited Sates 147.237.77.216|dover . i df . il Distributed PHP Attenpt B ock 3
189. 91. 32. 59 Brazil 147.237.77.216|dover.idf .il Dstributed PHP At tenpt B ock 3
176.13.18.103 |[Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 3
46.19. 85. 134 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
64.78.30.2 Lhited Sates 147.237.77.216|dover.idf .il Dstributed PHP At tenpt B ock 3
107.6.152. 122  |Netherl ands 147.237.77.216|dover . i df . il D stributed PHP A tenpt Bl ock 3
176.13.20.174 |Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
207.232.37.216 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed LRL Access to waw aka.idf.il/sip storage/files/ 0/ B ock 3
216.180. 241. 106|thited Sates 147.237.77.216|dover . i df . il D stributed PHP A tenpt Bl ock 3
176.13.2.79 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs S Attack None 2
64.78.30.2 Lhited Sates 147.237.77.216|dover.idf .il Unaut hori zed URL Access to www i df.il/index. php B ock 2
216. 180. 241. 106|Whited Sates 147.237.77.216|dover.i df . il Mil ti pl e Uhaut hori zed URL Access from 216. 180. 241. 106 B ock 2
189.91. 32. 59 Bazil 147.237.77.216|dover.i df .l D stributed Admin B ocking B ock 2
176.13.11.239 [ srael 147.237.72. 166 |aka. i df . i | m“;:gii??lﬁmﬁlcgfx;fomrol o ot udal A B ock 2
157.55.39.197 |[lnited Sates 147.237.77.233|atal .idf .il Uhaut hori zed URL Access to wwatal .idf.il/fd/ls/] B ock 2
198.1.67.71 Lhited Sates 147.237.77.216|dover . i df . il Unaut hori zed URL Access to ww i df.il/index. php B ock 2
64.78.30.2 Lhited Sates 147.237.77.216|dover.idf . il Ostributed Admin B ocki ng Bl ock 2
174.127.116. 185|Uhited Sates 147.237.77. 170 |maar achot . i df . i | [Uhaut hori zed URL Access to maarachot. i df.il/index. php B ock 2
31.168. 238. 146 |lIsrael 147.237.77.216|dover . i df . il Unhaut hori zed URL Access to waw idf.il/tenpl ates/ social / undef i ned B ock 2
107. 6. 152. 122  |Netherl ands 147.237.77.216|dover.idf . il Ostributed Admin B ocki ng Bl ock 2
197.85.184.79 |[South Africa 147.237.77.216|dover.idf .l Uhaut hori zed URL Access to ww i df.il/index. php B ock 2
113.192.21.100 |Australia 147.237.77.216|dover . i df . il Unaut hori zed URL Access to ww i df.il/index. php B ock 2
87.68. 23. 97 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 2
176.12. 145. 192 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 2
216.180. 241. 106|thited Sates 147.237.77.216|dover . i df . il Ostributed Admin B ocking Bl ock 2
198.1.67.71 Lhited Sates 147.237.77.216|dover.idf . il Ostributed Admin B ocki ng Bl ock 2
174.127.116. 185|Uhited Sates 147.237.77. 170 |maar achot . i df . i | |O stributed Admin B ocki ng B ock 2
189. 91. 32. 59 Brazil 147.237.77.216|dover . i df . il Unaut hori zed URL Access to ww i df.il/index. php Bl ock 2
197.85.184.79 |South Arica 147.237.77.216|dover.idf . il Ostributed Admin B ocki ng Bl ock 2
185.32.179. 139 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 2
113.192.21.100 |Australia 147.237.77.216|dover . i df . il Ostributed Admin B ocking Bl ock 2
207.46.13. 91 Lhited Sates 147.237.77.233|atal .idf.il D stributed Whaut hori zed URL Access on v atal .idf.il/fd/ls/l B ock 2
66. 249. 66. 40 I srael 147.237.77.216|dover . i df . il Unaut hori zed URL Access to 147.237. 77. 216/ 1065- he/ dover . aspx  |Bl ock 1
37.26.149.212 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
107.6.152. 122  |Netherl ands 147.237.77.216|dover . i df . i Ml tipl e Unaut hori zed URL Access from 107. 6. 152. 122 B ock 1
192.114.91. 213 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
46.121.135. 3 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
2.54.27.161 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS A tack None 1
84.228.118. 150 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
2.52.138.192 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S At ack None 1
79.179. 146. 177 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method CPTIONS for ww aka. i df . il/mai n/ sachar/ B ock 1
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