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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
66. 249. 66. 81 | srael 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 14205
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3615
52.16.5.197 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4

93. 174. 93. 151 Net her | ands 147.237.76. 86 navy.idf.il Block Udp Al Nets drop 1

93. 158. 203. 169 Net her | ands 147.237.76. 44 e.refuah.idf.il |B ock Wp All Nets drop 1

93. 158. 203. 169 Net her | ands 147.237.76. 176 test.ncore.idf.i|B ock Udp All Nets drop 1

93. 158. 203. 169 Net her | ands 147.237. 76. 200 eitan.aka.idf.il |B ock Wdp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount
106. 38. 241. 106 Chi na 147. 237. 72. 166 aka.idf.il Cl03: HTTP. User Agent Sogou+web+spi der ock 1
198. 20. 69. 74 Lhited Sates 147.237. 76. 197 e.hinush.idf.il [13840: TLS QpenSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 9
66.249. 64. 181 |147.237.77.74 |Wnited Sates |[lawidf.il ET SCAN NVAP -sA (2) 2
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 2
79.176. 170. 110 |[147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
125. 119. 220. 104(147. 237. 77. 226 |Chi na win charrat z. aka. i df . i1 [ET SCAN Potential SSH Scan 1
125. 119. 220. 104|147. 237. 76. 202 |Chi na e halag.idf.il ET SCAN Potential SSH Scan 1
61.240.144. 64 |147.237.0.19 |China nadi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
125. 119. 220. 104{147. 237. 76. 200 |Chi na eitan aka.idf.il ET SCAN Potential SSH Scan 1
46.121. 120. 188 (147.237.72. 166 || srael aka idf.il portscan: TCP O stributed Portscan 1
125. 119. 220. 104|147. 237. 76. 42 [Chi na refuah.idf.il ET SCAN Potential SSH Scan 1
46. 19. 85. 223 147.237. 72. 166 |I srael aka.idf.il portscan: TCP Distributed Portscan 1
114.112.90.54 |147.237.72.14 |China dover.idf.il (ol d) ET SCAN Potential VWNC Scan 5900- 5920 1
45, 127.207. 216 [147.237.0. 200 ndu. i df il ET SCAN NVAP -f -sS 1
180.97.106.36 |147.237.0.16 |China ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
95.211.117.83 [147.237.0.34 |[Netherlands tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
31.6.71.154 147.237.76.30 [Pol and hi nush. i df . il ET SCAN NMAP -sS wi ndow 1024 1
173. 160. 184. 241(147. 237.72. 166 |Whited Sates |aka.idf.il ET SCAN NVAP -sS wi ndow 2048 1
85.130.130. 16  [147.237. 72. 166 |l srael aka idf.il portscan: TCP O stributed Portscan 1
173. 160. 184. 241|147. 237. 72. 166 |United Sates  |aka. idf.il ET SCAN NVAP -f -sS 1
2.52.172.209 147.237. 72. 166 |I srael aka.idf.il portscan: TCP Distributed Portscan 1
80. 82.78. 27 147. 237. 72. 167 |Net her | ands i shuri maka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
125. 119. 220. 104|147. 237. 77. 243 [Chi na nobi | e.idf.il ET SCAN Potential SSH Scan 1
77.125.128.92  |147.237.72. 166 |l srael aka.idf.il portscan: TCP Distributed Portscan 1
125. 119. 220. 104|147. 237. 77. 212 |Chi na e. dover.idf.il ET SCAN Potential SSH Scan 1
61.240. 144. 64 |147.237.76.30 |China hi nush. i df . il ET SCAN NMAP -sS wi ndow 1024 1
125. 119. 220. 104|147. 237. 76. 201 |Chi na e.atal.idf.il ET SCAN Potential SSH Scan 1
61.130. 145. 216 |147.237. 72. 167 |Chi na i shuri maka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
125. 119. 220. 104|147. 237. 76. 198 |Chi na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
46. 19. 86. 239 147.237. 72. 166 |I srael aka.idf.il portscan: TCP Distributed Portscan 1
125. 119. 220. 104|147. 237. 72. 166 |Chi na aka.idf.il ET SCAN Potential SSH Scan 1
45.127.207. 216 |147.237.0.200 . i df il ET SCAN NMAP -sS wi ndow 2048 1
180. 97.106. 37  |147. 237. 76. 148 |Chi na gacenter. aka. i df . il ET SCAN Potential SSH Scan 1
113. 160. 150. 62 |147.237.77.74 |M etnam lawidf.il ET SCAN NMAP -sS wi ndow 4096 1
176.13.0. 89 147.237.77. 216 (I srael dover.idf.il portscan: TCP D stributed Portscan 1
91.201. 236. 113 |147.237. 77. 243 |kr ai ne nobi | e.i df.il ET SCAN NVAP -sS wi ndow 1024 1
5.22.134.19 147.237. 72. 166 |I srael akaidf.il portscan: TCP O stributed Portscan 1
173. 160. 184. 241|147. 237. 72. 166 |Lhited Sates |[aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
80, 246.130.93  |147 237 77 233 |1 ael atal idh il ET DOS Large anount of TCP ZeroVWndow - Possible Niller2 1
DDos attack
171. 232.56. 152 |147.237. 77. 216 |M et nam dover.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

At acker

count ry ‘Target Address |Ste Signature
212. 235. 98. 139 [l srael 147.237.72. 166 |aka. i df .il dr op First packet isn't SN drop 33
100. 100. 77. 33 147.237. 72. 156 |anan. i df . i | drop Frst packet isn't SYN drop 23
31.186. 228. 31 LK‘:';;gom 147.237.72. 166 |aka.i df .i drop First packet isn't SIN drop 16
82.166.53. 161 |[lsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid sequence nunber noni t or 14
31. 186. 228. 32 t(‘?';gegom 147.237.72. 166 |aka. i df .i | drop Frst packet isn't SIN drop 14
46.19. 85.0 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 13
46.19. 85.0 I 'srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber aert 12
31. 186. 228. 59 LK‘:';;gom 147.237.72. 166 |aka.i df .i drop First packet isn't SIN drop 12
Sreanming Engine: TCP Invalid i i ssi
66.249.75.94 |Wited Sates |147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. drop 12
Ret r ansm ssi on Packet dropped.
46. 19. 85. 79 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 12
31. 186. 228. 60 LKJ?';;gom 147.237. 72. 166 |aka. i df .i | drop First packet ismt SYN drop 10
216.223.27.58 |lLhited Sates |[147.237.72.166 |aka.idf.il drop First packet isn't SYN drop 9
Sreaming Engine: TGP Invalid i i ssi
2.54.186.221 |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. drop 9
Ret r ansmi ssi on Packet dropped.
195. 160. 240. 11 [l srael 147.237.72.167 |ishurimaka.idf .i[Bad TCP sequence Invalid sequence nunber noni t or 9
31. 186. 228. 58 LK‘:';;gom 147.237.72. 166 |aka.i df .i drop First packet isn't SIN drop 8
Sreanming Engine: TCP Invalid i i ssi
82.80. 168. 212 |l srael 147. 237. 72. 166 |aka. i o . i 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
31.186. 228. 57 LK‘:';;gom 147.237.72. 166 |aka.i df .i drop First packet isn't SIN drop 6
46.19.85.254  |Israel 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber aert 6
31. 186. 228. 29 t(‘?';gegom 147.237.72. 166 |aka. i df .i | drop Frst packet isn't SIN drop 6
Sreaming Engine: TP Invalid i i ssi
79. 181, 192. 215 |I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TP Invalid i i ssi
66.249.66.75 |United Sates |147.237.72.166 |aka idf.il 9 =g Invalid segnent retransnission. drop 6
Ret r ansni ssi on Packet dr opped.
46.19.85.254 |Israel 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 6
31.186. 228. 95 LK?'rf;gom 147.237.72. 166 |aka. i df .i | drop First packet isn't SW drop 6
46.19.85.240 |lsrael 147. 237.77. 216 |dover.idf .il Bad TCP sequence Inval id ACK nunber alert 6
46.19.85.240  [Israel 147.237.77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber noni t or 6
2.52.56.188 | srael 147.237.72. 167 |i shurimaka.idf . i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 85. 84 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Invalid ACK nunber alert 5
62.219.198.6 |Israel 147.237.72. 166 |aka. i df . il Bad TCP sequence I'nval i d sequence nunber noni t or 5
46. 19. 85. 84 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval i d ACK nunber noni t or 5
62.219.198.6 |Israel 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 5
. . SYNPAXK retransmt with different .
185. 32. 179. 228 |l srael 147.237.72. 166 |aka. i df.il Bad TCP sequence Vi ndow scal e noni t or 5
37.26.147.199 |Israel 147.237.72. 166 |aka. i df . i | Bad TCP sequence moni t or
46.19.85.219 |Israel 147.237.76.31 |nakchal.idf.il |Bad TCP sequence Inval i d ACK nunber alert
31.186. 228. 94 LKTIr:;gom 147.237.72. 166 |aka.idf .il drop Frst packet isn't SN drop 4
46.19.85.219 [Israel 147.237.76.31 |nakchal.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 4
31. 186. 228. 30 E;Ir:;cci]om 147. 237.72. 166 |aka i of . i | drop Frst packet isn't SWN drop 4
31. 186. 228. 96 LK‘:';;gom 147.237.72. 166 |aka.i df .i drop First packet isn't SIN drop 4
109. 65. 52. 254 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 4
213.57. 129. 202 |l srael 147.237.72. 166 |aka. i df il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
100. 100. 87. 29 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 4
Sreanming Engine: TCP Invalid i i ssi
2.54.132.109  |Israel 147. 237. 72. 166 |aka. i o . i 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
77.125.159. 71 |israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segment retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
109. 65. 60. 120 |Israel 147. 237. 72. 166 |aka. i o . i 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
31.168.101. 74 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segment retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
46.19.86.232 |l srael 147. 237. 72. 166 |aka. i o . i 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.181.11. 215 [israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segment retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
2.54.0.187 I'sral 147. 237. 72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
37.26.148.173 |Israel 147.237.72. 166 |aka. i of .| Bad TCP sequence SIHAK retransmt with different | oo |3
w ndow scal e
Sreanming Engine: TCP Invalid i i ssi
77.125. 161. 191 |I srael 147.237.72. 166 |aka i f .11 9 =g Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
109. 66. 17. 117 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segment retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site dgnature Acti on ‘Count
176.12. 149. 101 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 21
85. 64.228.236 |Israel 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut hori zed Method for Known URL from 85. 64. 228. 236 B ock 16
79.176.131.39  |Israel 147. 237.72. 166 |aka. i df . i | \?w;;;;(guf glfj ff“f‘;‘;hr‘]’/rs' ;::mﬁn jocess on Bl ock 8
37.26.149.139 |[lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 6
46.19.85. 11 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 5
79.179. 99. 94 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to wwu aka. i df .il/xmrpc. php B ock 4
79.179. 99. 94 I srael 147.237.72. 166 |aka. i df . i | PHP At t enpt B ock 4
176.12. 151. 194 |Israel 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 3
176.13.20. 195 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None 2
107.178.194.79 [United Sates [147.237.77. 216 |dover. i df . | D stri bt ec Esgfggg'gg?ﬂeﬁvﬁc_f::pz” B ock 2
84.228.144.236 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
107.178.194.87 |Uited Qates |147.237.77. 216 |dover . i df . i | D stri bt ec gsgfggzgfﬁeﬁvicffjp;n Bl ock 2
176. 228.129. 98 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka.idf.il/ufi/reaction/ B ock

85. 64. 228.236 |l srael 147.237.72.166 |aka. i df . i | Uhaut hori zed Met hod HEAD for wwu aka. i df.il/nai n/ sachar/ B ock
5.22.134. 19 I'srael 147. 237. 72. 156 |anan. i df . i | mmﬂegf ﬂ?“;tr;‘ﬂs'zlizwmfzfssl o B ock 1
207. 46. 13. 91 Lhited Sates [147.237. 76. 147 |chi nuch. aka. i df . i|D stributed Unaut hori zed LR Access on waw chi nuch. aka. i df . i|/404. htm B ock

66. 249. 78. 11 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1271- he/ at al . aspx Bl ock
66.249.66.31  |Israel 147.237.77. 216 |dover. i df . i | g"elltzi 4%_662’ |3|lw dth/Hal fw dth Lhi code Encoding on URU Paraneter (+) - from|py 1
109. 66. 213. 76 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None
84.228. 99. 75 I srael 147.237.72. 156 [anan. i df . i | Unaut hori zed URL Access to waw aman. i df.il/https:/wu aman.idf.il/ Bl ock
37.142.68.73 I srael 147.237.77. 176 |mat pash. i df . i | PHP At t enpt B ock
79.177. 164. 218 | srael 147.237.72. 166 |aka. i df . i | m”:k‘g‘?i ggﬁﬁmﬂ/&:ﬂaﬁﬂiﬁ%ﬁcﬁﬁ Wy, aspx None 1
195. 154. 168. 82 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka. i df.il/wp-1ogin. php B ock 1
66. 249. 66. 61 I srael 147.237.72. 166 [aka. i df . i | Unknown Paraneter gt; in ww aka.idf.il/main/rabanut/general . aspx None 1
46. 19. 85. 175 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
5.22.134.19 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/https:/ww aka.idf.il/ B ock 1
207. 46. 13. 119 Lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to www idf.il/1514-en/d Bl ock 1
79.183.18.110 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
68. 180. 229. 239 [Lhited Sates |147.237.72. 166 |aka. i df .|| wf‘:frmzaefa%ﬁﬁ;j;oﬂ? e/afkial' ;;fé/iéés";é.‘;d'fmenp' ates/ Bl ock 1
176.13. 23. 18 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3L Sessi ons: sigal gs oS Attack None 1
66.249.66.37  |Israel 147.237.77. 216 |dover . i df . i | e R e e e/ dover . aspx Bock |1
131. 162. 130. 180|Canada 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ B ock
37.142.68.73 I srael 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to ww cogat.idf.il/xnirpc. php Bl ock
79.177.225. 155 |lIsrael 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wawidf.il/https: /waidf.il/ B ock
204.13.200.200 |Wited Sates |147. 237. 77. 216 |dover . i df . | D stri buted ﬂ"gg‘tgzgieﬁeﬁvﬁfjpf” Bock 1
176.13. 2. 144 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
66. 249. 66. 61 I srael 147.237.72. 166 [aka. i df . i | Unknown Paraneter pop in wwy aka. i df.il/mai n/ hone/ None 1
46.19. 85. 215 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
37.26.148.249 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
208.184.112.75 [United Sates |147.237.77. 216 |dover. i df . i | D stri uted 1?;;}:;22;?&%@?212“ Bl ock 1
79.183. 163. 135 |l srael 147.237.72. 166 |aka. i df . i | Uhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
77.125.159.71 | srael 147. 237.72. 166 |aka. i df . i | :)Iulrigeil/ i?ta;eﬁdsnggggzegz)g;kﬁ f/ nai v kapat 2/ res Bl ock 1
66. 249. 66. 40 | srael 147.237.77.216|dover.idf . il Unaut hori zed URL Access to 147.237.77. 216/ 1133- he/ dover . aspx Bl ock 1
157.55.39.108  [Uhited Sates |147.237.77.74 [lawidf. il lejlt;vzrildzf??l /ut:ae;npplcgteesss; sth(;r ed/ user cont rol s/ | obbyi nf ocent eri t emt Bl ock !
204.13.200.200 |Wnited Sates |147. 237. 77. 216 |dover. i df . | D stri buted 1%";2;%;?&%\/??;;” Bock 1
79.178.143. 170 |lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
2.52.173. 198 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
176.13.12. 209 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
66.249.67.138 |lIsrael 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/ Bl ock 1
46. 19. 86. 204 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
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