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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3276
96. 44. 187. 158 Lhited Sates 147.237. 76. 147 chinuch.aka.idf.il [JLM Under Attack_Con_Tcp dr op 2
153. 254. 136. 181 Japan 147.237. 76. 38 eeneitav.idf.il Invalid TP H ags drop 2
204. 42. 253. 130 Lhited Sates 147. 237.76. 44 e.refuah.idf.il Block Wdp All Nets drop 2
192. 3. 170. 124 Lhited Sates 147. 237.76. 197 e. hi nush. i df .i | Block Np All Net drop 1
141. 212.122. 67 Lhited Sates 147.237.76. 197 e. hinush.idf.il Bl ock_Ulp Al _Nets drop 1
141. 212.122. 68 Lhited Sates 147.237.76. 197 e. hinush.idf.il Bl ock_Ulp Al _Nets drop 1
192. 3.170. 124 Lhited Sates 147.237.76. 176 test.ncore.idf.il B ock Np Al _Net dr op 1
93.174.93. 151 Net her | ands 147.237.76. 199 e. nakchal .idf.il Block Udp All Nets drop 1
146. 185. 239. 100 Russi an Federation 147.237.76. 42 refuah.idf.il bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry |Target Address |Site |Sgna1ure Devi ce Action |Oount |
37.58.75. 46 Net her | ands 147.237.76.31 |nakchal .idf.il 20086: HTTP. Mii ebl ackcat Security Scanner B ock 5
37.58.75. 46 Net her | ands 147.237.76. 147 |chi nuch. aka. i df . i | |[20086: HTTP. Mii ebl ackcat Security Scanner B ock 4

37.58.75. 46 Net her | ands 147.237.76.31 |nakchal .idf.il 20085: HITP. Mii ebl ackcat Security Scanner Initial Request Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Ki ngdom

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
51.254.46.129 |147.237.76.30 LKJ?';:gom hi nush. i df i | ET SCAN NVAP -sS wi ndow 1024 1
203. 197. 205. 118(147.237.76.34 |India yohal an. i df il ET SCAN NMAP -sS wi ndow 1024 1
. L ET SCAN Behavi oral Uhusual 'y fast inbound Tel net CGonnecti ons,
180. 117.224.89 [147.237.0.35 |China akaws.idf.il . 1
Potential Scan or Brute Force
114.112.90.54 |147.237.0.19 |China nadi matal .idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
82.192.90.145 |147.237.0.35 |Netherlands akavs. i df .il ET SCAN NVAP -sS w ndow 1024 1
51.254.46.129 |147.237.76.31 LKJ?';:gom nakchal . i df.il ET SCAN NVAP -sS wi ndow 1024 1
37.58. 75. 46 147.237.76.31 |Netherlands  |nakchal .idf.il ET WEB_SERVER Mui ebl ackcat scanner 1
203. 197. 205. 118(147. 237.76.34 |India yohal an. i df .i ET SCAN NVAP -sS w ndow 2048 1
203. 197. 205. 118(147.237.76.34 |India yohal an.idf.il ET SCAN NVAP -f -sS 1
189. 203. 240. 181|147. 237. 76. 86 |Mexi co navy.idf.il ET SCAN Potential SSH Scan 1
114.112.90.54 |147.237.0.34 |China tikshuv.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
94.102.48.195 |147.237.0.16 |Netherl ands ny-kosher-kravi .idf.il |ET SCAN NVAP -sS w ndow 1024 1
51.254.46.129 |147.237.76. 44 |W &0 e.refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
41.33.231. 90 Egypt 147. 237.77. 216 |dover.idf .il drop SAMrul e drop 36
100. 100. 77. 33 147.237.72. 156 |anan.idf . il drop First packet isn't SN drop 24
Sreaning Engine: TCP Invalid i i sSi
5.22.134.157  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. . 12
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
157.55.2.133  |Wited Sates |147.237.77. 234 |hal ag.idf.il 9 =9 Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi
41.230.14.223 [Tunisia 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. . 6
Ret r ansni ssi on Packet dr opped.
Anonynous S
65. 49. 14. 153 Pr oxy 147. 237.72. 166 |aka. i df .i | drop drop 6
46.19. 85. 74 I srael 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
46. 19. 85. 83 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber moni tor |4
46.19. 85. 74 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d ACK nunber nonitor |3
Sreanming Engine: TCP Invalid i i SSi
79.183. 170. 106 |l srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
46.120.139.71 |[Israel 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Tineout |reject
46. 19. 85. 83 I srael 147.237.77. 216 |dover. i df .| Bad TCP sequence I'nval i d ACK nunber alert
Sreaning Engine: TGP Invalid ' i ssi
157.55.39. 247 |Wited Sates |147.237.77. 234 |hal ag.i df .1 9 =g Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2
106. 38. 241. 106 |Chi na 147. 237.72. 166 |aka. i df .i | drop SAMrul e drop 2
188. 138. 17. 205 |France 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |reject 2
141.212.121. 222|thited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
85.159. 237.38  |Nether| ands 147.237.77. 216 |dover.idf.il Directory Traversal directory traversal overflow noni t or 1
216.218.206. 94 |Uhited Sates |147.237.76.197 |e hinush.idf. il Geo- | ocati on enf or cenment ﬁ?olr 822;?” I nbound drop 1
184.105.139. 96 |Wnited Sates [147.237.8.28 e nobile-ks.idf.il Geo- | ocati on enf or cenment Geo-1 ocati on i nbound drop 1
enf or cenent
149. 202. 47. 181 |Ger many 147.237. 77. 216 [dover.i df .i | Drectory Traversal directory traversa overflow noni t or 1
106. 38. 241. 106 |Chi na 147.237. 77. 170 |naar achot . i df . i | drop SAMrul e drop 1
74.82.47.6 Lhited Sates |[147.237.0.19 |nadi matal.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
202.112.51.96 |China 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
176.10. 99. 209  |Saitzerl and 147. 237.77. 216 |dover.idf .il Drectory Traversal directory traversal overflow noni t or 1
5. 255. 253. 168 R‘SIS::I”ion 147. 237. 77. 216 |dover . i of . i | SYN At t ack SYN -> SYN-ACK -> Timeout |reject 1
141.212. 122. 132|Wnited Sates |147. 237. 76. 147 |chi nuch. aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
86. 161. 198. 197 z";;gom 147. 237. 77. 216 |dover. i of . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
216. 218. 206. 110|United Sates [147.237.77. 176 |matpash.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
64.125.239.37 |lwited Sates |147.237.8.28 |e.nubile-ks.idf.il Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent
184.105.139. 96 |Uited Sates |147.237.76.176 |test.ncore.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 85. 30 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d AGK nunber nonitor |1
123.125.71. 115 |Chi na 147.237. 77. 176 |nat pash. i df .i | drop First packet isn't SN drop 1
74.82.47.8 Wited Sates |147.237.8.24 |elifestyle.idf.il Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent
202.112.51.96 |China 147.237.77. 74 |lawidf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
176. 10. 104. 243 [Satzerl and 147.237.77. 216 |dover.idf.il Directory Traversal directory traversal overflow noni t or
23.97.172.212 [Uited Sates [147.237.0.17 [V kosher-kravi.1d oy At t ack SYN -> SYN-ACK -> Timeout |reject 1
141. 212. 122. 133|Wited Sates |147.237. 76. 147 |chi nuch. aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST rej ect 1
91.207.60.66  |kraine 147.237.0.35  |akaws.idf.il drop drop 1
216.218.206. 122|lnited Sates |[147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
64.125.239.134 [Wited Sates |147.237.76. 147 |chi nuch. aka.idf . il SYN Attack SYN -> SYN-ACK -> Tineout |reject 1
184. 105. 247. 235|Wnited Sates  |147.237.77.61 e cogat.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
46.19. 85. 74 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d ACK nunber alert 1
137.116.71. 170 |wited Sates [147.237.77. 121 |e navy.idf . i1 Geo- | ocati on enf or cenment Geo-l ocati on i nbound drop 1
enf or cenent
74.82.47.15 Lhited Sates |[147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
207.46. 13. 4 Lhited Sates [147.237.77.74 [lawidf.il Bad TCP sequence I'nval i d ACK nunber monitor |1
46.19. 86. 105 I srael 147. 237.72. 167 |i shuri maka. i df .i | SYN Attack SYN -> SYN-ACK -> Tineout |reject 1
184.105.139.76 |Uhited Sates [147.237.77.19 [lawforumidf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
23.97.172.212 |Wited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
41.230.14.223 [Tunisia 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized LRL Access from 41.230. 14. 223 Bl ock 14
41.230.14.223 |Tunisia 147.237.77.216|dover.i df . il Mil tipl e Unhaut hori zed URL Access from 41. 230. 14. 223 B ock 4
. . . Unaut hori zed URL Access to
179.43.138.75 |Swtzerland 147.237.77. 216 |dover . i df . i | vw i i |/t enpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock 4
68.180.228.112 |lhited Sates |147.237.77.216|dover.idf .il Mil tipl e Lhaut hori zed URL Access from 68. 180. 228. 112 B ock 2
66. 249. 66. 25 I srael 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to wawidf.il/error.htm B ock 2
66.249.64. 177 [Israel 147. 237. 76. 147 |chi nuch. aka. i df . i|Unaut hori zed URL Access to waw chi nuch. aka. i df . i1/404. ht m B ock 2
84.111.124. 171 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 2
37.26.148.193 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
. . . D stributed Unaut hori zed URL Access on
107.178.194.87 |Wnited Sates  [147.237.77.216 |dover. i df .i | v i dff i 1/ 1133- 22461 he/ dover . aspx. Bl ock 1
] . . D stributed Unaut hori zed URL Access on
204.13.200.200 |thited Sates  [147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
. . Uhaut hori zed URL Access to
66. 249. 66. 43 I srael 147.237.77.216|dover.i df . il 147.237. 77, 216/ 1133- 19474- he/ i df gdover . aspx B ock 1
141.212.122. 128|lhited Sates  [147.237.76. 147 [chi nuch. aka. i df . i|Ml formed URL proxyt est. znap. i o: 80 B ock 1
31.210.189. 252 [Israel 147.237.76.42 |refuah.idf.il PHP Att enpt B ock 1
. . URL is Above Root DOrectory
85.159.237.38  |Netherl ands 147.237.77. 216 |dover . i df . i | Wi of i1/ shared/cl i ent scri pts/j query/j query-1 4.2, min. | s Bl ock 1
66.249.67.138 |[Israel 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots. txt B ock 1
195. 154. 146. 225|France 147.237.77.216|dover . i df . i Dstributed I11egal HITP Version B ock 1
: ; . D stributed Unaut hori zed URL Access on
107.178.194.87 |[lhited Sates  |147.237.77.216|dover. i df .i | Wi i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
! . . |unhaut hori zed URL Access to maarachot.idf.il/pdf/files/ A—AE™A—4,
40.77.167.36  |lhited Sates  |147.237.77. 170 mparachot. i df . il |o%™ sz "5 ¢A_aecA_A A_aceA_As Bl ock 1
68.180.228.112 |lnited Sates  |147.237.77.216|dover.idf .il Paraneter Type Mol ati on PageNumin vww idf.il/1133-he/ dover.aspx  |B ock 1
: . . D stributed Unaut hori zed LRL Access on
204.13.200.200 |thited Sates  [147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
66. 249. 66. 61 I srael 147.237.72. 166 |aka. i df . i | Uhknown Paraneter docl.. in v aka.idf.il/main/giyus/general.aspx [None 1
157. 55. 39. 76 Wited Sates  [147.237.77. 176 |mat pash. i df . i | Unhaut hori zed URL Access to ww cogat. i df.il/tenpl ates/ general / B ock 1
L . . Unaut hori zed URL Access to
41.230.14.223 |Tunisia 147.237.77. 216 |dover . i df . i | Wi i dff i 1/t enpl @S/ navnenu/ navienu. css. aspx Bl ock 1
31.210.189. 252 |(lsrael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to ww refua. atal .idf.il/xnrpc. php B ock 1
95. 108. 158. 144 RJSf;:I”i on 147.237.72. 166 |aka. i df . i | Untraceabl e SS Sessions: si gal gs oS Attack None 1
66.249. 67. 147 |l srael 147.237.72. 156 [aman. i df . i | Lhaut hori zed URL Access to list.ips.gov.il/list2005c. htm Bl ock 1
66. 249. 66. 28 I srael 147.237.77.216|dover . i df . il Uhaut hori zed URL Access to wan i df.il/hebrew organi zation/artillery  |B ock 1
195. 154. 226. 90 |France 147.237.77. 216 |dover.idf.il Dstributed I11egal HITP \ersion B ock 1
114. 134. 186. 241 |Canbodi a 147.237.77.74 |lawidf.il Dstributed PHP At enpt B ock 1
. . Unaut hori zed URL Access to
77.125.129.197 [Israel 147.237.72. 156 [aman. i df . i | v anan. i o . |/ nodi i 1/ r esour ces/ | mages/ masl ul i nd Bl ock 1
207.46.13.144 |wnited Sates |147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76.31/ B ock
66. 249. 66. 61 I srael 147.237.72. 166 [aka. i df . i | Lhknown Paranet er pop in ww aka. idf.il/main/ hone/ None 1
: . . Unaut hori zed URL Access to
157.55.39.238 |lhited Sates  |147.237.77.216|dover.idf.il voww i df i 1/ nawy/ bt b/ hi story/ i n mivzai masp B ock 1
66. 249. 64. 56 | srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237.76. 42/ robots. t xt B ock 1
31.210.189. 252 |lIsrael 147.237.77.74 |lawidf .il Dstributed PHP Attenpt B ock 1
97.100.214.210 [nited Sates  [147.237.77.216|dover.idf.il PHP Att enpt B ock
. . Uhaut hori zed URL Access to
66.249.67.250 |Israel 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ gi yus/ f or und asp/ showf or um asp Bl ock 1
66. 249. 66. 31 I srael 147.237.77.216|dover.idf .l Uhaut hori zed LRL Access to waw i df. il /hebrew organi zati on/ gi vati/ B ock 1
195. 154. 226. 90 |France 147.237.77. 216 |dover.i df . il I11egal HITP \ersion HITH B ock 1
114. 134. 186. 241 |Canbodi a 147.237.77.74 |lawidf.il D stributed Waut hori zed LRL Access on www | aw i df . il /xmrpc. php B ock 1
41.230.14.223 |Tunisia 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to ww aka. i df.i|/main/kap@/ B ock 1
79.177.132.197 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
14. 33. 86. 45 Okfre& Republic 1147 237.77.74 |lawidf.il Ostributed PP Attenpt B ock 1
66. 249. 66. 75 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unauthorized URL Access from 66. 249. 66. 75 B ock 1
31.210. 189. 252 |l srael 147.237.77.74 |lawidf.il D stributed Unauthori zed LRL Access on v | aw i df.il/xmrpc. php B ock 1
97.100. 214. 210 |[hited Sates |147.237.77.216|dover.idf .il Unaut hori zed LRL Access to ww idf.il/xmrpc. php B ock 1
66. 249. 75. 94 I srael 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to waw navy. i df . il/navy/ navy/ general . aspx B ock 1
66. 249. 66. 37 I srael 147.237.77.216|dover.idf . il Unaut hori zed URL Access to 147.237.77. 216/ 1133- he/ dover . aspx B ock 1
195. 154. 226. 90 |France 147.237.77. 216 |dover.idf . il Miltiple Illegal HITP Version from 195. 154. 226. 90 B ock 1
. . . Unaut hori zed URL Access to
124.73.7.208  |China 147.237.77. 176 [mat pash. i df . i | v cogat i df . i |/ 1328- hel cogat . aspx t r ackback/ Bl ock 1

12-01-2015-04:04:02 to

12-01-2015-05:04:02




