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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
66. 249. 66. 75 | srael 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 8992
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3557
204. 42. 253. 130 Lhited Sates 147.237. 76. 38 eengitav.idf.il |Block Wdp All Nets drop 2
54.183. 27. 199 Lhited Sates 147. 237.76. 196 e svivaidf.il Bl ock Udp All Nets drop 1

192. 3.170. 124 Lhited Sates 147.237.76. 30 hi nush. i df .i | B ock Np Al _Net drop 1
93.174.93. 151 Net her | ands 147.237. 76. 147 chinuch. aka.idf.il|B ock Wdp All _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount
144. 76. 29. 66 Ger many 147.237.77. 216 dover.idf.il C1000106: HITP: naj esti ¢ bot B ock 1
176. 104. 37. 122 kr ai ne 147.237.77. 216 dover.idf.il C1000106: HTTP. maj estic bot B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |9te |Signature |Count |
171. 232. 56. 152 147.237.0. 15 M et nam kosher-kravi .idf.il ET SCAN Potential SSH Scan 4
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
41.33.231.90 147.237.77. 216 Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 2
66.102. 9. 6 147.237. 72. 167 Lhited Sates i shurimaka.idf.il ET SCAN NVAP -sA (2) 2
113. 240. 250. 155 147.237.0.19 Chi na nadi matal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
82.192. 90. 145 147.237.0. 15 Net her | ands kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
31.6.71.154 147. 237.76. 34 Pol and yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
114. 112. 90. 54 147.237.0. 17 Chi na mny- kosher -kravi .i df .il ET SCAN NVAP -sS w ndow 1024 1
82.192. 90. 145 147.237.72. 217 Net her | ands eidf.il ET SCAN Potential SSH Scan 1
37.58. 75. 46 147.237. 76. 147 Net her | ands chi nuch. aka. i df .il ET WEB SERVER Mui ebl ackcat scanner 1
198. 20. 69. 98 147.237.72. 156 Lhited Sates aman.idf.il ET DROP Dshi el d B ock Listed Source 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
41.33. 231. 90 Egypt 147. 237. 77. 216 |dover.i df .i | drop SAMrule drop 34
100. 100. 77. 33 147.237. 72. 156 |anan. i df . i drop First packet isn't SN drop 24
Sreaming Engine: TGP Invalid i i ssi
69. 158. 134.50 |canada 147.237.76. 200 |ei tan. aka.i df . i 9 =g Invalid segnent retransmssion. 8
Ret ransni ssi on Packet dropped.
Russi an D Streaming Engine: TCP Inval i d |invalid segnent retransmission.
5. 255. 253. 188 Federat i on 147.237.72. 166 |aka.idf.il Ret 1 ansni ssi on Packet dr opped. drop 6
Sreaming Engine: TGP Invalid i i ssi
66.249.66.61 |lited Sates |147.237.72.166|aka.idf.il 9 =g Invalid segnent retransmssion. 4
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
108.93. 145,222 |Wnited Sates  |147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. | 4
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
172.5.58. 53 Wited Sates |147.237. 76. 200 |eitan aka.idf.il 9 =g Invalid segnent retransmssion. 4
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
207.46.13.171 |Uited Sates |147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. | 4
Ret r ansni ssi on Packet dropped.
149. 88.108. 9 | srael 147. 237. 77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 4
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
46.120.122. 48 |Israel 147.237. 72. 166 [aka.i of .i Bad TCP sequence Inval i d AGK nunber noni tor |2
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
82.132. 234. 100 |Ut€d 147.237.77. 216 |dover.i df .il Bad TCP sequence nonitor |2
Ki ngdom
54.236.1. 4 Lhited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
167. 114. 156. 16 |Canada 147.237. 77. 216 [dover.idf il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
113. 240. 250. 155|Chi na 147.237.0.19 |nadimatal .idf.il drop SAMrule drop 2
195. 154. 200. 30 |Fance 147.237.76.34 |yohal an.idf.il dr op drop 2
100. 100. 57. 6 147.237.76.86 |navy.idf.il drop First packet isn't SN drop 2
. . . SYNretransmt wth different .
37.142.68. 97 | srael 147.237.76.30 |hinush.idf.il Bad TCP sequence wi ndow scal e noni t or 2
46.120.122.48  [Israel 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d AGK nunber alert 2
106. 38. 241. 106 [Chi na 147. 237. 72. 166 |aka.i df .i | drop SAMrule drop 2
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1
110.92.98. 1 S ngapor e 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 1
5. 29. 85. 135 I srael 147. 237. 72. 156 |anan. i df . i | Bad TCP sequence Inval i d ACK nunber alert 1
84.108. 71. 94 I srael 147.237.72. 167 |i shuri maka. i df . i | Bad TCP sequence Inval i d AGK nunber aert 1
184. 105. 139. 124|nited Sates |147.237.0.15  |kosher-kravi.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
46.19.86.8 I srael 147. 237.77. 226 V‘:"IW chanatz. aka. 1df ey At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 141 |Wnited Sates  |147.237.72. 156 |anan. i df . il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
106. 38. 241. 106 |Chi na 147.237.77. 170 |n@arachot . i df . i | drop SAMrul e drop 1
46.19. 85. 17 | srael 147.237.77. 170 |n@arachot . i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 1
5.29. 85. 135 I srael 147.237.72. 156 |anan.idf .il Bad TCP sequence I'nval i d AGK nunber nonitor |1
84.108. 71. 94 | srael 147.237.72. 167 |i shurimaka.idf . il Bad TCP sequence Invalid ACK nunber noni t or 1
68. 96. 99. 158 Lhited Sates [147.237.77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 86. 216 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d AGK nunber nonitor |1
141.212.122. 142|Wnited Sates [147.237.72. 156 |anan.idf . il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
37.26.148.180 |[Israel 147.237.72. 167 |i shuri maka. i df . i | SYN At tack SYN -> SYN-ACK -> RST rej ect 1
82.132. 234. 109 LKTIr:;gom 147. 237. 77. 216 |dover.i df . i1 Bad TCP sequence Inval i d ACK nunber alert 1
64.125.239.13 |Wiited Sates [147.237.77.19 [lawforumidf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
46. 19. 85. 37 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |1
137.116.71.170 |Wited Sates |147.237.8.27 |e.madimatal.idf.il |[Geo-1ocation enf or cenent Sﬁ?olggi'mo” i nbound drop 1
5. 29. 169. 148 I srael 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence I'nvalid ACGK nunber alert 1
46.116. 91. 52 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |1
146. 185. 239, 102 RJSIS::t”ion 147.237.76. 42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
109. 160. 151. 56 |l srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
82. 132. 234. 109 LK*i"rf:gom 147. 237. 77. 216 |dover. i df .| Bad TCP sequence Invalid ACK nunber monitor |1
64.125.239. 153 |Lhited Sates |147.237.0.200 |ndu.idf.il Geo- | ocati on enf or cenent Ceo-| ocati on i nbound drop 1
enf or cenent
174. 116. 189. 160|Canada 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d AGK nunber alert
46.19. 85. 74 I srael 147. 237. 77. 216 |dover.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or
141.212.122. 130|Whited Sates |147.237.0.33 [idf.il drop drop 1
5.255. 253, 158 | USSian 147. 237. 77. 216 |dover . i df . i | SYN At t ack SYN -> SYN-ACK -> Tineout |reject 1

Feder at i on
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|Top Attackers In V\AF|

Attacker Address

A tacker

‘Tar get Address |Site

Sgnature

Devi ce

‘Count

Country Action
172.5.58. 53 Whited Sates [147. 237. 76. 200 [ei t an. aka. i df . i | Eg '\:ns)g Osfsthe Same Response (pde (404) in Session from B ock 38
103. 26. 18. 206  |New Zeal and [147.237.77.216|dover.idf.il PHP At t enpt B ock 3
103. 26.18.206  |New Zeal and [147.237. 77.216|dover.idf .il Unaut hori zed URL Access to waw i df.il/index. php B ock 2
110.92.98. 1 S ngapor e 147.237.77. 176 |mat pash. i df . i | Mil ti pl e Uhaut hori zed URL Access from110.92.98.1 B ock 2
66. 249. 66. 25 I srael 147.237.77.216|dover. i df . i | Lhaut hori zed URL Access to waw idf.il/error. htm B ock 2
’ - . Unaut hori zed URL Access to
72.9.148. 10 Lhited States |147.237.76.86 [navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx B ock 2
. . D stributed Uhaut hori zed URL Access on
66.249.67.234 [Israel 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or und asp/ showf or Um asp Bl ock 1
’ . . D stributed Whaut hori zed URL Access on
208.184.112.75 [Wited Sates [147.237.77.216 |dover. i df .|| v i dff . i 1/ 1133- 22638- he/ dover . aspx. B ock 1
. . D stributed Uhaut hori zed URL Access on
66. 249. 66. 28 | srael 147.237.72.166 |aka. i df . i | 147. 237. 72. 166/ gi yus/ f or und asp/ showf or um asp B ock 1
’ . . D stributed Whaut hori zed URL Access on
107.178.194.83 |Wnited Sates [147.237.77. 216 |dover . i df .i | v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
79.178.114.109 |lIsrael 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Qonnection - sigal gs oS Attack None 1
207.46.13.102 |wited Sates [147.237.77. 216 |dover.idf.i | Unaut hori zed URL Access to waw i df.il/894-he B ock 1
66. 249. 66. 72 | srael 147.237.77. 176 |mat pash. i df . i | Mil tiple Unaut hori zed URL Access from 66. 249. 66. 72 B ock 1
m ny- kosher - kravi . i .
131. 162. 130. 180|Canada 147.237.0. 17 df il Unaut hori zed URL Access to 147.237.0.17/ B ock 1
68.180.228.112 |nited Sates [147.237. 77. 216|dover.i df .i | Unaut hori zed URL Access to waw i df . i|/894-en/i df gdover. aspx B ock 1
. . Unaut hori zed URL Access to
66.249.66.43  |Israel 147.237.77. 216 |dover.idf . il 147. 237, 77. 216/ 1133- 19871- he/ i df gdover . aspx Bl ock 1
. . Unaut hori zed URL Access to
178.255.215. 87 |France 147.237.77. 216 dover . i df . i | www i df . i |/ 1133- 19485- he/ kkkkkkk=23f 25dadkkkkkkk 23f 25dag | O !
; . . O stributed Uhaut hori zed URL Access on
107.178.194.87 |[lhited Sates |147.237.77.216 [dover. i df.i | v i dff i 1/ 1133- 22638- hel dover . aspx. Bl ock 1
. . Mil tiple Fullwdth/Hal fw dth Lhi code Encodi ng on URL/ Par anet er (+)
79.180.163.62 |Israel 147.237.77.216|dover.i df .| from79. 180. 163, 62 B ock 1
207.46.13.144 |lWited Sates [147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ robots. t xt Bl ock 1
. . Unaut hori zed URL Access to
66.249.66.72 I srael 147.237.77. 176 [nat pash. i df . i | waw cogat i df .i 1/ usef ul i nf or mat i on/ i dkoni  pages/ 081210t ot . aspx |2 °° !
Paraneter Type Mol ation
37.26.148.160 |[Israel 147.237.77. 216 |dover . i df . i | ct1 00$Cont ent P acetbl der 1$ucArti cl eLobbyCont rol $I mageBut t onl. x i n |Bl ock 1
waw i df . i|/1133-he/ dover . aspx
141.212.122. 128|Uhited Sates [147. 237. 72. 156 |anan. i df . i | Mal for med URL proxytest. zrmap. i o: 80 B ock 1
] . . Unaut hori zed URL Access to
68.180.228.175 |lhited Sates |147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 9004- he/ r ef uah. aspx Bl ock 1
197.35.117.192 |Egypt 147.237.0.15 |kosher-kravi.idf.il [|PHP Attenpt B ock 1
66. 249. 66. 61 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code Qustom Tenpor ary B ock
103. 26. 18. 206  |New Zeal and [147.237.77.216|dover.idf.il Adnin Bl ocki ng B ock
} . . D stributed Uhaut hori zed URL Access on
208.184.112.74 |lhited Sates |147.237.77. 216 |dover.idf . il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
Unaut hori zed URL Access to
66. 249. 66. 75 I srael 147.237.77. 176 |mat pash. i df . i | wan cogat . i df . i |/ usef ul i nformation/i dkoni ni pages/ 10022011nasai yo B ock 1
t. aspx
] . . Unaut hori zed Met hod CPTI ONS for
50.182.174.181 |United Sates |147.237. 72. 166 |aka. i df . i | wan aka. i df . i |/ nai n/ gi yus/ aut henti cati onser vi ce. asnx/ get aut huser Bl ock !
; ] ] Unaut hori zed URL Access to
157.55.39. 197 United Sates |147.237.77. 233 (atal . i df .1l atal.idf.il/tenplates/shared usercontroal s/ header upper/ B ock !
] . . D stributed Unaut hori zed URL Access on
107.178.194.79 |Wnited Sates [147.237.77. 216 |dover. i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
] . . Paraneter Type M ol ati on PageNumin
68.180.230.29 |lhited Sates |147.237.77. 176 |nat pash. i df . il v cogat . i df . i 1/ 1927- hel cogat . asp Bl ock 1
197.35.117.192 |Egypt 147.237.0.15 |kosher-kravi.idf.il |Wauthorized URL Access to kosher-kravi.idf.il/xnmrpc. php B ock 1
. . Unknown Paraneter catid in
66. 249. 66. 61 I srael 147.237.72. 166 |aka. i df . i | vown aka. i df i 1/ mai n/ r abanut / gener al . asp None 1
. . Paraneter Type Mol ati on SearchText in
110.92.98. 1 S ngapor e 147.237.77. 176 |mat pash. i df . i | vaw cogat i df . |/ 938- en/ cogat . aspx Bl ock 1
103. 26.18.206 |New Zeal and |147.237.77.216|dover.idf.il Mil tiple Admn B ocking from 103. 26. 18. 206 Bl ock 1
] . . D stributed Uhaut hori zed URL Access on
208.184.112.75 |Wited Sates [147.237.77. 216 |dover.i df .il v i dff . i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
66.249.67.132 |Israel 147.237.72. 166 |aka. i df . i | Unknown Paranet er 5cf 35968 in aka.idf.il/news/ None
172.5.58.53 Lhited Sates [147.237.76.200(ei t an. aka. i df . i | Too Many 404: Response Code per Session B ock
] . . D stributed Unhaut hori zed URL Access on
107.178.194.79 |Uited Sates [147.237.77.216|dover.idf .il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
} . . D stributed Uhaut hori zed URL Access on
204.13.200. 200 |thited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
. . Unknown Parangeter hc_|location in
66. 249. 66. 61 I srael 147.237.72. 166 |aka. i df . i | vow aka. i df . i |/ rai v/ har edi i gener al . aspx None 1
110.92.98. 1 S ngapor e 147.237.77. 176 |mat pash. i df . i | Lhaut hori zed URL Access to vwwy cogat.idf.il/sip storage/files/ 7/ B ock 1
103. 26.18.206  |New Zeal and [147.237.77.216|dover.idf .il Mil ti pl e Unaut horized URL Access from 103. 26. 18. 206 B ock 1
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