12-01-2015-02:04:05 to 12-01-2015-03:04:05

1"PT SwNn [ )

oV

www.gov.il

[Top Targets |

Nunber
(6]
At acks

IDF Under Attack

Daily Report

2, 800"

7004"

[Top Attackers |

Nunber
(6]
At acks

Top Tar get

M dover.idf.il

Wilawidf.il

M navy.idf.il

M aka.idf.il

M anan.idf.il

M refuah.idf.il

I nadi matal .idf.il

M gocenter. aka. i df . i
e. himush.idf.il

Msvivaidf.il

2, 800

(b'\r’ e o) /\/\ /\Q‘ /\CD >
N T S RN - SRS
A A Q ) N :
$ o > : N
. 9 \) Vv © N
AR S
% >

Top Attackers

M 167. 114. 156. 16
213.179. 60. 10
I 95. 211. 70. 193
41. 33. 231. 90
W 213.57. 138. 182
W 195.74.38. 14
¥ 100. 100. 77. 33
M 23.91. 70. 63
66. 249. 75. 94
W 219. 111. 158. 124




|Top Attackers | n DDoS- Def ence |

12-01-2015-02:04:05 to 12-01-2015-03:04:05

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3681
219.111.158. 124 Japan 147.237.76. 86 navy.idf.il B ock_Udp Al _Nets dr op 6
24.43. 1. 206 Lhited Sates 147.237.76. 197 e. hinush.idf.il B ock Wp Al Nets drop 2
93.174. 93. 151 Net her | ands 147.237.76. 38 eeneitav.idf.il Bl ock Udp All Nets drop 1
183.17. 156. 44 Chi na 147.237.76. 197 e. hinush.idf.il B ock Wp Al Nets drop 1
54.183. 27. 199 Lhited Sates 147.237.76. 198 e.yohal an.idf.il B ock Wp Al _Nets drop 1
93.174.93. 151 Net her | ands 147.237. 76. 39 nobile.neitav.idf.il |B ock Up Al _Nets drop 1
207. 160. 26. 231 Lhited Sates 147.237. 0. 200 ndu. i df . i | JLMPurple Gon_ Limt_Htps dr op 1

66. 240. 192. 138 Lhited Sates 147.237.76. 34 yohal an.i df.il B ock Wp Al Nets drop 1
93.174.93. 151 Net her | ands 147.237. 76. 200 eitan. aka.idf.il B ock Wp Al Nets drop 1

66. 240. 192. 138 Lhited Sates 147.237. 76. 39 nobi | e.neitav.idf.il [B ock Udp All Nets drop 1




12-01-2015-02:04:05 to 12-01-2015-03:04:05

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Devi ce Action |Count |
213.179. 60. 10 United Kingdom |147.237.77.74 lawidf.il 6134: HITP. SQ Injection Variabl e Declarati on Evasion B ock 16

95. 211. 70. 193 Net her | ands 147. 237. 76. 86 navy.idf.il 6134: HITP. SQ Injection Variabl e Declaration Bvasion B ock 16
23.91.70.63 Lhited Sates 147.237.76. 42 refuah.idf.il |3808 HITP. SQ Injection Variable Declaration Evasion B ock 8
213.179. 60. 10 United Kingdom |147.237.77.74 lawidf.il 3808: HIMP. SQ Injection Variabl e Decl aration Evasi on B ock 8

95. 211. 70. 193 Net her | ands 147. 237. 76. 86 navy.idf.il 3808: HITP. SQ Injection Variabl e Decl arati on Bvasion B ock 8

188. 165. 15. 230 France 147.237.0. 34 tikshuv.idf.il|c28 HITP.  AvrefBot craw er B ock 1

188. 165. 15. 60 France 147.237.77.233 |atal .idf.il C228: HITP.  AhrefBot craw er B ock 1




12-01-2015-02:04:05 to 12-01-2015-03:04:05

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

213.179.60.10 |147.237.77.74 LKJ?ir:;gom lawidf.il S Injection - Select From 72
95.211.70.193 |147.237.76.86 |Netherlands navy.idf.il QA Injection - Select From 26
23.91.70. 63 147.237.76.42 |Wnited Sates |refuah.idf.il SQ Injection - Select From 10
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
139. 162. 128. 219|147. 237. 77. 205 |Net her | ands prisha.idf.il ET SCAN NMVAP -sS w ndow 1024 1
114.112.90.54 |147.237.8.45 |China e.eitanidf.il ET SCAN NVAP -sS wi ndow 1024 1
94.102.48.195 |147.237.77. 235 |Net her | ands svivaidf.il ET SCAN NVAP -sS wi ndow 1024 1
45.127.207.216 |147.237.76.148 gacenter. aka i df .i [ET SCAN NVAP -sS wi ndow 4096 1
42,48, 224. 73 147 237 8.45  |ni na o aitanidf il ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
192 170. 166. 48 |147 237 8. 27 |india . rTm"m{ﬂa].idf.”I:‘I' SDAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
94.102.48.195 |[147.237.8.14 |[Netherlands e.orchot.idf.il ET SCAN NVAP -sS wi ndow 1024 1
45.127.207. 216 |147.237.76.148 gacenter. aka i df.i |[ET SCAN NVAP -sS wi ndow 3072 1




12-01-2015-02:04:05 to 12-01-2015-03:04:05

|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
213.57.138.182 |lIsrael 147.237.72. 166 |aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 27
100. 100. 77. 33 147.237. 72. 156 |anan.i df .il dr op First packet isn't SYN drop 24
195. 74. 38. 14 Sweden 147. 237.77. 216 |dover.idf il drop SAMrul e drop 24
Sreanming Engine: TGP Invalid i i ssi
66.249.75.94  |Lnited Qates 147.237.76.86 |navy.idf. il 9 =9 Invalid segnent retransmssion. 8
Ret r ansni ssi on Packet dropped.
Sreaning BEngine: TQP Invalid i i Ssi
5.22.134.157  |israel 147.237.72. 166 |aka. i df . i g =g Invalid segnent retransmssion. g 6
Ret ransm ssi on Packet dropped.
37.26.149.188 |[lIsrael 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> RST rej ect
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
82. 145. 219. 169 |Eur ope 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreanmng Engine: TCP Invalid i i ssi
109. 66.173.88 |Israel 147.237.72. 166 |aka i f .11 9 =9 Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
Sreaning BEngine: TQP Invalid i i SSi
66.249.93.202 |Wited Sates 147.237.72. 166 |aka. i df . i g =g Invalid segnent retransmssion. g 2
Ret ransm ssi on Packet dropped.
185. 106. 94. 2 147.237.77.235|sviva.idf .il dr op SAMrul e drop 2
139. 162. 128. 219|Net her | ands 147.237.77. 205 |prisha.idf.il dr op SAMrul e drop 2
87. 68. 83. 116 | srael 147.237.76.86 |navy.idf.il drop First packet isn't SN drop 2
31.221.87.81 United Kingdom [147.237.77.216 |dover.idf.il Bad TCP sequence monitor |2
207. 160. 26. 231 |Wnited Sates 147.237. 77. 216 [dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 2
87.68. 83. 116 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invali d ACK nunber alert 2
Sreanming Engine: TCP Invalid i i ssi
157.55.39.67  |ited Qates 147.237.76.86 |navy.idf. il 9 =9 Invalid segnent retransmssion. g 2
Ret r ansni ssi on Packet dropped.
106. 38. 241. 106 |Chi na 147. 237.72. 166 |aka. i df .i | drop SAMrul e drop 2
Sreaning Engine: TGP Invalid ' i ssi
66.249.66.61  |Uited Sates 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. 2
Ret r ansni ssi on Packet dropped.
5. 255.253. 158 |Russi an Federation |147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
141.212.122. 132|United Sates 147.237.0.19 |madimatal.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
87. 69. 209. 30 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid AGK nunber monitor |1
207. 160. 26. 231 |Wited Sates 147.237.0.19 |nedimatal.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
31.221.87.81 Uni ted Kingdom |147.237.77.216 |dover.idf.il Bad TCP sequence Invali d ACK nunber noni t or 1
176. 12. 140. 226 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid AGK nunber monitor |1
o SN retransmt wth different .
84.111. 28. 61 I srael 147.237.77.234 |halag.idf .il Bad TCP sequence wi ndow scal e moni t or 1
64.125.239.17 [lLited Sates 147.237.76.30 |himush.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
192. 34.76.178 |Canada 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
141.212.122. 133|Lhited Sates 147.237.0.19 |nadimatal.idf.il |SYN A tack SYN -> SYN-ACK -> RST rej ect
. . . . SYNWACKK retransmt with .
5.255.253. 158 |Russian Federation|147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent w ndow scal e noni t or 1
95. 35, 179. 37 I 'srael 147. 237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 1
207.160. 26. 231 |Wiited Sates 147.237.0.19 |madimatal.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
31.221.87.81 Uhited Kingdom |[147.237.77.216|dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
5.29. 169. 148 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |1
64.125.239.59 |Whited Sates 147.237.8.50 |e.tikshw.idf.il [Geo-1ocation enfor cement Geo-1 ocati on i nbound drop 1
enf or cenent
o SYNtACK retransmt wth .
192.34.76.178 |Canada 147.237. 77. 216 [dover.i df .i | Bad TCP sequence di fferent vi ndow scal e noni t or 1
149. 88. 236. 146 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invali d ACK nunber noni t or 1
76.100.175. 112 |United Sates 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
188. 138. 17. 205 |France 147.237.0.35 |akavs.idf.il drop drop
5.144. 131. 170 ::ara;z'u :z' e 147. 237. 77. 216 |dover . i of . Bad TCP sequence Inval i d ACK nunber aert 1
141.212. 121. 219|Lhited Sates 147.237.76. 148 |gocent er . aka. i of . i |dr op drop 1
64.125.239. 135 |lhited Sates 147.237. 76. 148 |gocent er. aka. i of . i |dr op drop 1
31.221.87.81 Uni ted Kingdom |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 1
82. 145. 219. 169 |Eur ope 147.237.77. 176 |mat pash. i df . i | Bad TCP sequence Inval i d ACK nunber nmoni t or 1
188. 138.17. 205 |France 147.237.77.234 |halag.idf . il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
5.144.131. 170 :éxbl :2'37"" 147. 237. 77. 216 |dover . i of . Bad TCP sequence Inval i d ACK nunber moni tor  [1
141. 212. 121. 220|lnited Sates 147. 237. 76. 148 |gocent er. aka. i df . i |dr op drop 1
87.68. 83. 116 I srael 147.237. 77. 216 [dover.i df .i | Bad TCP sequence Invalid ACGK nunber alert 1
207.46.13.4 Lhited Sates 147. 237.72. 166 |aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1




12-01-2015-02:04:05 to 12-01-2015-03:04:05

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
179.43.138.75 [Satzerland 147.237.77.74 |lawidf.il Unhaut hori zed URL Access to waw mag. i df .il/tenpl at es/ homepage/ B ock 4
54.244.22.103 |thited Sates |147.237.76. 147 |chi nuch. aka. i df . i|Di stributed Suspici ous Response Code_Qust om Tenporary B ock 3
46.19. 85. 239 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
93.172.5.20 | srael 147.237.72. 166 |aka. i df . i | Lt raceabl e S3. Sessi ons: sigal gs DoS Attack None 2
] - . Distributed Uhaut hori zed URL Access on
204.13.200.200 |thited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 2
L . . Unhaut hori zed URL Access to
41.230.14.223 [Tunisia 147.237.72. 166 |aka. i df . i | vaww aka, i o i |/ port al i | ui it enpl @s/ hone. asp B ock 1
. . Distributed Uhaut hori zed URL Access on
150. 70. 173. 47 |Japan 147.237.77.216|dover.i df .i | v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
89.173.8.64 S ovakia 147.237.77.216|dover .i df . i | O stributed PHP A tenpt B ock 1
66. 249. 66. 61 | srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
195. 154. 226. 90 |France 147.237.77.74 [lawidf.il I11egal HITP \ersion HITH B ock 1
. . Unhaut hori zed URL Access to
66.249.64.53  [Israel 147.287.77. 170 |m@arachot . i df . i 1 |- o0 27120, 71778. he/ nmar achot . aspx Bl ock 1
] - . D stributed Lhaut hori zed URL Access on
107.178.194.83 |lhited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
77.151.150.58  |France 147.237.77. 176 |nat pash. i df . i | Uhaut hori zed URL Access to ww cogat . idf.il/894-en Bl ock 1
. . Unaut hori zed URL Access to
66. 249.66. 31 | srael 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ yohal an/ f or uns/ asp/ showf or um asp Bl ock !
207.46.13.119 |Lhited Sates |147.237.77.216|dover.idf .i| Mil tipl e Unauthorized URL Access from 207.46. 13. 119 B ock 1
. . O stributed Uhaut hori zed URL Access on
150. 70.173.58  |Japan 147.237.77. 216 |dover. i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
89.173.8.64 9 ovakia 147.237.77.216|dover.i df .i | Unaut hori zed URL Access to ww i df.i|/xmrpc. php B ock 1
. . Uhknown Paraneter itemd in
66. 249. 66. 61 I srael 147.237.72. 166 |aka. i df . i | voww aka, i f i1/ kanhar/ gal | ery/ showpi ct ur e. asp None 1
195. 154. 226. 90 |France 147.237.77. 216 |dover . i df . i | Il1egal HITP \ersion HITH B ock 1
. - Unaut hori zed URL Access to
66.249.64.56 |Israel 147.237.76.42 |refuah. idf. i1 | 1477557 76 45/6i p storagel fil es/ Of si z6100x0/ 2970. ] pg B ock !
; . . Distributed Lhaut hori zed URL Access on
107.178.194.87 |lhited Sates [147.237.77.216|dover.idf.i | v i dff i 1/ 1133- 22461- hel dover . aspx. Bl ock 1
. . Unaut hori zed URL Access to
79.176.101. 13 |l srael 147.237.77.74 |lawidf.il vawc | aw i df i 1/ consol ef cor e/ doc._myr/ doc._ngr . asp B ock 1
66. 249. 66. 34 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt Bl ock 1
208.115.113.89 [lnited Sates [147.237.77.216|dover.idf.il Paraneter Type Miolation SortOr in wwidf.il/1065-en/ dover. aspx B ock 1
46.19. 86. 19 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
66.249.67.234 |lsrael 147.237.72. 166 |aka. i df . i | D stributed Uaut hori zed URL Access on 147.237.72. 166/ robots. txt  |B ock 1
] - . D stributed Lhaut hori zed URL Access on
204.13.200.200 |thited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
66.249.66. 1 I srael 147.237.72. 166 [aka. i df . i | Unhknown Paraneter docl.. in ww aka.idf.il/nain/giyus/general.aspx [None 1
. - - Unaut hori zed URL Access to
124.73.7.208  [China 147.237.77.176 \nat pash.idf . il [ cogat i df . 11925 he/ cogat . aspx t r ackback/ Bl ock 1
79.179. 186. 206 |[lIsrael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
. . Unaut hori zed URL Access to
66.249.66.37  |Israel 147.237.77. 216 |dover.idf . il 147. 237. 77. 216/ 1613- 15489- he/ dover . aspx Bl ock 1
] . . Distributed Lhaut hori zed URL Access on
208.184.112.74 [Wited Sates |147.237.77.216(dover.idf . il v i dff . i |/ 1133- 22461- he/ dover . aspx. B ock 1
185. 3. 144. 62 | srael 147.237.77.216|dover.i df .i | Unaut hori zed URL Access to waw i df.il/hebrew news/ Bl ock 1
] - . D stributed Lhaut hori zed URL Access on
107.178.194.79 |thited Sates [147.237.77.216|dover.idf . il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
68.180.228.112 |lhited Sates |[147.237.77.216|dover.idf.il Unaut hori zed URL Access to wawidf.il/igf B ock 1
. - Unaut hori zed URL Access to
66. 249. 66. 28 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ gi yus/ f or urd asp/ showf or um asp B ock 1
141.212.122. 128|Uhited Sates |147.237.0.19 |madi matal .idf.il{Miformed URL proxytest.zmap.io: 80 Bl ock 1
85. 65.236. 158 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e S Sessi ons: sigal gs oS At ack None 1
- . Unaut hori zed URL Access to
66.249.66.43  |Israel 147.237.77. 216 |dover. i df . il 147, 237. 77. 216/ 1133- 19708- he/ dover . aspx Bl ock 1
185.32.179. 48 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e S3. Sessi ons: sigal gs oS Atack None 1
- - Unaut hori zed URL Access to
66. 249. 64. 51 I srael 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p_storage/ 11 es/ 6/ si e100x0/ 2726. ] pg B ock 1
’ . . O stributed Unhaut hori zed URL Access on
107.178.194.79 |Wnited Sates [147.237.77.216 |dover. i df .| v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
68.180. 230.226 |[Lhited Sates [147.237.77.216|dover.idf.il D stributed Unhauthorized URL Access on 147.237.77.216/robots.txt  |B ock 1
66. 249. 66. 28 I srael 147.237.77. 216 |dover.idf . il Lhaut hori zed URL Access to wawidf.il/atal 1/izkor/viewingtop.asp  |B ock
207.46.13.103 |lhited Sates |[147.237.77.216|dover.idf.il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock
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