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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site

|Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3408
183. 60. 48. 25 Chi na 147.237.76. 34 yohal an.idf.il |[JLM Under_Attack_Con_Tcp drop 2
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry |Target Addr ess |Site

37.58.75. 46 Net her | ands 147.237.77.235 |sviva.idf.il 20086: HTTP. Mii ebl ackcat Security Scanner B ock 5
37.58.75. 46 Net her | ands 147.237.77.233 |atal .idf.il 20086: HITP. Mii ebl ackcat Security Scanner B ock 5
37.58. 75. 46 Net her | ands 147.237.77.234 |hal ag.idf.i| 20086: HTTP: M ebl ackcat Security Scanner B ock 5
185. 106. 94. 2 147.237.76.39 |nobile. neitav.idf.il|20086: HITP. Mi ebl ackcat Security Scanner B ock 2
185. 106. 94. 2 147.237.76.86 |navy.idf.il 20086: HITP: Mii ebl ackcat Security Scanner Bl ock 1
37.58.75. 46 Net her | ands 147.237.77.235 |sviva.idf.il 20085: HITP. Mii ebl ackcat Security Scanner Initial Request B ock 1
199.58.86.209 |Lhited Sates 147.237.77.216 |dover.idf.il C1000106: HTTP. naj estic bot B ock 1
37.58.75. 46 Net her | ands 147.237.77.233 |atal .idf.il 20085: HITP. Mii ebl ackcat Security Scanner Initial Request B ock 1
162.210. 196. 98 [Lhited Sates 147.237.77.216 |dover.idf.il C1000106: HTTP. ngj estic bot B ock 1
37.58.75. 46 Net her | ands 147.237.77.234 |hal ag.idf.il 20085: HITP. Mi ebl ackcat Security Scanner Initial Request B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
24.37.76. 186 147.237. 77. 233 |Canada aal.idf.il ET SCAN NVAP -sS wi ndow 4096 1
183. 60. 48. 25 147.237.0.16 |China ny-kosher-kravi .idf.il |ET SCAN Potential SSH Scan 1
192, 96, 31, 37 147 23777 170 |chi na vaer achot i df i | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
94.102.48.195 |[147.237.0.15 |[Netherlands kosher -kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
37.58.75. 46 147. 237. 77. 234 |Net her | ands hal ag.idf.il ET WEB SFRVER Mii ebl ackcat scanner 1
31.6.71.154 147. 237. 77. 170 |Pol and maar achot . i df . i | ET SCAN NVAP -sS wi ndow 1024 1
222.186.21. 107 |147.237.76.34 |China yohal an. i df .i | ET SCAN Potential VWNC Scan 5900- 5920 1
183. 60. 48. 25 147. 237.77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
176.13. 18, 141|147 237. 77 2331 srel atal idh il ET DCB5 Large anount of TCP ZeroVWndow - Possible Niller2 1
DDos attack
109. 235. 254. 181|147. 237. 76. 201 [Tur key e.atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
37.58.75. 46 147.237.77.235|Netherl ands ~ [sviva idf.il ET WEB SERVER Mii ebl ackcat scanner 1
37.58. 75. 46 147.237.77.233|Netherlands ~ |atal .idf.il ET WEB _SERVER Mii ebl ackcat scanner 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |dte Signature
41.33.231. 90 Egypt 147.237. 77. 216 |dover.idf .i | drop SAMrul e drop 36
100. 100. 77. 33 147.237.72. 156 |anan.idf . il drop First packet isn't SN drop 24
54.244.22.103 |Wited Sates 147.237.77. 176 |nat pash. i df . i | drop First packet isnmt SN drop 22
Sreanming Engine: TCP Invalid i i SSi
66.249.75.94  |ited Sates 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, 16
Ret r ansni ssi on Packet dropped.
82. 205. 108. 35 glcisgi'géa” Territory.l147. 237. 77. 176 |nat pash.icf. il |drop First packet isnt SWN drop 12
reanmn ine: TCP Invali i i ssi
79.178. 141. 215 |Israel 147.237. 72. 166 |aka. i df . Streamng Engi ne: TCP I nval i diinvalid segnent retransnissi on, drop 9
Ret r ansni ssi on Packet dropped.
46. 236. 24. 54 Uni ted Ki ngdom 147.237.77. 170 |m@arachot.idf .il |dr op First packet isn't SYN drop
46. 19. 85. 197 | srael 147.237.72. 167 |ishurimaka.idf.il|Bad TCP sequence Invalid ACK nunber noni t or
. . SYNretransmt wth different .
84.111. 28. 61 I srael 147.237.77. 234 |hal ag.idf.il Bad TCP sequence i ndow scal e noni t or 8
176.13.18.141 |l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber noni t or
46. 19. 85. 129 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber alert
Sreaning Engine: TCP Invalid i i ssi
79.180.53.215 | srael 147.237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
reanming BEngine: TCP Invali i i ssi
194.90.167.12 | srael 147.237.72. 166 |aka. i df . Streaning Engi ne: TCP Inval i d|invalid segnent retransnissi on, drop 6
Ret ransni ssi on Packet dropped.
31.210. 186. 131 |Israel 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d AGK nunber noni t or
46. 19. 85. 129 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d ACK nunber noni t or
Sreanming Engine: TGP Invalid i i SSi
66.249.66.61  |Uited Sates 147.237.72. 166 |aka i df .1 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
2.54.161. 146 I srael 147.237.72. 166 |aka.i df .il SYN Att ack SYN -> SYN-ACK -> RST rej ect
46.19.86.7 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
78.98. 38. 148 dovakia 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
s SYNretransmt wth different .
84.111. 28. 61 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence wi ndow scal @ monitor |3
reanmn ine: TCP Invali i i ssi
80.178.13.132 |[Israel 147, 237. 72. 166 |aka. i df . Streamng Engi ne: TCP I nval i diinvalid segnent retransnissi on, drop 3
Ret r ansni ssi on Packet dropped.
188. 120. 148. 185|l srael 147.237.72. 156 |anan.i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
87. 69. 65. 40 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber aert
Sreaning Engine: TCP Invalid ' i ssi
46.19.85.103  |israel 147. 237.72. 166 |aka i of . i 9 =g Inval id segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
84.201.138.16 |Russian Federation 147.237. 77. 176 |nat pash. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 3
reanmn ine: TCP Invali i i ssi
79.178.200. 142 |Israel 147, 237. 72. 166 |aka. i df . Streamng Engi ne: TCP I nval i diinvalid segnent retransnissi on, drop 3
Ret r ansni ssi on Packet dropped.
87.69. 65. 40 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
reanming BEngine: TCP Invali i i ssi
5.102.247.62  |israel 147.237.72. 166 |aka.i df . Streaning Engi ne: TCP Inval i d|invalid segnent retransnissi on, drop 3
Ret ransni ssi on Packet dropped.
176.13.18.141 |Israel 147.237.77. 233 |atal .idf il Bad TCP sequence Invalid AGK nunber aert 3
Sreaming Engine: TGP Invalid i i ssi
149.78.22.193 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransni ssi on Packet dropped.
79.176.211. 194 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber monitor |2
62.210. 206. 219 |France 147.237.8.27 |e.madimatal.idf.i|Geo-1 ocation enf or cenent Geo-I ocat i on i nbound drop 2
enf or cenent
87.68. 83. 116 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
106. 38. 241. 106 |Chi na 147.237.72. 166 |aka.idf il dr op SAMrul e drop
Sreaming Engine: TGP Invalid i i ssi
66.249.75.102 |wnited Sates 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, 2
Ret ransni ssi on Packet dropped.
2.54.186. 32 I srael 147.237.72. 166 |aka.i df .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 2
. o . Geo- | ocati on i nbound
61. 135. 190. 200 [Chi na 147.237.0.200 |rdu.idf.il Geo- | ocati on enf or cenent enf or coment drop 2
87.68.83.116 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence SYNHACK retransmt with moni tor  [2
different w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
208.115.111. 73 |Wited Sates 147. 237. 76. 200 |ei tan. aka. i df . 9 =9 Invalid segnent retransmssion. g 2
Ret r ansni ssi on Packet dr opped.
141.212. 121. 221 |wited Sates 147.237.76.198 |e.yohal an.idf.il |[Geo-1 ocation enf or cenent ﬁ?olr ggi'nfn | nbound drop 1
. . s SYNtACK retransmt wth .
5.255.253.150 |[Russian Federation [147.237.77.216 |dover.idf.il Bad TCP sequence di fferent vindow scal e nonitor |1
212.143.142.56 |l srael 147.237. 77. 216 |dover.idf .i | drop First packet isn't SN drop 1
149.78.201.82 |Israel 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d AGK nunber noni tor |1
46.117. 38. 55 I srael 147.237.77. 216 |dover.idf.i | Bad TCP sequence I'nval i d ACK nunber nonitor |1
42.62.74.76 Chi na 147. 237. 72. 166 |aka.i of .il drop First packet isn't SN drop 1
64.125.239.36 |lhited Sates 147.237.8.27 |e.madimatal .idf.i[Geo-1 ocation enf or cenent ﬁ?;}'rgzz;mon I nbound drop 1
141. 212. 121. 222|wited Sates 147.237.76. 198 |e.yohal an.idf.il |[Geo-1 ocation enf or cenent ;‘folr Sgi:ﬂo” | nbound drop 1
31.168. 13. 78 I srael 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d AGK nunber aert 1
213.8.174.6 I srael 147.237. 72. 156 |anan.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
167. 114. 156. 16 |Canada 147.237. 77. 216 |dover.idf .i | drop First packet isn't SN drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

ountry Target Address |Site Sgnature Action ‘Count

157.55.39.238 |Wited Sates |147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on www i df.il/error. htm B ock 6
31.210. 186. 131 |l srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to ww aka.idf.il/ufi/reaction/ B ock 5
103.9.64.130 |Australia 147.237.77.216|dover.idf .il Ostributed PHP At tenpt B ock 3
207.46.13.119 |Whited Sates [147.237.77.216|dover.i df .i | Mil ti pl e Unaut horized URL Access from 207.46.13. 119 B ock 3
184.154.14. 15 |Uhited Sates |147.237.77.216|dover.idf . il Dstributed PHP Attenpt B ock 3
107.178.194. 79 |Uited States |147. 237. 77. 216 |dover. i df . i1 |0 o0 Lo 1?;;}:;2;;?&%&??:&" Bock |2
103.9.64.130 |Australia 147.237.77.216|dover. i df .i | O stributed Adnin B ocki ng B ock

5. 29. 76. 50 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None

66.249.66.25 |Israel 147.237.77.216|dover. i df .il Lhaut hori zed URL Access to wanidf.il/error. htm B ock

107. 178. 194. 83 |Uited Sates [147. 237. 7. 216 [dover. i df . i1 [0 1" Bted 1?3?;}2225??“3%\/2??52;“ Bock |2
208.184. 112. 75 Ui ted Sates [147. 237. 77. 216 |dover. i df i1 |0 o0 Lo 1?;;}:;25?&%\/??:&" Bock |2
184.154.14.15 |Wited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to v i df.il/index. php B ock 2
46.19. 86. 53 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 2
37.142.68.40 |Israel 147.237.77. 176 |nat pash. i df .i| |Ostributed P Attenpt B ock 2
184.154.14.15 |Wited Sates |147.237.77.216|dover.idf.il D stributed Admn B ocking B ock 2
37.142.68.40 |Israel 147.237.77. 176 |nat pash. i df . i| [Unaut hori zed URL Access to wan cogat.idf.il/xnirpc. php B ock 2
37.142.68.59 |lIsrael 147.237.0.34 |tikshuv.idf.il |PHP Attenpt B ock 1
208.184. 112. 74 |Uited Sates [147. 237. 7. 216 dover. i df i1 |2 SO0 1?3?;}2%;??“3%&?22;“ Bock |1
84.111.28.61 |[lIsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1
66.249.66.61 |lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to ww aka. idf.il/giyus/kadatz Bl ock 1
197. 35. 117. 192 |Egypt 147.237.77. 170 |maar achot . i df . i I{Distributed PP Attenpt B ock 1
149. 78.82. 159 [l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl e/ shar ed/ reset . css B ock 1
46.19.86.33  [Israel 147.237.77.74 |lawidf.il mult Z&r: éfldi |L/'1‘o:§;e;scéfe/ doc gt/ doc._mm . asp B ock 1
207.46.13.119 |Uhited Sates [147.237. 77. 216 |dover.i df .i | Unaut hori zed LRL Access to ww i df.il/894-he B ock 1
79.177.198.21 |Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
184.154.14.15 |Wited Sates |147.237.77.216|dover.idf.il Mil ti pl e Unaut hori zed URL Access from 184. 154. 14. 15 B ock 1
37.142.68.59 |Israel 147.237.0.34 [tikshuv.idf.il [Wauthorized URL Access to tikshuv.idf.il/xnrpc. php B ock 1

Unhknown Par anet er
84.111.202.66 |Israel 147.237.72. 166 [aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl acetol der $quest i onUpdat e$hi ddenUpdat eQuest [None 1
ion in ww aka.idf.il/nain/giyus/fag. aspx

66. 249.66.75 I srael 147.237.77. 176 [mat pash. i df . i | muéggartl.zi?j?.%cxicle;mtrg strati on/ gover rment / pages/ ti kshor et 1. aspx B ock !
197. 35. 117. 192 |Egypt 147.237.77. 170 |maar achot . i df . i ||unaut hori zed LRL Access to naarachot.idf.il/xmrpc. php B ock 1
157.55.39.64 [Uhited Sates |147.237.77. 176 |mat pash. i df .i| |Uhauthorized URL Access to 147.237.77.176/ B ock 1
46. 19. 86. 39 | srael 147.237.72.166|aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
208.115.111. 73 [Lhited Sates |147. 237.72. 166 |aka. i df . i | Unknown Paraneter KEY in v aka.idf.il/ishurinicityofficers/ None 1
79.178.55.178 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
66.249.66. 37 |l srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237. 77. 216/ 1133- he/ dover . aspx B ock 1
40.77.167.21 |Uited Sates [147.237.77.74 |lawidf.il Uhaut hori zed URL Access to ww | awidf.il/sip_storage/files/ 1/ 1381. pdf B ock 1
109. 65. 207. 237 |1 srael 147.237.72. 166 |aka. i df . i | m”:k‘f:i?fme;nglmfsmm in None 1
85.65.116.98 |[lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
212.76.106.98 |Israel 147. 237. 72. 166 |aka. i df . i | m”;)k":i'z?r_ ?rf;:f nlcst;c?f;flcgggfcppshﬁip:&;cphsaCha'$e”p' oyment Statusbay in fy, o 1
66. 249. 78. 4 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147. 237. 77. 233/ 1250- he/ at al . aspx B ock 1
204.13.200. 200 Ui ted Sates [147. 237. 77. 216 |dover i df . i1 |0 o L lT;;fggggg?ﬂe%v/;‘ffsp;” Bock |1
103.9.64.130 |Australia 147.237.77.216|dover. i df .i |l Mil tipl e Uhaut horized URL Access from 103. 9. 64. 130 B ock 1
208. 115. 113. 89 |Lhited Sates |147.237.77.74 |l awidf . il mu:;gr:é?dl T’?;Oﬁ‘;gfs;cto?e/ doc. mur/ doc._ . asp Bl ock 1
79.183.179.94 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
66.249.66. 40 |l srael 147.237.77. 216 |dover . i df . i | Unaut hor i zed URL Access to 147.237.77. 216/ robot s. t xt B ock 1
185. 32. 179. 88 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
46.19.85.135 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
109. 65. 207. 237 |1 srael 147.237.72. 166 |aka. i df . i | m”;’k":i??ﬁ;:; nf;;g?;‘jtp'angfB:.'V:;;f‘:phsac'"ar$Ct' 9in None 1
85. 65. 236. 158 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None

213.57.107. 193 [l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
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