12-01-2015-00:04:09 to 12-01-2015-01:04:09

@
1"PT SwNn ()

oV

www.gov.il

IDF Under Attack

Daily Report

[Top Targets |
2,800+,
2, 100+"
i M dover.idf.il
1. 400+ M refuah.idf.il
W aka.idf.il
. M nadimatal.idf.il
Number 7001 Watal.idf.il
Nticks | M aran.idf il
R .- - « - ‘ ~ « . n M navy.idf.il
O é\l\é N &.\b N \ﬁ’.\& ®’.\° & M nakchal . i df i
$ © &é}\) & ®f2’>‘ & éé\ & ,§§’(\ g‘,@ \@'Z\"" v chanat z. aka. i df . i |
& ¢ é@? & B ishurimaka. idf.il
& l
Top Tar get
[Top Attackers |
2, 4004
1, 800-
M 167. 114. 156. 16
i 109. 65. 201. 229
1200 I 79.177.35.97
T 63. 143. 34. 37
Nunber 7 H 74. 84. 136. 105
mgcks I 189. 38. 90. 144
000 I 41.33.231.90
- M 100. 100. 77. 33
89. 138. 173. 7
o N T M 80. 246. 133. 246
& S A A L G S i
N ) oS S . . o5
N > S 5 N N o
A @ » > S P
K3 A N N &

Top Attackers
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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3293

66. 249. 66. 75 | srael 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 121

84. 108. 204. 65 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 6

82. 145. 223. 56 Eur ope 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2

93. 174. 93. 146 Net her | ands 147.237.76. 147 chinuch. aka.idf.il|JLM Under Attack Con Tcp drop 2

115. 230. 124. 164 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry get Address |Site |Sgnature Devi ce Action |Count |
189. 38. 90. 144 Brazil 147.237.72.166 |aka.idf.il 3808 HITP. SQ Injection Variabl e Decl arati on Evasi on B ock 8
74.84.136. 105 Lhited Sates 147.237.72.166 |aka.idf.il 3808: HITP. SQ Injection Variable Declaration Bvasion B ock 7
63. 143. 34. 37 Lhited Sates 147.237.76. 42 refuah.idf.il |[3808: HITP. SQ Injection Variable Declarati on Evasion B ock 6
63. 143. 34. 37 Lhited Sates 147. 237.76. 42 refuah.idf.il |6134: HITP. SQ Injection Variabl e Decl arati on Evasi on Bl ock 3
63. 143. 34. 37 Lhited Sates 147. 237.76. 42 refuah.idf.il |5670: HITP. SQ Injection (SALECT) B ock 1
74. 84.136. 105 Lhited Sates 147.237.72.166 |aka.idf.il 12715 HITP. Bind SQ Injection in WR B ock 1
78. 46. 174. 197 Ger many 147.237.77.216 |dover.idf.il [Cl1000106: HITP. najestic bot B ock 1
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|Top Attackers In |D|

‘ Target Address

A tacker
Gountry

Signature

63.143.34.37 |147.237.76.42 |[lhited Sates |refuah.idf.il SQ Injection - Select From 30
74.84.136.105 |147.237.72.166|lhited Sates |aka idf.il SQ Injection - Select Fom 24
189. 38. 90. 144 [147.237.72. 166 |Brazi akaidf.il A Injection - Select From 23
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66.249. 64. 181 |[147.237.77.74 |Wited Sates [lawidf.il ET SCAN NVAP -sA (2) 2
93.174.93. 146 |147.237.76. 44 [Nether| ands e.refuah.idf.il ET SCAN Potential SSH Scan 1
59.45.79.117 [147.237.0.34 |hina tikshuv.idf.il ET SCAN Potential SSH Scan 1
59.45.79.117  |147.237.77.227|Chi na e hamaz.idf.il ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.77.121|Chi na e.navy.idf.il ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.76. 147 |thi na chinuch.aka.idf.il [ET SCAN Potential SSH Scan 1
218 596 140  |147 237 0.15  |hi na vosher-kravi i df i1 ET SOAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
59.45.79.117 [147.237.76.39 [China nobi | e.nei tav. i df.i[ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.72. 167 |China ishurimaka.idf.il [ET SCAN Potential SSH Scan 1
167. 114. 156. 16 [147. 237. 77. 216 |Canada dover . idf.il portscan: TCP O stributed Portscan 1
59.45.79.117 (147.237.8.28 |[China e.mobi | e-ks.idf.il [ET SCAN Potential SSH Scan 1
93.174.93. 146 |147.237.76.42 [Netherlands refuah.idf.il ET SCAN Potential SSH Scan 1
59.45.79.117 [147.237.0.19 |China nadi matal.idf.il [ET SCAN Potential SSH Scan 1
59.45.79.117  |147.237. 77. 243|Chi na nobi | e.idf.il ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.77. 205 |Chi na prisha idf.il ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.77.19 |China lawforumidf.il [ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.76.44 [China e.refuah.idf.il ET SCAN Potential SSH Scan 1
59.45.79.117  |147.237.72.217|China eidf.il ET SCAN Potential SSH Scan 1
176.13. 18, 141|147, 237 77 233 |1 ael sl idh il ET DC5 Large amount of TCP ZeroWndow - Possible Niller2 DDos 1
attack
59.45.79.117 |147.237.8.46 |hina e.chinuch.idf.il [ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

Attacker CQountry ‘Target Address |Ste

Signature

SWNretransmt wth different

109. 65. 201. 229 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence . monitor (252
w ndow scal e
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
100. 100. 77. 33 147.237.72. 156 |anan.idf .il drop First packet isn't SN drop 24
. . SYNretransnit wth different .
80. 246. 133. 246 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence vi ndow scal e noni t or 18
46. 19. 86. 106 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber monitor (17
Sreaming Engine: TCP Invalid i i SSi
37.26.147.186 |Israel 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, 15
Ret ransm ssi on Packet dr opped.
R SYNretransmit wth different .
79.178.113. 135 |l srael 147.237. 72. 166 |aka.i df .i | Bad TCP sequence wi ndow scal e monitor |13
79.180.67.34  |Israel 147.237.77. 226 "‘:"l"" chamatz. aka. Tdf |y af t ack SYN -> SYN-ACK -> RST rej ect 10
Sreaming Engine: TCP Invalid i i ssi
79.180. 224. 129 |Israel 147.237.72. 166 |aka i df . 9 =g Inval i d segnent retransmssion. |, 9
Ret ransni ssi on Packet dr opped.
185. 3. 146. 224 |l srael 147.237. 72. 166 |aka. i df .i | Bad TCP sequence Inval id ACK nunber noni t or
5.102.254.134 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or
46. 19. 85. 183 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber noni t or
103.21.58.191 |india 147.237.72. 166 |aka. i df .| Bad TCP sequence SNretransmt with different oo |7
w ndow scal e
24.47.146.194 |Uhited Sates 147. 237. 72. 167 |i shuri maka. i df . i | Bad TCP sequence SN retransmt with i fferent monitor |7
W ndow scal e
167.57.179. 104 |U uguay 147.237. 77. 216 |dover.idf .| SYN Att ack SYN -> SYN-ACK -> RST rej ect 7
176.13.18.141 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d AGK nunber aert 6
176.13.18.141 |l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber nonitor (6
46. 19. 85. 103 I srael 147.237.77. 216 |dover.idf .il SYN At tack SYN -> SYN-ACK -> RST rej ect 5
185. 3.146. 162 |l srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber nonitor |5
46. 19. 85. 163 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence Inval i d ACK nunber monitor |5
95. 35. 54. 135 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber monitor (4
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 4
109. 67.111. 166 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
95. 35. 54. 135 I srael 147.237.76. 31 |nakchal .idf.il Bad TCP sequence Invalid sequence nunber monitor (4
8.37.228.77 g”&;ymus 147.237.77. 216 |dover. i of .i | Bl ock HTTP Non Conpl i ant Response out of state monitor |4
185. 106. 94. 2 147.237.77. 226 | "} chanatz. aka.tdf |4 op SAMrul e drop 4
95. 35. 54. 135 I srael 147.237.76.31 |nakchal .idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
189. 100. 50. 246 |Brazil 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
5.22.134.25 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 4
95. 35. 54. 135 | srael 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Tineout [reject 4
87.69.255.212 |lsrael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval id ACK nunber nonitor |4
46. 19. 85. 103 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber monitor (4
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
46. 19. 85. 183 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval id ACK nunber alert 3
37.46.39. 38 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval id ACK nunber monitor 3
Sreamng Engine: TCP Invalid i i ssi
77.125.118.79  |israel 147.237.72. 166 |aka i f .11 9 =g Inval i d segnent retransmssion. |, 3
Ret ransnm ssi on Packet dr opped.
Anonynous S . .
8.37.227.81 Pr oxy 147.237. 77. 216 |dover.i df . i | Bl ock HTTP Non Conpl i ant Response out of state monitor 3
Sreamng Engine: TCP Invalid i i ssi
87.68.61.137  |Israel 147.237.72. 166 |aka. i df .i 9 =g Invalid segnent retransmssion. |, 3
Ret ransnm ssi on Packet dr opped.
185. 106. 94. 2 147.237.72. 167 |i shuri maka. i df .il drop SAMrul e drop 3
Sreamng Engine: TP Invalid i i ssi
87.68.69.248  |israel 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
178. 255. 215. 87 |France 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. o 3
Ret r ansni ssi on Packet dropped.
87.69.255.212 |l srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval id ACK nunber alert 3
84.201. 138. 16 RJSf::I”ion 147. 237. 77. 176 |nat pash. i of . i | SYN Attack SYN -> SYN-ACK -> Tineout |reject 3
188. 120. 148. 156|l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval id ACK nunber monitor 3
Sreamng Engine: TP Invalid i i ssi
79.176. 217. 226 | srael 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. |, 3
Ret ransnm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
84.228.77.183 | srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. | o 3
Ret r ansni ssi on Packet dr opped.
Iran, Islanmc . . .
5.144.131. 170 Republ i ¢ of 147.237. 77. 216 |dover.idf.i | Bad TCP sequence I'nval id ACK nunber alert 2
Sreanming Engine: TCP Invalid i i SSi
208.115.111. 73 [Lhited Sates 147. 237. 76. 200 |ei tan. aka. i df .| 9 =g Invalid segnent retransmssion. | o 2
Ret r ansni ssi on Packet dr opped.
5.22.131.127 I srael 147.237.72. 156 |aman. i df .i | Bad TCP sequence Inval i d AGK nunber noni t or
82.132.232.176 |United Kingdom |147.237.77.216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site dgnature Action ‘Count
79.177.35. 97 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 102
89.138.173.7 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 16
82.220. 34. 22 Sntzerland  |147.237.77.216|dover.idf. il Dstributed PHP Attenpt B ock
175.107. 131. 153|Australia 147.237.77.216|dover.i df .i | Dstributed PHP Attenpt Bl ock
50. 87. 32. 96 Lhited Sates [147.237.77.216|dover.idf.il Dstributed PHP A tenpt B ock
79.179.4.227  |israel 147. 237.72. 166 |aka. i df . i | m;;(gult gfd ff“f‘#;hr‘]’/rs' azf:arﬁn jocess on Bl ock 3
212. 48. 86. 202 Ei“ir]tgegom 147.237.77.216|dover . i df . i | Dstributed PHP A tenpt B ock 3
66. 49. 211. 78 Canada 147.237.77. 216 |dover.idf . il Dstributed PHP Attenpt B ock 3
46.22.116.5 Sweden 147.237.77.216|dover. i df .i | Dstributed PHP At tenpt B ock 3
64.207.189.54 |[Lhited Sates |147.237.77.216|dover.idf.il Dstributed PHP Attenpt B ock 3
82.220. 34. 22 Sntzerland  |147.237.77.216|dover.idf.il Distributed Admn B ocki ng B ock 2
175.107. 131. 153|Australia 147.237.77.216|dover.i df .i | D stributed Adnin B ocking Bl ock 2
50. 87. 32. 96 Lhited Sates [147.237.77.216|dover.idf.il Dstributed Admin B ocking B ock 2
212. 48. 86. 202 LK!iﬂr:gegom 147.237.77. 216 |dover.i df . i | Dstributed Admin B ocki ng B ock 2
66.49. 211. 78 Canada 147.237.77.216|dover.i df .i | D stributed Adnin B ocking B ock 2
176.13. 1. 90 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 2
80. 246. 136. 3 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
46.22.116.5 Sweden 147.237.77.216|dover.i df .i | D stributed Adnin B ocking B ock 2
64.207.189.54 |lnited Sates |147.237.77.216|dover.idf.il Distributed Admn B ocki ng B ock 2
82.220. 34. 22 Sntzerland  |147.237.77.216|dover.idf.il Ml tipl e Unauthorized URL Access from 82.220. 34. 22 B ock 2
107.178.194.87 |Uited Sates [147.237.77. 216 |dover . i df . i | D stri outec 1?;;}2%;??\9%&?22}2” Bock |2
185.32.179.39 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None
175. 107. 131. 153|Australia 147.237.77.216|dover.i df .i | Uhaut hori zed URL Access to www i df.il/index. php Bl ock
212. 48. 86. 202 zi;g’gom 147.237.77.216|dover . i df .i | Mil tipl e Unaut hori zed URL Access from 212. 48. 86. 202 Bl ock 2
66. 49. 211. 78 Canada 147.237.77. 216 |dover . i df .i | Ml tipl e Unauthorized URL Access from 66.49. 211. 78 B ock
50. 87. 32. 96 Lhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/index. php B ock
46.22.116.5 Sweden 147.237.77. 216 |dover.i df .i | Ml tipl e Unaut horized URL Access from46.22.116.5 B ock
208. 184.112.75 [United Sates 147.237.77. 216 |dover i . i1 | ot MG IS AEE - eeess on Bock |2
64.207.189.54 |[hited Sates |147.237.77.216|dover.idf.il Mil tipl e Unhaut hori zed URL Access from 64. 207. 189. 54 B ock 2
79.183.195. 232 [Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod HEAD for waw aka. i df . il/sachar/l ogi n/ B ock 2
31.13.102. 99 Irel and 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
91.187.114.129 |Abania 147.237.77. 216 |dover.i df . i | Dstributed PHP Attenpt B ock 1
66. 49. 211. 78 Canada 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to vww i df .il/index. php B ock 1
207.46.13. 4 Lhited Sates |147.237.72.166aka.idf.il Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
61.135.190.72 |China 147.237.0.19 |nadi matal .idf.i|wauthorized URL Access to 147.237.0.19/ B ock 1
178. 255. 215. 87 |France 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
46.22.116.5 Sweden 147.237.77.216|dover. i df . i | Unaut hori zed URL Access to v i df.il/index. php B ock 1
66. 249. 66. 61 I srael 147.237.72. 166 |aka. i df . i | Unknown Paraneter catid in vww aka.idf.il/main/rabanut/general . aspx None 1
208.184.112.75 |Uited Sates [147.237.77. 216 |dover . idf il [0 uted 1%";?;;&;?&%\/??:;“ Bock |1
31.168.164.86 |l srael 147.237.72. 166 |aka. i df . i | mna?(‘g‘.’i ;""Irial‘r/mn;f;/ S;C\gaﬁ?fma;? on. aspx None 1
107.178.194.83 |Uited Sates [147.237.77. 216|dover. i df il [0 oI 1?;;};;22;?&%\/??:&“ Bock |1
Unaut hori zed URL Access to
8.37.71.41 Uhited Sates |147.237.76.30 |hinush.idf.il wan chi mush. atal . i df . i 1/894- he/ hi nush. aspx&usg=al kj r hi g87koyvsj Ov2fb [B ock 1
gvf war kkcngbw
84.109. 95. 47 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
64.207.189.54 |lnited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to www i df .il/index. php B ock 1
192.157.245.13 |Uited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to wawidf.il/pricing B ock 1
80. 246. 133. 246 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 1
176.12.151. 171 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
46. 19. 86. 134 I srael 147.237.72. 166 [aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
149.88.93.5 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
69.171.228.122 |lnited Sates |147.237.72.166|aka.idf.il Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
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