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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
66. 249. 66. 75 | srael 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 17974
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3508
109. 65. 151. 184 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 6
79.181.9. 175 I srael 147. 237.72. 166 aka.idf.il Bl ock Udp All Nets drop 3
79.181.9. 175 | srael 147.237.77. 216 dover.idf.il Bl ock_Up Al _Nets drop 3

162. 222. 185. 165 Lhited Sates 147.237. 76. 147 chinuch. aka.idf.il |[JLMPurple Gon_Linit_Tcp drop 1

62. 209. 11. 136 Bahrai n 147.237.72. 156 anan.idf.il Invalid TGP H ags drop 1

199. 48. 164. 230 Lhited Sates 147.237.76. 176 test.ncore.idf.il |Block Udp All Nets drop 1

162. 255. 63. 134 Lhited Sates 147.237. 76. 200 eitan.aka.idf.il |Block Np All Net drop 1
62.209. 11. 137 Bahrai n 147.237.72. 156 anan. i df.il Invalid TGP H ags drop 1
62.209. 11. 138 Bahrai n 147.237.72. 156 anan.idf.il Invalid TGP H ags drop 1

192. 3.170. 124 Lhited Sates 147.237.76. 177 ncore.idf.il B ock Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry | Target Address |Site ‘Sgnaiure Devi ce Action |Count |
142. 4. 214. 124 Canada 147.237.77.216 |dover.idf.il|ClL000106: HTTP. najestic bot B ock 1
183.245.117.220 |China 147.237.77.216 |dover.idf.il|9221: HTTP: PUT Method Execution over HTTP/ VbDAV B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
162. 222. 185. 165(147. 237. 76. 44 |Lhited Sates  |e.refuah.idf.il ET SCAN Potential SSH Scan 2
162. 222. 185. 165|147. 237. 76. 34 [Lhited Sates  |yohal an.idf.il ET SCAN Potential SSH Scan 2
117.58.247.69 |147.237. 77. 233 |Bangl adesh atal.idf.il ET SCAN NVAP -sS w ndow 2048 1
117.58. 247.69  [147.237. 77. 233 |Bangl adesh aal.idf.il ET SCAN NVAP -f -sS 1
98.119. 105. 221 [147.237.8.27 |Whited Sates |e.nadimatal.idf.il |[ET SCAN NMVAP -sS wi ndow 3072 1
176.12.146.56  [147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
85. 65. 131. 10 147.237. 72. 166 |I srael aka.idf.il portscan: TCP Distributed Portscan 1
162. 222. 185. 165|147. 237. 76. 202 [Lhited Sates e halag.idf.il ET SCAN Potential SSH Scan 1
84.109. 215.32  |147.237.72. 166 | srael aka.idf.il portscan: TCP D stributed Portscan 1
162. 222. 185. 165(147. 237. 76. 197 |Lhited Sates  |e. himush.idf.il ET SCAN Potential SSH Scan 1
80. 82. 78. 27 147.237.8.28 [Netherl ands e.nobile-ks.idf.il [ET SCAN NMAP -sS wi ndow 1024 1
162.222. 185. 165|147.237.0.19 |Lhited Sates nadi matal.idf.il |ET SCAN Potential SSH Scan 1
117.58.247.69 |147.237. 77. 233 |Bangl adesh atal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
113. 240. 250. 155|147. 237. 77. 235 |Chi na sviva.idf.il ET SCAN NMAP -sS wi ndow 1024 1
176.12. 149. 54  [147.237. 77. 233 |I srael atal.idf.il ET D05 Large anount of TGP ZeroWndow - Possible Nkiller2 Chos 1
attack
97.105. 43. 174 |147.237.76. 147 |Whited Sates  |chinuch.aka idf.il |[ET SCAN NMAP -sS wi ndow 1024 1
162. 222. 185. 165|147. 237. 77. 216 [Lhited Sates dover.idf.il ET SCAN Potential SSH Scan 1
85. 64. 255. 47 147.237. 72. 166 |I srael aka idf.il portscan: TCP Distributed Portscan 1
162. 222. 185. 165|147. 237. 76. 198 [Lhited Sates e.yohalan.idf.il |ET SCAN Potential SSH Scan 1
84. 109. 89. 90 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
162. 222. 185. 165|147. 237. 76. 176 |Lhited Sates  |test.ncore.idf.il |ET SCAN Potential SSH Scan 1
31.154.10. 107  |147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
162. 222. 185. 165|147. 237.76. 39 |Lhited Sates nobi | e.nei tav.idf.i [ET SCAN Potential SSH Scan 1
162. 222. 185. 165(147. 237. 0. 200 |Whited Sates  |rdu.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count
S reamng Engi ne: TCP i i ssi
79.177.123. 198 |Israel 147. 237. 76. 200 |ei tan. aka. i f .1 mng tngine. 1 Invalid segnent retransmssion. drop 462
Inval id Retransm ssion Packet dropped.
Sreamng Engi ne: TCP i i ssi
89.138.12.90  |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | mng Engine: 1 Invalid segnent retransnissi on. drop 112
Inval i d Retransnission Packet dr opped.
100. 100. 97. 139 147.237.72.166 |aka.idf .il dr op First packet isn't SYN drop 45
100. 100. 116. 243 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 32
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
213.57.92. 37 | srael 147.237.72.166 |aka.idf .il dr op First packet isn't SYN drop 29
Lhi ted waw. chanat z. aka. i df .
31.186.228.30 | ngdom 147.237.77.226 | drop First packet isn't SWN drop 26
100. 100. 77. 33 147.237.72. 156 |anan.idf .il drop Frst packet isn't SN drop 24
Lhi ted waw, chanat z. aka. i df L
31. 186. 228. 60 Ki ngdom 147.237.77. 226 i dr op Frst packet isn't SYN drop 22
31.186.228.31 |Jted 147. 237, 77. 206 [ chanat z. aka. idf |4 o First packet ism't SWN drop 19
Ki ngdom il
100. 100. 102. 227 147.237.72. 166 |aka. i df i drop First packet isn't SWN drop 15
213.57.133.126 [lIsrael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti neout aert 14
31.186.228.58 |ted 147. 237, 77. 226 [ chanat z. aka. idf 14, o First packet isn't SWN drop 14
Ki ngdom il
213.57.133.126 |[lsrael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 14
213.57.133.126 |Israel 147.237. 72. 166 [aka.i o .i Bad TCP sequence SINHAK retransmt with different | oo |14
w ndow scal e
Lhi ted waw, chanat z. aka. i df L
31. 186. 228. 32 Ki ngdom 147.237.77. 226 i dr op Frst packet isn't SYN drop 14
100. 100. 44. 112 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 12
reamn ine: T i i Ssi
37.26.148.163 | srael 147.237.72. 166 |aka. i df . i Streamng Engi ne: TCP Invalid segnent retransmssion. drop 12
Inval id Retransm ssion Packet dropped.
Sreamng Engi ne: TCP i i ssi
79.182.18.168 |Israel 147. 237. 72. 166 |aka i of . i | mng Engine: 1 Invalid segnent retransmssion. drop 12
Inval i d Retransnission Packet dr opped.
50. 140. 4. 64 Lhited Sates [147.237.77.216|dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 11
Lhi ted waw. chanat z. aka. i df .
31.186.228.29 | ngdom 147.237.77. 226 | drop First packet isn't SWN drop 10
2.222.211.59 z";;gom 147. 237. 77. 216 |dover. i of . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
Lhi ted waw. chanat z. aka. i df .
31.186.228.59 | . ngdom 147.237.77. 226 | drop First packet isn't SWN drop 10
37.26.146.223 |lIsrael 147.237.77. 216 |dover.idf . i SYN Attack SYN -> SYN-ACK -> RST rej ect 10
Lhi ted waw, chanat z. aka. i df L
31. 186. 228. 57 Ki ngdom 147.237.77. 226 i dr op Frst packet isn't SYN drop 10
31.186.228.94 |ted 147. 237, 77. 206 [ chanat z. aka. idf |4 o First packet ism't SWN drop 10
Ki ngdom il
S reaning Engi ne: TCP i i ssi
46.19. 86. 22 I'srael 147. 237. 72. 166 |aka. i of . i mng tngine- 1 Invalid segnent retransmssion. dr op 9
Inval id Retransm ssion Packet dropped.
65. 49. 14. 76 g”;(’;ymus 147. 237. 77. 170 |n@ar achot . i df . i | drop drop 9
46.19. 86. 149 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber monitor |9
Anonynous . .
65. 49. 14. 76 Pr oxy 147.237.77. 216 |dover.idf i drop drop 9
216.223.27.26 |Wited Sates |147.237.77.226 "‘:’T"“hamz'aka' Mt dr op First packet ism't SWN drop 9
31.186.228. 03 |ted 147. 237, 77. 206 [ chanat z. aka. idf |4 o First packet isn't SWN drop 8
Ki ngdom Ll
84.109. 109. 161 |l srael 147.237.77. 216 |dover.idf .il SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
212.179.21.194 |lsrael 147.237.8.45 |e.eitan.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
31.186. 228. 95 LK”i"rfgegom 147. 237.77. 226 "‘:"I“’”ha"atz'aka"df dr op First packet isn't SWN drop 6
. . SYNPAXK retransmit with different .
46. 19. 85. 189 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence i ndow scal e noni t or 6
, S Streamng Engi ne: TCP TCP segrment out of maximum
61.216. 2. 15 Tai wan 147.237.76.42 |refuah.idf.il Segnent Limt Enforcenent al | owed sequence. Packet dr opped. drop 6
Lhi ted waw, chanat z. aka. i df L
31. 186. 228. 96 Ki ngdom 147.237.77. 226 i dr op Frst packet isn't SYN drop 6
St ream ng Engi ne: TCP i i ssi
5.22.134.157  |Israel 147. 237. 72. 166 |aka i df . i | mng tngihe. 7 Invalid segment retransnission. drop 6
Inval i d Retransnission Packet dropped.
46.19.85. 1 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber mnitor |6
. Lo Sreamng Engi ne: TCP TCP segment out of maxi num
61.216. 2. 15 Tai wan 147.237.77.74 |(lawidf.il Segnent Linit Enforcenent al | owed sequence. Packet dr opped. drop 6
79.179. 189. 3 I srael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber roni t or
46. 19. 86. 185 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or
5.29.195. 78 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or
S reamng Engi ne: TCP i i ssi
41.230.14.223 |Tuisia 147.237.72. 166 |aka. i df . i mng gl ne. 1 Invalid segnent retransmssion. drop 6
Inval id Retransm ssion Packet dr opped.
37.26. 149. 157 | srael 147.237. 72. 156 |anan.i df .il dr op First packet isn't SYN drop 5
185. 120. 126. 79 147.237.72.166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber monitor |5
46.19.85. 1 I srael 147.237.77. 233 |atal .idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 5
46.19.85. 1 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Invalid ACK nunber alert 5
46.19.85.1 I srael 147.237.77. 233 |atal i df i Bad TCP sequence SIAK retransmt with different Jopniior s
w ndow scal e
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|Top Attackers In V\AF|

A tacker

Target Address

Site

Sgnature

Devi ce

‘Count

Country Action
79.177. 123. 198 |I srael 147.237.76.200|ei tan. aka. i df . i | Too Many of the Sane Response Code (404) in Session from B ock 49
79.177.123. 198
185.3.144.40 |[Israel 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 16
87.69.87.164 |[Israel 147.237.72. 166 |aka. i df . i | D stributed Wnhauthori zed URL Access on waw aka.idf.il/ufi/reaction/ |B ock 10
79.182.6.205 |Israel 147.237.0.19 [nadimatal.idf.i|  [FATer Tpe Molaton o m&;’;}(ﬂ acetbl der 18txt Street in Bock |6
46.19.85.125 |Israel 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 6
40.77.167.83 |Wnited Sates |147. 237. 77. 170 [maar achot . i df . i | Eazrt ;lr?(:t.?(éfw?f;)rztr;izfsgeﬁpﬁmess on B ock 4
46.121.232.50 |[lsrael 147.237.72. 156 |aman. i df . i | Unaut hor i zed HTTP Met hod B ock 4
217.132.2.62 |lIsrael 147.237.77. 216 |dover.idf.il D stributed Whaut hori zed URL Access on ww i df.il/1133-229. .. B ock 4
212. 150. 214. 90 |l srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 4
2.54.190.240 |Israel 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 3
40.77.167.36 |Wnited Sates |147. 237. 77. 170 [maar achot . i df . i | E;rt ;ér:’c:t'?%f%?ff;ﬁ;r;izfsgeﬁpﬁccess on B ock 3
Paraneter Type Mol ation
46.19. 85. 60 I srael 147.237.77. 216 |dover.idf.il ct100$Cont ent P acetol der 1$ucArti cl eLobbyCont rol $I mageButtonl. x in |B ock 3
ww i df . i1 /1133- he/ dover . aspx
91.201.63.116 |Sweden 147.237.77. 170 |maar achot . i df . i | Dstributed PHP At tenpt B ock 3
103. 26.99. 147 |india 147.237.77.216|dover . i df . i O stributed PHP A tenpt B ock 3
83. 145. 246. 174 |Fi nl and 147.237.77.216|dover. i df . il Dstributed PHP Attenpt B ock 3
2.54.142.155 |lIsrael 147.237.77.216|dover . i df . i Unaut hori zed URL Access to www i df.il/1133-229... B ock 3
185.11. 164. 16 |Portugal 147.237.77.216|dover . i df . i O stributed PHP A tenpt B ock 3
54.94.178.193 |Bazil 147.237.77.216|dover. i df . il Dstributed PHP Attenpt B ock 3
50.87.161. 155 |Lhited Sates |147.237.77.216|dover.idf.il Dstributed PHP At tenpt B ock 3
46.19. 85. 51 I srael 147.237.77.216|dover. i df .l Dstributed Ml formed LRL B ock 3
67.225.180. 145 |Lhited Sates |147.237.77.216|dover.idf.il O stributed PHP Attenpt B ock 3
176. 13.9. 135 | srael 147.237.0. 17 $ niyl- kosher - kravi . i Mitiple Illegal Paraneter Encoding from176.13.9. 135 None 3
87.69.64.197 |Israel 147.237.72. 166 |aka. i df . i | mu;kgo: idfidl /'\fa:j wgaﬁ\; Ztl\paysl o, asp B ock 2
157.55.39. 155 |hited Sates [147. 237. 77. 170 |mmar achot . i df . i | Ea:rt;ér?;t_?zfT?f;g;zﬂzzeﬁpﬁ“ess on Bl ock 2
67.225.180. 145 |Lhited Sates |147. 237. 77. 216 |dover. i df .i | Mil tipl e Unaut hori zed URL Access from 67.225. 180. 145 B ock
91.201.63.116 |Sweden 147.237.77. 170 |naar achot . i df . i | D stributed Admin B ocking B ock
54.94.178.193 |Bazil 147.237.77.216|dover.idf .il Uhaut hori zed URL Access to waw i df.il/index. php B ock
31.210. 186. 138 | srael 147.237.76.86 |navy.idf.i| \;Pjrwargvir [vpe I\fg]:'egraf ;imiévgl obbycont ent . aspx Bock |2
103. 26. 99. 147 |India 147.237.77.216|dover.idf .il Ostributed Admin B ocki ng B ock 2
50. 87.161. 155 |Uhited Sates |147.237. 77. 216 |dover. i df . il Lhaut hori zed LRL Access to ww i df.il/index. php B ock 2
83. 145. 246. 174 |Fi nl and 147.237.77.216|dover. i df . il D stributed Adnin B ocki ng B ock 2
185. 120. 126. 79 147.237.72. 166 [aka. i df . i | Lhtraceabl e SI. Sessi ons: si gal gs DoS Attack None 2
185.11. 164. 16 |Portugal 147.237.77.216|dover . i df . i D stributed Adnin B ocking B ock 2
66.249.66.25 |[Israel 147.237.77.216|dover. i df . il D stributed Uhaut hori zed UR. Access on waww i df.il/error.htm B ock 2
54.94.178.193 |Brazil 147.237.77.216|dover.idf .il Ostributed Admin B ocki ng B ock 2
50. 87.161. 155 |Uhited Sates |147.237.77. 216 |dover.i df . il D stributed Adnin B ocking B ock 2
67.225. 180. 145 |Lhited Sates |147.237. 77. 216 |dover.i df . il D stributed Adnin B ocki ng B ock 2
91.201.63.116 |Sweden 147.237.77. 170 |maar achot . i df . i | Lhaut hori zed URL Access to maarachot.idf.il/index. php B ock 2
46.19. 85. 51 I srael 147.237.77. 216 |dover. i df.i |l Ml tipl e Unknown HTTP Request Method from 46. 19. 85. 51 B ock 2
103. 26. 99. 147 |India 147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/index. php B ock 2
185. 11. 164. 16 |Fort ugal 147.237.77.216|dover.idf.il Ml tipl e Unaut hori zed URL Access from 185. 11. 164. 16 B ock 2
83. 145, 246. 174 |Finl and 147.237.77.216|dover . i df . i Lhaut hori zed LRL Access to ww i df.il/index. php B ock 2
2.52.43.123 | srael 147.237.72.166|aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS Attack None 1
61.216.2.15 Tai wan 147.237.76.42 |refuah.idf.il Mitiple Illegal Byte Gode Character in Mthod from6l. 216. 2. 15 B ock 1
93.173. 128. 216 |I srael 147.237.72. 166 |aka. i df . i | m”;k‘”;i ?Tﬁﬁ;b;&%ﬁgfmm in None 1
46.19. 85. 51 | srael 147.237.77.216|dover . i df . il Unknown HTTP Request Method .4 in URL B ock
68. 180. 228. 112 |Lhited Sates |147.237. 77. 216 |dover.i df.il Dstributed Lhauthori zed UR. Access on waww i df.il/error.htm B ock
195. 154. 226. 90 |France 147.237.77.216|dover. i df . il Dstributed |11egal HITP \ersion B ock 1
61.216.2.15  |Taiwan 147.237.0.19 |madimatal .idf.il ?mslgﬂfméiczﬁfﬁqs;sg ons from61.216.2.15 (Protocol violation f, o 1
41.230.14.223 |Tunisia 147.237.72. 166 [aka. i df . i | Unhknown Paraneter c@d in waw aka.idf.il/ituriniasp/ search. asp None 1

11-30-2015-23:04:03 to 12-01-2015-00:04:03




