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11-30-2015-21:04:04 to 11-30-2015-22:04:04

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action  |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il |DOS-Tool - Swi t chbl adG dest - r eset 3501

46. 116. 206. 195 | srael 147.237.72. 166 aka idf.il L4 Source or Dest Port Zero dr op 9

79. 180. 224. 53 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 3

109. 67. 48. 198 | srael 147.237.77.234 hal ag.idf.il |Block Wdp All Nets drop 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address ‘Site |Sgnat ure

Devi ce Action |Oount
46.121.142. 11 | srael 147.237.72. 166 aka.idf.il ]13840: TLS (penSSL Heartbeat Packet B ock 4
52.1.90. 117 Lhited Sates 147. 237. 72. 166 aka.idf.il [13840: TLS enSS. Heartbeat Packet B ock 1
188. 165. 15. 60 France 147.237.77.233 atal .idf.il |28 HITP. AhrefBot craw er Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
88.249.106.23 |[147.237.8.50 [Turkey e.tikshuv.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
80. 82. 70. 230 147.237. 77. 227 [Net her | ands e. hamaz. i df .il ET SCAN NVAP -sS w ndow 1024 1
64.166.50. 150 |147.237.8.45 |lhited Sates e eitan.idf.il ET SCAN NVAP -sS wi ndow 1024 1
31.6.71. 154 147.237.8.50  [Pol and e.tikshuv.idf.il |[ET SCAN NMAP -sS wi ndow 1024 1
107, 248, 144, 101|147, 237. 76,31 |Kenya vekchal idf il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
189 110, 88.21  |147 237 76.38 |mrasil o o neitanid i ET SON\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
109. 160. 166. 93 |147. 237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
84. 95. 110. 26 147.237.72. 166 I srael aka.idf.il portscan: TGP DO stributed Portscan 1
75.126.153.82 |147.237.77.233|Wited Sates |atal .idf.il SERVER- WEBAPP admi n. php access 1
31.168.25.193 |[147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
5.29.138. 126 147.237.77. 216 (I srael dover.idf.il portscan: TGP DO stributed Portscan 1
218.57.11.7 147. 237. 76. 148 |Chi na gacenter. aka.idf .i [ET SCAN Potential SSH Scan 1
149. 78.220. 131 |147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
62. 219. 233. 188 |Israel 147. 237, 76. 200 |ei tan aka i i1 | SN NG Engine: TP Invalid —invalid segnent retransmssion drop 1146
Ret ransni ssi on Packet dr opped.
62.219.124.98 |Israel 147. 237, 72. 167 |i shur i maka i o [ S NG Engine: TCP Invalid  invalid segnent retransnissi on drop 104
Ret r ansni ssi on Packet dr opped.
46. 19. 86. 160 I srael 147.237.72. 166 |aka. i df il Bad TCP sequence Invalid ACK nunber noni t or 93
109.65.98.99  [Israel 147.237.76.42 |refuahidf.il  |Bad TCP sequence mdroit,r;”;”;t wth different moni tor |44
100. 100. 96. 236 147.237.72. 156 |anan.idf .il drop First packet isn't SN drop 34
41.33.231.90  |Egypt 147. 237. 77. 216 |dover. i df .i | drop SAMrul e drop 28
84.109. 36. 52 | srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 27
84. 109. 36. 52 I srael 147.237.72. 166 [aka. i df . i | Bad TCP sequence noni t or 27
100. 100. 84. 231 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SWN drop 25
100. 100. 77. 33 147.237.72. 156 |anan.idf .il drop First packet isn't SYN drop 24
100. 100. 2. 84 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 24
66.249.75.94  |Uited Sates |147.237.76.86 |navy.idf.il Streaning Engine: TCP Invalid finvalid segnent retransmssi on drop 20
Ret ransni ssi on Packet dr opped.
5.102.234.92  |israel 147. 237. 72. 156 |anan. i df i Bad TCP sequence mdgitvrsagngt wth different moni tor (18
37.26.149.158 | srael 147.237.0.19  |radimatal iar.i |2 €@ NG Bngine: TCP Invalid  invalid segnent retransnission drop 18
Ret ransni ssi on Packet dr opped.
213.57.131. 247 |israel 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 18
79.182. 140. 185 |l srael 147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 16
79.180. 165. 155 |I srael 147.237.72. 166 |aka. i of .11 Streamng Engine: TCP Invalid invalid segnent retransnission drop 15
Ret ransmi ssi on Packet dr opped.
213.57.131. 247 |israel 147. 237. 72. 166 |aka.i df . | SYN At t ack SYN -> SYN-ACK -> Ti meout alert 15
84.109. 36. 52 | srael 147.237.72. 166 |aka. i df .il Bad TCP sequence I'nval i d ACK nunber noni t or 14
84.109. 36. 52 I srael 147.237.72. 166 |aka.i df . i Bad TCP sequence Inval i d ACK nunber alert 14
212.179.21.194 |israel 147.237.8.45 |e.eitanidf.il |[SYN Attack SYN -> SYN-ACK -> RST rej ect 14
109.67.48.198 |Israel 147.237.77.234|ndlag.idf.i1  |Bad TCP sequence Vﬂdzirsac':rit Wth different moni tor |11
87.69.192. 46 I sr ael 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 11
100. 100. 22. 106 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
46. 19. 85. 20 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 10
46. 19. 85. 20 I 'srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 10
84.109. 36. 52 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 10
109. 253. 57. 126 |l srael 147.237.72. 166 |aka.idf .il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 9
100. 100. 30. 59 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 8
149. 88. 140. 141 |Israel 147. 237. 72. 166 |aka. i df . | SYN Att ack SYN -> SYN-ACK -> RST rej ect 8
54.244.22.103 |lhited Sates [147.237.77. 176 |nat pash.idf.il drop Frst packet isn't SN drop 8
84.108. 137. 200 |israel 147. 237, 76. 200 |ei tan aka. i i1 | S2M NG Engine: TP Invalid —invalid segnent retransmssi on. drop 8
Ret r ansni ssi on Packet dropped.
213.57.131. 247 |Israel 147.237.72. 166 |aka.i df i Bad TCP sequence mﬁﬁsrcjlreansm wehdifferent 1 onitor s
213.204.102.11 |Lebanon 147.237.77. 176 |nat pash.idf . i1 dr op First packet isn't SYN drop 7
106. 38.241. 106 |Chi na 147.237.77. 170 |naarachot .i cf .1 |dr op SAMrul e drop 7
5.29.113.93 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 6
109. 64. 213. 214 |[Israel 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 85. 237 I srael 147. 237. 77. 216 |dover.i df .il Bad TCP sequence I'nvalid ACK nunber alert 6
46. 19. 85. 99 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 6
5.29.113. 93 I 'srael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 6
46. 19. 85. 237 I srael 147. 237. 77. 216 |dover.i df .il Bad TCP sequence I'nvalid ACK nunber noni t or 6
46. 19. 85. 99 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
77.127.222.82 |israel 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid |invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
79.177.107. 217 |israel 147. 237. 72. 166 |aka.i df . i | Bad TCP sequence I'nvalid ACK nunber alert 6
185. 120. 125. 63 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransmssi on drop 6
Ret r ansni ssi on Packet dr opped.
79.177.107. 217 |israel 147.237.72. 166 |aka. i of . i Bad TCP sequence I'nvalid ACK nunber noni t or 6
79.183.227.190 |israel 147.237.72. 166 |aka. i f .11 Streamng Engine: TCP Invalid invalid segnent retransnission drop 6
Ret ransmi ssi on Packet dr opped.
212.199. 218. 214/ srael 147.237. 72. 166 |aka. i df . i Streaming Engine: TCP Invalid invalid segnent retransnission drop 6
Ret ransni ssi on Packet dr opped.
46.19. 85. 173 I srael 147.237.77. 216 |dover. i of .i | Bad TCP sequence Invalid ACK nunber noni t or
46. 19. 85. 63 I sr ael 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46.116.121. 134 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Too Many of the Sane Response Code (404) B ock 341
62.219. 233. 188 |[lIsrael 147.237.76.200|ei tan. aka. i df .i | Dstributed Too Miny of the Sane Response Code (404) B ock 253
46.116.121. 134 |Israel 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 145
46. 19. 86. 56 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 110
46. 19. 86. 56 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 96
46.116.121. 134 |Israel 147.237.0.19 [madi matal .idf.il Dstributed Too Many of the Sane Response Code (403) B ock 88
46.19. 85. 10 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 76
46. 19. 86. 56 I'srael 147.237.0.19 |nadimatal .idf.il Too Many of the Sane Response (bde (403) in Session from Bl ock 37
46. 19. 86. 56
84.108. 137.200 |[Israel 147.237.76.200(ei tan. aka. i df . i | Dstributed Too Many of the Sane Response Code (404) Bl ock 35
37.26.149.158 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 15
. . D stributed Unhaut hori zed LRL Access on
79.177.171.162 |[Israel 147.237.72. 166 |aka. i df . i | W aka, i i1/ ufi/reaction Bl ock 7
149.78.197. 116 |Israel 147.237.77.216 |dover. i df . i | Mil ti ple Unaut horized URL Access from 149. 78. 197. 116 B ock 5
31.154.91. 47 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 5
77.125.134.53 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/sip storage/files/8/ B ock 5
. . Mul tipl e Whaut hori zed Method for Known URL from
149. 88. 213. 192 |l srael 147.237.72. 166 [aka. i df . i | 149, 88. 213, 192 B ock 4
. . Unaut hori zed Met hod PCST for
85. 250. 186.29 |[lIsrael 147.237.72. 166 |aka. i df . i | v aka. i df i |/ nai v sachar/ about . aspx Bl ock 3
79.180.193. 117 [Israel 147.237.72. 156 [anan. i df . i | Unaut hori zed HTTP Met hod Bl ock 3
103.13.101. 170 |Australia 147.237.77. 216 |dover . i df . i | Dstributed PHP Attenpt B ock 3
75.126.153.82 [lnited Sates [147.237.77.233|atal .idf.il Ml tipl e Unaut hori zed URL Access from 75. 126. 153. 82 B ock 2
66. 249. 66. 25 | srael 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to wawidf.il/error.htm B ock 2
79.182.134.5 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 2
: . . D stributed Unhaut hori zed LRL Access on
204.13.200.200 |[hited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461 he/ dover . aspx. B ock 2
103.13.101. 170 |Australia 147.237.77. 216 |dover. i df . i | Lhaut hori zed URL Access to v idf.il/index. php B ock 2
75.126.153.82 |nited Sates [147.237.77.233|atal .idf.il PHP Att enpt B ock 2
37.34.52.27 Netherlands  |147.237.77.216 |dover.idf.il Dstributed Adnin B ocking Bl ock 2
. . D stributed Unaut hori zed URL Access on
149. 88. 2. 95 I srael 147.237.72. 166 |aka. i df . i | v aka. i o . i 1/ rai 1 gi yus/ cont rol s/t udal A B ock 2
109. 186. 4. 251 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: si gal gs DS Attack None 2
31.154.90. 167 |israel 147.237.72. 166 |aka. i df . i | Distributed thauthorized URL Access on B ock 2
wwv aka. i df .il/ufi/reaction/
79.178.142.92  |Israel 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qode Character in URL B ock 2
. . DO stributed Unaut hori zed URL Access on
31.168.65.115 |Israel 147.237.72. 166 |aka. i df . i | vaw aka. i df . 1/ i 1V gi yus/ cont ol S/ at udal A B ock 2
. . D stributed Unaut hori zed URL Access on
84.111.196.61 |[Israel 147.237.72. 166 |aka. i df . i | i aka i df i1/ ufifreaction B ock 2
103.13.101. 170 |Australia 147.237.77. 216 |dover . i df . i | Dstributed Adnin B ocking Bl ock 2
m ny- kosher -kravi . i d
176.13.7.22 | srael 147.237.0. 17 f Inly Dstributed |11egal Parangeter Encodi ng None 2
46.19. 86. 89 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
103.13.101. 170 |Australia 147.237.77. 216 |dover. i df .i | Mil tipl e Unhaut hori zed URL Access from 103. 13. 101. 170 B ock 1
79.177.107. 217 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
176.13.23.232 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
149. 88. 230. 253 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SS. Sessions: sigal gs DS Attack None 1
37.142. 68. 59 I srael 147.237.76.31 |nakchal .idf.il Dstributed PHP Attenpt B ock 1
131. 162. 130. 180|Canada 147.237.76.30 |hi nush.idf.il Unaut hori zed URL Access to 147. 237. 76. 30/ Bl ock 1
31.168.25.193 |Israel 147.237.72.166 |aka. i df . i | Untraceabl e SSL Sessi ons: Unknown SSL Sessi on None 1
. . Unknown Paraneter ctl00%ct| 004 in
84. 109. 36. 52 I srael 147.237.72. 166 |aka. i df . i | wiw aka. i df i |/ mai v gi yus/ at udal asnacht a. aspx None 1
. . . D stributed Unaut hori zed URL Access on
208.184.112.74 [Wited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
2.54.39. 169 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
185.32.179.99 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
} . . D stributed Unaut hori zed URL Access on
107.178.194. 87 |lWited Sates [147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 22638 he/ dover . aspx. B ock 1
77.126.240.21 |[israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Atack None 1
176. 12. 144. 118 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
. . Unknown Paraneter _ VI EWSTATEENCRYPTED i n
95.86.74.16 | sr ael 147.237.72. 166 aka. i df . i v aka. i df . i |/ mai n/ sachar/ nar ki veysachar . aspx None !
37.26.149.203 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
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