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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

| site

|Signature

|Device Action  [Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3368
182. 54. 236. 248 | srael 147.237.72. 166 aka.idf.il ock_Udp All _Nets dr op 6
192. 3.170. 124 Lhited Sates 147.237. 76. 202 e halag.idf.il |Bock Np Al Net drop 1
115. 230. 124. 164 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-trafl drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site |Sgnature Devi ce Action |Oount |
104. 245. 101. 82 147.237.72.166 |aka.idf.i||Q25: HITP. access to adninistrator/index. php -> Quaranti ne B ock 1
77.126.225.170 |l srael 147.237.72.166 |aka.idf .i||CL000004: HTTP. options nethod (M crosoft) B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66. 249. 66. 78 147.237.72. 166 Lhited Sates aka idf.il ET SCAN NVAP -sA (2) 2
109. 66. 191. 107 147.237. 72. 156 I srael anan. i df .| ET SCAN NVAP -sA (2) 2
43.229.53. 89 147.237.0. 16 Japan ny-kosher - kravi .i df . il ET SCAN Potential SSH Scan 1
37.19. 119. 255 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
213.8.163. 71 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stributed Portscan 1
2.54.177. 125 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
109. 186. 128. 222 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
98. 119. 105. 221 147.237.76. 39 Lhited Sates nobi | e. nei tav. i df.il ET SCAN NVAP -sS w ndow 3072 1
81.101. 2. 222 147.237.77. 216 Uni ted Ki ngdom dover.idf.il portscan: TCQP Distributed Portscan 1
79.182. 109. 105 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
43.229. 53. 89 147.237.0. 17 Japan mny-kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
37.46. 39. 48 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
5.29.98.29 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
2.54.150. 201 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stributed Portscan 1
95. 86. 97. 142 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
80. 246. 136. 79 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
79. 176. 214. 209 147.237. 72. 166 I srael aka idf.il portscan: TCP DO stributed Portscan 1
46.117. 64.6 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘Ste ‘Signature
2.54.177.125 I srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 108
213.57.133.126 |lsrael 147.237.72. 166 |aka.i df . il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 66
213.57.133.126 |israel 147.237.72.166|akaidf.il  |Bad TCP sequence mﬁsg La”sm't wthdifferent | onitor |49
100. 100. 77. 54 147. 237. 72. 166 |aka.i df .i 1 drop First packet isn't SN drop 47
109. 253. 71. 248 |l srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 34
46. 19. 85. 60 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 33
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrule drop 30
213.57.136. 177 |lsrael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 27
100. 100. 105. 146 147.237.72. 156 lanan.idf.il  |drop First packet isn't SN drop 27
100. 100. 34. 212 147.237. 72. 156 |anan. i df . il dr op Frst packet isn't SN drop 26
213.57.136. 177 |Israel 147.237.72. 166 |aka.idf.il  [Bad TCP sequence mﬁsg ;ansm wthdifferent | onitor |25
100. 100. 10. 209 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 25
100. 100. 45. 233 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 24
100. 100. 77. 33 147.237. 72. 156 |aman.i df .i | drop First packet isn't SYN drop 24
100. 100. 62. 61 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 23
66.249.81.175 |lhited Sates [147.237.77.233|atal.idf.il [SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 21
109. 253. 71. 248 |I srael 147. 237.77. 216 |dover.if .i1  |Bad TCP sequence mﬁsg La”sm't wthdifferent | onitor |20
212.235.98. 139 |[Israel 147.237.72. 166 |aka.idf.il dr op Frst packet isn't SN drop 18
100. 100. 15.0 147.237. 72. 156 |aman.i df .i | drop First packet isn't SYN drop 18
100. 100. 15.0 147.237.72. 166 |aka. i df.i | drop First packet isn't SN drop 18
2.54.177.125 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nval i d ACK nunber alert 17
2.54.177.125 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 17
46. 19. 85. 62 I srael 147.237.76.42 |refuah.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 17
2.54.177. 125 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid sequence nunber noni t or 17
79.178.119.35 |[Israel 147.237.72. 166 |akaicr. 11 | AMNng Engine: TP Invalid nval i d segnent retransmssi on. drop 15
Ret r ansni ssi on Packet dr opped.
66.240.75.94  |Uited Sates |147.237.76.86 |navy.idr.il || camng Engine: TP Invalid I nval id segnent retransmssi on. drop 14
Ret r ansni ssi on Packet dropped.
149. 88. 104. 116 |l srael 147.237.0.34 |tikshuv.idf.il |SYN At t ack SYN -> SYN-ACK -> RST rej ect 13
79.181.137. 120 |Israel 147, 237. 76. 200 |ei tan. aka i o | | S N9 Engi ne: TP Invalid Invalid segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dropped.
84.109.88.243 |[lIsrael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber noni t or 12
66.249.66.39  |lnited Sates |147.237.77.234|halag.idf.il Streaning Engi ne: TCP Invalid Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dropped.
100. 100. 76. 150 147. 237. 72. 166 |aka.i df .il drop First packet isn't SN drop 12
147. 236. 34. 201 |l srael 147.237.77.74 [lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 11
100. 100. 97. 114 147. 237. 72. 166 |aka.i of .i drop First packet isn't SN drop 11
2.54.177.125 I srael 147.237.77. 216 |dover.idf.il |SYN Attack rej ect 10
84.228.212. 137 |Israel 147.237.72. 166 |akaicr. i1 | AMNng Engine: TP Invalid nval i d segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dr opped.
77.127.52.242 | srael 147.237.72. 166 |aka. i df .i | Strean ng Engl ne: TP Invalid Invalid segent retransmssion. drop 9
Ret r ansni ssi on Packet dropped.
188. 120. 148. 249]I srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Inval i d ACK nunber noni t or 8
109. 67. 176.45 |l srael 147. 237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 8
31.210. 186. 148 |Israel 147.237.72. 166 |aka.i of .i Bad TCP sequence I'nval i d ACK nunber noni t or 8
5.102. 254. 49 I srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Inval i d ACK nunber noni t or 8
31.210. 186. 148 |lIsrael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 7
100. 100. 119. 189 147.237. 72. 166 |aka.i df .i | drop First packet isn't SN drop 7
46. 19. 85. 62 I srael 147.237.76.42 |refuah.idf.il |[Bad TCP sequence I'nval i d ACK nunber noni t or 7
212.179.21.194 |[Israel 147.237.8.45 |e.eitan.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 7
37.26.149.157 |Israel 147.237.72. 156 [amn.idf.il  |Bad TCP sequence noni t or 6
84.95.198.7 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber alert 6
217.132.4.120 |israel 147.237.72. 166 |akaicr. i1 | SAMNg Engine: TP Invalid nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
77.127.193.41 |israel 147237, 72. 166 |aka i 11 | ! €M NG Bngine: TCP Invalid nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
85. 65. 26. 59 | srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber alert
84.95.198.7 I srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
146. 185. 234. 48 :Zg::t”i on 147.237.76.42 |refuah.idf.il Mil ti pl e Unaut hori zed LRL Access from 146. 185. 234. 48 B ock 8
149.88.179.43 | srael 147.237.77. 243 |nobi | e. i df . i | ﬁbﬁ? %Tﬁ’fs\;cﬂaﬁicﬂ;nggazfﬁsjmrd n B ock 7
46.116.99. 214 |Israel 147. 237. 72. 166 |aka. i df . i | V':\jwfvt;ii(:‘i‘tdffji wault /hroéaié?g n/LR‘ Access on B ock 4
207.241.226.41 [Lnited Sates 147.237.76.31 |nakchal .idf.il Mil ti pl e Unaut hori zed LRL Access from 207. 241. 226. 41 B ock 4
79.179.127.21 |israel 147. 237. 72. 166 |aka. i df . i | g’“g'. tlig'el;az“;ho” zed Method for Known LRL from B ock 4
176.13.10.91 I srael 147.237.77.216|dover . i df . i Mil tipl e Unhaut hori zed URL Access from 176.13. 10. 91 B ock
87.195.106.39  |Net herl ands 147.237.77.216|dover.i df .il Distributed PHP Attenpt B ock

85.250. 122. 168 |l srael 147.237.0. 17 ][ninly_ kosher-kravi . id Miltiple Il1egal Parangter Encodi ng from 85.250. 122. 168 None 3
87.106. 179. 206 |Ger many 147.237.76.200(ei tan. aka. i df . il Distributed PHP Attenpt B ock 3
198.57.209. 102 |lhited Sates  |147.237.77.216|dover.idf.i | Distributed PH> A tenpt B ock 3
31.193. 8. 36 Uni ted Ki ngdom|147.237.77.216|dover.idf.il Ostributed PHP Attenpt B ock 3
71. 46. 208. 29 Lhited Sates 147.237.77.216|dover.idf .il Distributed PHP Attenpt B ock 3
58.96.57. 98 Australia 147.237.77.216|dover . i df . i Dstributed PH> A tenpt B ock 3
74.220.215. 245 |lhited Sates 147.237.77.216|dover. i df . il Dstributed PHP Attenpt B ock 3
83.170.118.9 Uni ted Kingdom|147.237.77.216|dover.idf.il Distributed PHP Attenpt B ock 3
213.57.173.101 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessions: sigal gs oS Attack None 3
31.193. 8. 36 Uni ted Ki ngdom|147.237.77.216|dover.idf.il Ostributed Adnin B ocki ng B ock 2
71. 46. 208. 29 Lhited Sates 147.237.77.216|dover.idf .il Distributed Admin B ocki ng B ock 2
212.179.40.171 [israel 147.237.77.216|dover.idf .il Lhaut hori zed URL Access to wwidf.il/ufi/reaction/ B ock 2
58. 96. 57. 98 Australia 147.237.77.216|dover . i df . i Ostributed Adnin B ocki ng B ock 2
74.220.215.245 [Lited Sates 147.237.77.216|dover.idf .il Distributed Admin B ocki ng B ock 2
83.170.118.9 United Kingdom|147.237.77.216|dover.idf.il Distributed Adnin B ocki ng B ock 2
87.195.106.39  |Net her| ands 147.237.77. 216 |dover.i df.i |l Lhaut hori zed URL Access to waw i df.il/index. php Bl ock 2
79.176.65.145 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DS Attack None 2
71. 46. 208. 29 Lhited Sates 147.237.77. 216 |dover.i df . il Mil tipl e Unauthorized URL Access from 71.46. 208. 29 B ock 2
87.106. 179. 206 |Ger many 147.237.76.200|ei tan. aka. i df.il Lhaut hori zed URL Access to v ei tan. aka.idf.il/index. php Bl ock 2
198.57.209. 102 |Uited Sates 147.237.77.216|dover.idf .l Uhaut hori zed URL Access to waw i df.il/index. php B ock 2
31.193.8.36 United Ki ngdom|147.237.77.216|dover.idf.il Uhaut hori zed LRL Access to ww i df.il/index. php B ock 2
176.12. 139. 183 [israel 147.237.0.17 ][nlnly kosher-kravi.id |, pied Illegal Paraneter Encoding None 2
58. 96. 57. 98 Australia 147.237.77.216|dover.idf .il Uhaut hori zed URL Access to waw i df.il/index. php B ock 2
87.195.106.39 |Netherl ands 147.237.77. 216 |dover.i df.i D stributed Admin B ocking Bl ock 2
74.220.215.245 |[Lhited Sates  |147.237.77.216|dover.idf . il Lhaut hori zed LRL Access to waww i df.il/index. php B ock 2
83.170.118.9 Uni ted Kingdom|147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/index. php B ock 2
87.106. 179. 206 |Ger many 147.237.76.200|ei tan. aka. i df . i | Distributed Admn B ocking B ock 2
198.57.209.102 |lhited Sates  |147.237.77.216|dover.idf.i | Distributed Adnin B ocking B ock 2
79.176. 214. 209 I srael 147.237. 72. 166 |aka. i df . i | g";'_ tli%_eﬂlf_a;ggo” zed Method for Known UR. from Bl ock 2
66.249.66.75  |Israel 147.237.77. 176 |nat pash. i df . i | m“;:;;'.zi?ﬁﬁuggfjﬁsmt; i on/ nevs pages! i kel . aspx Bl ock 1
105. 98. 247. 157 |Ageria 147.237.77.74 [lawidf.il Distributed PHP Attenpt B ock 1
208.184.112.75 [United Sates  [147.237.77.216 |dover . i df . i | D stri bt oc 1?;;}:;2;;?%%&?2?&” Bl ock 1
80. 246. 137. 197 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DoS Attack None 1
178. 255. 215. 87 |France 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessions: si gal gs oS Attack None 1
2.52.168. 245 I srael 147.237.72. 156 |anan. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
79.179.127.21 |Israel 147.237.72.166|aka. i df . i | Uhaut hori zed URL Access to v aka. i df .il/mai n/ sachar/d B ock 1
176.12.150. 67 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: si gal gs oS Attack None 1
62.90.147.211 |[Israel 147.237.72. 166 [aka. i df . i | SSL Uhtraceabl e Connection - Cpen Mde None 1
202.112.51.96 [China 147.237.76.200(ei tan. aka. i df . il Unaut hori zed URL Access to waw wooyun. or g/ B ock 1
185. 35. 62. 11 Shit zerl and 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ B ock 1
77.126.96.93  |israel 147. 237. 72. 166 |aka. i df . i | E;J;L;Lf;‘.jiw;“:g}ﬁagi sfcﬁﬁsls on B ock 1
141.212.122. 128|United Sates 147.237.77.216|dover.i df .l Mal formed URL proxyt est . znap. i 0: 80 B ock 1
46. 19. 86. 91 I srael 147.237.72. 166 |aka. i df . i | mn;kv:i Z?rﬁjeéjngiﬁaﬁgmm in None 1
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