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11-30-2015-18:04:05 to 11-30-2015-19:04:05

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |signature |Device Action |Count |
88. 150. 253. 86 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il TAP Scan (vertical) drop 7996
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 3613
88. 150. 253. 86 Uni ted Ki ngdom 147.237.76. 177 ncore.idf.il JLMPurple Gon Limt Tcp dr op 35
88. 150. 253. 86 Uni ted Ki ngdom 147.237.76.176 test.ncore.idf.il JLM Purple Gon Linit_Tcp drop 31
88. 150. 253. 86 Uni t ed Ki ngdom 147.237.76. 198 e.yohal an.idf.il JLMPurple Gon Linmt_Tcp drop 28
88. 150. 253. 86 United Ki ngdom 147. 237. 76. 196 e.sviva.idf.il JLMPurple Gon Limt_Tcp drop 28
88. 150. 253. 86 Uni ted Ki ngdom 147.237. 76. 200 eitan. aka. idf.il JLMPurple Gon Limt_Tcp drop 28
88. 150. 253. 86 Uni ted Ki ngdom 147. 237. 76. 202 e halag.idf.il JLMPurple Gon Limt_Tcp drop 23
88. 150. 253. 86 Uni ted Ki ngdom 147.237.76. 201 e atal.idf.il JLMPurple Gon Limt Tcp dr op 17
88. 150. 253. 86 Uni ted Ki ngdom 147.237.76. 199 e.nakchal .idf.il JLM Purple Gon Linit_Tcp drop 16
88. 150. 253. 86 Uni t ed Ki ngdom 147. 237. 76. 197 e hinush.idf.il JLMPurple Gon Linmt_Tcp drop 15
212.199.112. 144 | srael 147.237.72. 167 ishurimaka.idf.il Anonal y- TLS-renegot i ati on-A i dest - reset 7
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
115. 236. 20. 36 Chi na 147.237.76. 39 nobi le.neitav.idf.il |B ock Wp Al _Nets Con Limt drop 5
37.26.148. 175 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 3
115. 236. 20. 36 Chi na 147.237.76. 39 nobi | e.nei tav.idf.il |bl ock-sp-trafl drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry | Target Address |Site Sgnature ‘Devi ce Action |Count |
84.228. 42. 101 I srael 147.237.0. 34 tikshuv.idf.il C1000004: HTTP. options nethod (M crosoft) B ock 5
115. 236. 20. 36 Chi na 147. 237.76. 39 nobi le.neitav.idf.il |ClL000107: DDOS- Spoof ed HTTP Packets B ock 2

123.126.113.80 |China 147.237.72.166 |aka.idf.il C103: HTTP. User Agent Sogou+web+spi der B ock 2
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
88. 150. 253. 86 147. 237.76. 176 Uhi ted Ki ngdom test.ncore.idf.il ET SCAN Potential VNC Scan 5800- 5820 3
195. 34. 150. 18 147. 237. 77. 216 Austria dover.idf.il Tehila - Perl LWP wth fake user agent 3
88. 150. 253. 86 147.237.76. 176 Uhi ted Ki ngdom test.ncore.idf.il ET SCAN Potential VNC Scan 5900- 5920 2
88. 150. 253. 86 147. 237. 76. 202 Uhi ted Ki ngdom e halag.idf.il ET SCAN Potential VNC Scan 5800- 5820 2
88. 150. 253. 86 147. 237. 76. 201 United Ki ngdom eatal.idf.il ET SCAN Potential VNC Scan 5800- 5820 2
88. 150. 253. 86 147. 237. 76. 201 Uhi ted Ki ngdom e atal.idf.il ET SCAN Potential VNC Scan 5900- 5920 2
88. 150. 253. 86 147. 237. 76. 200 Uhi ted Ki ngdom eitan. aka.idf.il ET SCAN Potential VNC Scan 5900- 5920 2
149. 78. 240. 55 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
85. 250. 212. 239 147.237.72. 166 I srael akaidf.il portscan: TCP D stributed Portscan 1
109. 64. 97. 90 147.237.77. 216 | srael dover.idf.il portscan: TCP DO stri buted Portscan 1
46.148.18.122 147.237.77.233 Li t huani a atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
46. 19. 86. 35 147.237.72. 166 I srael akaidf.il portscan: TCP D stributed Portscan 1
88. 150. 253. 86 147. 237. 76. 199 Uhi ted Ki ngdom e.nakchal .idf.il ET SCAN Potential VWNC Scan 5800- 5820 1
88. 150. 253. 86 147. 237. 76. 197 United Ki ngdom e. hinush.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
88. 150. 253. 86 147.237.76. 196 Uhi ted Ki ngdom esvivaidf.il ET SCAN Potential VNC Scan 5800- 5820 1
88. 150. 253. 86 147. 237.76. 177 Uhi ted Ki ngdom ncore.idf.il ET SCAN Potential VWNC Scan 5800- 5820 1
167. 114. 156. 16 147.237.77. 216 Canada dover.idf.il portscan: TCP D stributed Portscan 1
149. 78. 213. 62 147.237.72. 166 I srael akaidf.il portscan: TCP D stributed Portscan 1
85. 65. 173. 48 147.237.77. 216 | srael dover.idf.il portscan: TCP D stributed Portscan 1
88. 150. 253. 86 147. 237. 76. 202 United Ki ngdom e halag.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
46.148. 18. 122 147.237.77. 212 Li t huani a e. dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
88. 150. 253. 86 147. 237. 76. 198 Uhi ted Ki ngdom e yohal an.idf.il ET SCAN Potential VWNC Scan 5800- 5820 1
88. 150. 253. 86 147. 237. 76. 197 United Ki ngdom e. hinush.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
88. 150. 253. 86 147. 237. 76. 177 Uhi ted Ki ngdom ncore.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
37.26.148.152 | srael 147.237.76. 200 [ei tan akaior i1 |2 €M NG Engine: TP Invalid invalid segnent retransmission. |, 462
Ret r ansni ssi on Packet dr opped.
212.235.98. 139 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 118
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 34
100. 100. 39. 184 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 25
100. 100. 110. 113 147.237.72. 156 |anan.idf . il drop First packet isn't SYN drop 24
100. 100. 77. 33 147.237.72. 156 |anan.idf .il drop First packet isn't SN drop 24
100. 100. 106. 97 147.237.72.166 |aka.idf.il dr op Frst packet isn't SWN drop 23
100. 100. 105. 146 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 22
84.108.36.112 |Israel 147.237.77. 243 |nobile. i f . Streamng Engi ne: TGP Invalid  invalid segnent retransnissi on drop 20
Ret r ansni ssi on Packet dr opped.
100. 100. 36. 246 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 18
62. 0. 200. 202 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 17
149.78.222.51 |lIsrael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber alert 13
149.78.222.51 |lIsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 13
100. 100. 39. 184 147.237.0.34  |tikshuv.idf.il drop First packet isn't SYN drop 12
149.78.154.69 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 11
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 11
213.57.128.197 |[lsrael 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN - > SYN-ACK -> Ti neout rej ect 11
46. 19. 86. 82 I srael 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
77.126.86.2  |Israel 147.237.72. 166 |aka i df .i Streamng Engine: TCP Invalid invalid segment retransnission. |, 9
Ret r ansni ssi on Packet dr opped.
31.154. 92. 57 I srael 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN - > SYN-ACK -> Ti neout rej ect 8
213.57.128.197 |l srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout alert 8
82. 81.53. 13 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 8
46.19. 85. 74 I srael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 7
46.19. 85. 238 I srael 147.237. 72. 156 |anan.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
213.204. 101. 24 |Lebanon 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
146. 199. 66. 59 z‘i;;gom 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
212.179.21.194 [israel 147.237.77. 234 |hal ag. i of . i Bad TCP sequence mdﬁvri;";t Wth different moni tor |7
31.168.93.244 |israel 147.237.72. 166 |aka. i df . i Streaning Engi ne: TCP Invalid imalid segnent retransnissi on. drop 6
Ret r ansni ssi on Packet dropped.
109.64.176.62  |Israel 147.237.72. 166 |aka i df .i Streamng Engine: TCP Invalid invalid segnent retransnission. |, 6
Ret r ansni ssi on Packet dropped.
77.125.95.228 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 6
5.29.155.204  |israel 147. 237. 72. 166 |aka. i f . i Streanmng Bngine: TCP Invalid invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dr opped.
46.19. 85. 91 I 'srael 147. 237. 72. 156 |anan. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 6
82. 145. 216. 220 |Europe 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
100. 100. 54. 207 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 6
93.173.157. 250 |Israel 147.237. 72. 156 |anan.i df .il dr op First packet isn't SYN drop 6
62.219. 233. 197 |Israel 147. 237.72. 166 |aka. i of . i | Streamng Engi ne: TCP Invalid  linvalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dr opped.
212.179.21. 194 |Israel 147, 237. 76. 200 |eitan aka i of 1 || SAM NG Engines TP Invalid invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
46.19. 86. 115 | srael 147.237.72.166 |aka.idf .il dr op Frst packet isn't SN drop
84.108. 167. 132 |l srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Invalid ACK nunber alert
87.68.158.221 |israel 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid  Jinvalid segnent retransmssion drop 6
Ret r ansni ssi on Packet dropped.
109. 186. 173. 104! srael 147.237.72. 166 |aka i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 6
185. 106. 94. 2 147.237.0.15  |kosher-kravi.idf.i|dr op SAMrul e drop
77.127.252. 231 |Israel 147.237.72. 166 |aka i df . Streaning Engi ne: TCP Invalid |invalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dr opped.
109.64.133.80  |Israel 147.237.72. 166 |aka. i df .i Streamng Engine: TCP Invalid invalid segment retransnission. |, 6
Ret r ansni ssi on Packet dr opped.
2.54.12. 18 I'srael 147.237. 72. 167 |i shurimaka i ar. i1 |2 @M NG Engine: TGP Invalid invalid segnent retransmission. |, 6
Ret r ansni ssi on Packet dr opped.
79.181.135.35 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
80. 246. 136. 239 |[Israel 147.237.72.166 |aka.idf .il dr op Frst packet isn't SN drop 5
46.19. 85. 19 I srael 147.237.77. 176 |nat pash. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
46. 19. 86. 230 I srael 147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
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|Top Attackers In V\AF|

A tacker

Devi ce

ount ry Target Address |Site Sgnature Action ‘Count
37.26.148.152 |Israel 147.237.76.200|ei tan. aka. i df . i | Distributed Too Many of the Same Response Code (404) B ock 47
93.173.43.189 [Israel 147.237.72. 166 |aka. i df . i | m;&;‘f;ﬂ wfﬁt/hroé;czt?i NLR Access on Bl ock 8
79.176. 214. 209 I srael 147. 237.72. 166 |aka. i df . i | MLpe e gort zed Nethod for Knom LRL from Bl ock 6
79.179.8.166  |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka.idf.il/sip storage/files/1/ |B ock 5
66.249.66.25 |lIsrael 147.237.77.216|dover. i df . il D stributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 4
177.70.18. 146 |Fazil 147.237.77.216|dover. i df . il Dstributed PHP Attenpt B ock 3
50. 87.52. 71 Lhited Sates 147.237.77. 216 |dover . i df . il Dstributed PHP Attenpt B ock 3
31.15.10. 10 Czech Republic [147.237.77.216|dover.idf.il Distributed PHP Attenpt B ock 3
78.46.7.81 Ger many 147.237.77.216|dover. i df . il Dstributed PHP Attenpt B ock 3
107. 190. 137. 66 [Lhited Sates 147.237.77. 216 |dover . i df . il Dstributed PHP Attenpt B ock 3
78.46.153. 166 |Ger many 147.237.72. 166 [aka. i df . i | PHP Att enpt B ock 3
115. 236.20. 36 |Chi na 147.237.76.39 |nobi | e. nei tav.idf.il 2"1';5'32. 'Z'A.eggl Byte (de Character in Method from Bl ock 3
115. 236. 20. 36 |hi na 147.237.76.39 |nobile.neitav.idf.il |Miltiple NILL Character in Method from 115. 236. 20. 36 B ock 3
109. 64. 198. 120 [l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
95. 211. 105. 66 |Net her| ands 147.237.77. 216 |dover . i df . i | Distributed PP Attenpt Bl ock 3
79. 176. 152. 223 i srael 147.237.77. 216 |dover. i df . i | ma?e;ﬁri ;yg’ge\é_?:e"’;tégcefzrszfeﬂ in B ock 3
54.244.22.103 |lhited Sates 147. 237. 76. 147 |chi nuch. aka. i df . i | Di stributed Suspicious Response Code_Qust om Tenpor ary B ock 3
185.24.76.151 |Israel 147.237.72. 166 |aka. i df . i | \?W;Vt ;'(::tdfc.’i w;ﬂt/hroé;czt?i n/lR Access on Bl ock 3
5.102. 254. 148 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
31.15.10. 10 Czech Republic |[147.237.77.216|dover.idf.il D stributed Adnin B ocking B ock 2
78.46.7.81 Ger many 147.237.77. 216 |dover.idf .l Distributed Admn B ocki ng B ock 2
107. 190. 137. 66 [Lhited Sates 147.237.77.216|dover . i df . il Distributed Adnin B ocking B ock 2
78.46.153. 166 |Ger many 147.237.72. 166 |aka. i df . i | Mil tipl e Lhaut hori zed UR. Access from 78. 46. 153. 166 B ock 2
109. 64. 131. 189 |I srael 147.237.77.234|hal ag. i df . i | Distributed PP Attenpt Bl ock 2
46.19.85.159 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 2
95.211.105. 66 |Net her| ands 147.237.77.216|dover. i df . il Lhaut hori zed URL Access to wa i df.il/index. php B ock 2
177.70.18. 146 |Brazil 147.237.77. 216 |dover.idf .l Ml tipl e Unaut hori zed URL Access from 177.70. 18. 146 B ock 2
95. 108. 158. 171 gzz::tnl on 147.237.77.216|dover.i df . il Uhaut hori zed URL Access to i df.il/navy/htm/tool fs. asp B ock 2
79.179.110.41 I srael 147.237.77.226 V\:A:W chamtz.aka. il mu(t:rrl]:r:aiatzzédaklaﬁ_dfp.ciclelsssi r:_ost orage/ files/9/2479. | pg B ock 2
2.54.128.163 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 2
109. 64. 131. 189 [l srael 147.237.77.234|hal ag. i df . i | Lhaut hori zed URL Access to vwun | ogi stics.atal.idf.il/xmrpc. php |B ock 2
107.178.194. 83 |Uited Sates  |147. 237.77. 216 |dover . i df i | pstrd dkf’t_'ti'fcj 1?;;}:;22;?&%@‘?_212” Bl ock 2
78.46.7.81 Ger many 147.237.77.216|dover. i df . il Mil tiple Unauthorized URL Access from78.46.7.81 B ock 2
95.211. 105. 66 [Net her| ands 147.237.77.216|dover.idf . il Distributed Adnin B ocking B ock 2
212.179.21. 194 [Israel 147. 237.76.200 [ei tan. aka. i df . i | T 28 L Ao 15 eny e tan aspx Bl ock 2
50.87.52. 71 Lhited Sates  [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df .il/index. php B ock 2
85. 65. 205. 130 [l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 2
31.15. 10. 10 Czech Republic |147.237.77.216|dover.idf .il Uhaut hori zed URL Access to waw i df.il/index. php B ock 2
66.249.66.28 [Israel 147.237.77.216|dover.i df . il Mil tipl e Unaut horized URL Access from 66. 249. 66. 28 B ock 2
107. 190. 137. 66 |Uhited Sates 147.237.77. 216 |dover.idf .l Uhaut hori zed URL Access to ww i df.il/index. php B ock 2
66.249.66.61 [Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
176. 12. 145. 195 |I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
77.127.125.26 |l srael 147.237.0.19 |nadi matal .idf.il x;”rtnh;ra'lz_?‘z‘fﬁ‘/ spﬁacreesds/atj(;x/ pdat enalcat Gaunti 1y, asp Bl ock 2
177.70.18. 146 |Razil 147.237.77.216|dover. i df . il D stributed Admn B ocking B ock 2
50. 87.52. 71 Lhited Sates 147.237.77.216|dover . i df . il Distributed Adnin B ocking B ock 2
66.249.66.61 |l srael 147. 237. 72. 166 |aka. i df . i | m”;’k"‘g_ i:"ﬁ'f}:;j rf/art;ga;u': J qener al . aspx None 1
95.211.105. 66 |Net herl ands 147.237.77.216|dover. i df .il Mil tipl e Uhaut hori zed UR. Access from 95.211. 105. 66 B ock 1
212.199. 63. 46 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
37.26.148.213 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Attack None 1
79.181. 116. 254 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs DoS Atack None 1
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