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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

Site

Signature

Device Action |Count |

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3392
81.218. 241. 25 | srael 147.237. 72. 167 i shurimaka.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 93
79.176.21.114 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 6
192.118. 132. 185 | srael 147.237.72. 166 aka.idf.il B ock_Udp Al Nets drop 3
192.118. 132. 185 | srael 147.237.77. 216 dover.idf.il B ock Udp Al Nets drop 3
2.54.166. 217 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
94.102. 49. 210 Net her | ands 147.237. 76. 30 hi nush. i df . i | Bl ock_UWp Al _Nets drop 1
94. 102. 49. 210 Net her | ands 147.237. 76. 42 refuah.idf.il B ock_Udp Al _Nets drop 1
79.182.134.5 | srael 147.237.72. 166 aka.idf.il Invalid TP H ags drop 1
94. 102. 49. 210 Net her | ands 147.237. 76. 196 e.svivaidf.il B ock_Udp Al Nets drop 1
198. 48. 92. 104 Lhited Sates 147.237.76. 148 gacenter.aka.idf.il |B ock Udp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature Devi ce Action |Oount
52.1.90.117 Lhited Sates 147. 237. 72. 156 anan.idf.il 13840: TLS. QpenSSL Heartbeat Packet B ock 1
85. 64. 38. 129 I srael 147.237. 72. 166 aka.idf.il C1000004: HTTP. options nethod (M crosoft) B ock 1
95. 86. 116. 24 I srael 147.237.77.74 lawidf.il C1000004: HTTP:. options nethod (M crosoft) B ock 1
188. 165. 15. 127 France 147.237.0. 34 tikshuv.idf.il |28 HITP. AhrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

|Signature

195. 34. 150. 18 147. 237. 77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 3
185. 24. 76. 151 147.237.72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
84.108. 224. 168 147.237.72. 166 I srael akaidf.il portscan: TCP D stributed Portscan 1
58. 63. 239. 135 147. 237. 77. 243 Chi na nobi | e.idf il ET SCAN Potential SSH Scan 1
58. 63. 239. 135 147.237.77.61 Chi na e.cogat.idf.il ET SCAN Potential SSH Scan 1
5.29. 153. 153 147.237.72. 166 I srael akaidf.il portscan: TCP D stributed Portscan 1
183. 61. 109. 189 147. 237. 76. 200 Chi na eitan aka.idf.il ET SCAN NVAP -sS w ndow 3072 1
59. 45. 79. 117 147.237.77. 243 Chi na nobi | e.i df .il ET SCAN Potential SSH Scan 1
58. 63. 239. 135 147.237.77. 170 Chi na maar achot . i df .i | ET SCAN Potential SSH Scan 1
46.121. 83. 101 147.237.72. 166 I srael aka.idf.il portscan: TCQP D stributed Portscan 1
5.28.145. 128 147.237.77. 216 I srael dover.idf.il portscan: TP D stributed Portscan 1
198. 20. 69. 74 147. 237. 76. 197 Lhited Sates e. hinush.idf.il ET DRP Dshiel d B ock Listed Source 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
212.235.98. 139 |[Israel 147.237.72. 166 |aka.idf. il dr op Frst packet isn't SN drop 55
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
100. 100. 6. 21 147.237.72. 166 |aka.idf. il dr op First packet isn't SYN drop 25
100. 100. 77. 33 147.237. 72. 156 |anan. i df .i drop First packet isn't SN drop 24
100. 100. 78. 144 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 24
213.57.137.195 |Israel 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Tineout |[reject 19
213.57.129. 222 |l srael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout [reject 18
100. 100. 108. 24 147.237.72. 166 |aka. i df .i | drop First packet isn't SN drop 17
213.57.137.195 |israel 147. 237.72. 166 |aka i df . i Bad TCP sequence ﬂﬁtrﬁgj‘gﬂ%‘gth monitor |16
46. 19. 85. 248 | srael 147.237.72. 166 |aka. i df .i | drop First packet isn't SN drop 13
46.19. 86. 172 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber nonitor |13
46. 19. 85. 55 I srael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 13
100. 100. 108. 24 147. 237. 72. 156 |anan. i df .i drop First packet isn't SN drop 12
100. 100. 78. 144 147.237.76.86 |navy.idf.il dr op First packet isn't SYN drop 12
100. 100. 9. 206 147.237.72. 166 |aka.idf il dr op First packet isn't SN drop 12
159, 203. 86. 106 |United Sates |147. 237.76.86 |navy.idf.il Streaning Bngine: TCP Invalid invalid segnent retransmission. |, 12
Ret r ansni ssi on Packet dropped.
46. 19. 85. 55 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber alert 12
100. 100. 103. 221 147.237. 72. 156 |anan. i df .i drop First packet isn't SN drop 12
93.173.4.113  [Israel 147.237.72. 166 |aka. i of . i Bad TCP sequence md:;tvr:é:”lt wehdifferent —fonitor |11
85.250.3.125  |Israel 147.237.76. 200 |eitan. aka.i df . i1 Streamng Engi ne: TCP | nvalid invalid segnent retransnissi on, drop 10
Ret r ansni ssi on Packet dropped.
109. 67. 139. 243 |Israel 147.237.72. 166 |aka. i of . i | Streamng Engi ne: TCP Inval id finvalid segnent retramsmission. | 9
Ret ransni ssi on Packet dropped.
79.183. 114. 126 |Israel 147. 237. 72. 166 |aka. i df .| Streaning Engi ne: TCP Invalid |invalid segnent retransnissi on, drop 9
Ret r ansni ssi on Packet dropped.
46. 19. 85. 248 | srael 147.237.72. 166 |aka. i df il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 9
80.179.40.30  [Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence SN retransmi with dfferent  oonitor |8
213.57.131.24 |Israel 147. 237. 72. 166 |aka.i df .i | SYN At tack SYN -> SYN-ACK -> Tineout |[reject
62.219.151. 179 |Israel 147.237.72. 166 |aka.idf. il dr op First packet isn't SYN drop
213.57.131.24  |israel 147.237.72. 166 |aka i df . i Bad TCP sequence ;ﬂﬁ*ﬁtrj\;;ggz?&?th monitor (8
80. 179. 40. 30 | srael 147.237.76.42 |refuah.idf.il drop First packet isn't SN drop 8
212.179.21.194 |Israel 147.237.8.45 |e.eitan.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
79. 180. 224. 42 | srael 147.237.72. 166 |aka.idf. il Bad TCP sequence Invalid ACK nunber noni t or 7
46. 19. 85. 167 I srael 147.237.72. 167 |i shurimaka. i df .i | Bad TCP sequence Inval i d ACK nunber mnitor |7
37.58. 75. 46 Netherlands  |147.237.77.226 ‘_";"I”“Cham’tz' aka. 1df 4 op SAMrule drop 6
2.54.171. 231 I srael 147.237. 77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 6
100. 100. 0. 64 147.237.72. 166 |aka.idf.il dr op First packet isn't SYN drop 6
2.52.167.226 I srael 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
37.58. 75. 46 Net her | ands 147.237.77. 170 |naar achot . i df . i | dr op SAMrul e drop 6
89.138.76.247 |lsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber nonitor |6
188. 120. 148. 182|I srael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 6
77.125.88.133 | srael 147. 237.72. 166 |aka i df . i Streaning Bngine: TCP Invalid invalid segnent retransmission. |, 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 158 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d AGK nunber nonitor |6
65. 49. 14. 72 g”onym’us 147. 237.72.166 |aka.i f i drop drop 6
OXy
37.58. 75. 46 Net her | ands 147.237.77. 176 |nat pash. i df . i | dr op SAMrul e drop 6
185.3.144.120 | srael 147. 237. 72. 166 |aka. i df .| Streaning Engi ne: TCP Invalid |invalid segnent retransnissi on, drop 6
Ret r ansni ssi on Packet dropped.
213.8.44. 245 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber monitor |6
85.64.173.190 |Israel 147.237.77. 234 |hal ag. i df .1 Bad TCP sequence mdgirsaé‘;"lt With different monitor |6
199. 203. 240. 133|l srael 147.237.72. 166 |aka.idf.il dr op Frst packet isn't SN drop 6
109. 160. 191. 45 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber nonitor |6
37.58. 75. 46 Net her | ands 147.237.77. 205 |prisha.idf.il dr op SAMrul e drop 6
213. 8. 44. 245 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nvalid sequence nunber noni t or 6
46. 19. 85. 158 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber alert 6
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|Top Attackers In V\AF|

A tacker

Devi ce

ount ry ‘Target Address |Site Sgnature Action ‘Count
2.54.3.109 | srael 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code B ock 117
212.179. 21. 194 (I srael 147.237.76.200|ei tan. aka. i df.i| |Mitiple Wauthorized URL Access from 212.179. 21. 194 B ock 53
85.250.3.125 [Israel 147.237.76.200(ei tan. aka. i df .i| |Dstributed Too Many of the Sane Response Code (404) B ock 50
2.54.3.109 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 42
176. 12. 144. 165 [l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 29
2.54.6.147 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 13
185.24.76. 151 |Israel 147.237.72. 166 |aka. i df . i | D stributed Whaut hori zed URL Access on waw aka. i df.il/ufi/reaction/ B ock 12
176.13.7.157 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 11
46.19.85.239 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 7
46.19.85.6 | srael 147.237.72.167|i shuri maka. i df . i|[D stributed Too Many of the Sane Response Code (404) B ock 6
81.218.241.25 |lsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to v aka. i df . i |/ $$$&282$%% Bl ock 6
213. 57. 241. 169 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method CPTIONS for waw aka. i df.il/ B ock 5
87.69.247.172 |Israel 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to waw aka. i df .il/mani/sachar B ock 4
79.183. 119. 245 [l srael 147.237.72. 166 [aka. i df . i | D stributed Lhaut hori zed URL Access on waw aka. i df.il/ufi/reaction/ B ock 4
66.249.66.25 |lIsrael 147.237.77.216|dover . i df . i | D stributed Unhaut hori zed LRL Access on waw i df.il/error. htm B ock 4
176.13.1.59 | srael 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code B ock 4
176.12.141. 43 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
79.183.21.24 |lIsrael 147.237.72. 166 |aka. i df . i | Distributed Lhaut hori zed URL Access on wn aka. i df.il/ufi/reaction/ B ock 3
31.44.134.156 |lsrael 147.237.77.216|dover.idf .i | Lhaut hori zed URL Access to wanidf.il/error.htm Bl ock 3
185.32.179.30 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
50.87.203.247 |lnited Sates |[147.237.77.216|dover.idf.il Distributed PHP Attenpt B ock 3
37.26.147.252 |Israel 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code B ock 3
46.19. 85. 74 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
31.47.254.18  |Ger many 147.237.77. 216 |dover.i df . il Distributed PHP Attenpt B ock 3
79.177.192.52 |Israel 147.237.72. 166 |aka. i df . i | D stributed Whaut hori zed URL Access on ww aka. i df.il/ufi/reaction/ B ock 3
104.197.3.164 [lnited Sates [147.237.77.216|dover.idf.il Dstributed PHP Attenpt B ock 3
95. 85. 19. 27 Net her | ands 147.237.77. 216 |dover.i df . il Distributed PHP Attenpt B ock 3
212.199. 224. 24 |l srael 147.237.76.42 |refuah.idf.il Mil tipl e Unaut hori zed URL Access from 212.199. 224, 24 Bl ock 3
104.155. 4,193 [lhited Sates [147.237.77.216|dover.idf.il Dstributed PHP Attenpt B ock 3
198. 143.135. 82 |Lhited Sates [147.237.77.216|dover.idf.il Distributed PHP Attenpt B ock 3
213.57. 241. 169 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to wa aka.idf.il/sip_storage/files/8/ B ock 3
192. 163. 209. 98 [Lhited Sates [147.237.72.166|aka.idf .il Dstributed PHP Attenpt B ock 3
198. 46.81. 3 Uited Sates [147.237.77.216|dover.idf.il Distributed PHP Attenpt B ock 3
31.47.254.18 |Ger many 147.237.77. 216 |dover. i df .i | Unaut hori zed URL Access to waw i df.il/index. php B ock 2
50. 87.203. 247 |hited Sates [147.237.77.216|dover.idf.il Distributed Adnin B ocking B ock 2
104.197.3.164 |Uhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/index. php B ock 2
95. 85. 19. 27 Net her | ands 147.237.77.216|dover. i df .i | Unhaut hori zed URL Access to waw i df.il/index. php Bl ock 2
207.46.13.91 |whited Sates [147.237.72.166|aka.idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 2
149. 78. 155. 132 |l srael 147.237.72. 166 |aka. i df . i | m;:(:_“itjﬁ ﬁ'}a#;h%zyii/ﬁtﬁﬁit el A B ock 2
104.155. 4. 193 |[Whited Sates |[147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/index. php Bl ock 2
208.184.112. 74 |United Sates  |147.237.77. 216 |dover. i df .i | D stri uted ;f;;_t;g;gfﬂeﬁﬁc_?sspzn Bl ock 2
198.143.135.82 [Whited Sates [147.237.77.216|dover.idf .il Unaut hori zed URL Access to www i df.il/index. php Bl ock
31.47.254.18  |Ger many 147.237.77. 216 |dover . i df . i | Distributed Adnin B ocking B ock
107. 178.194. 79 |Wnited Sates  [147. 237. 77. 216 |dover . i df . | D stri Buted f{';;t;gzgieﬂeﬁvﬁcispf” Bl ock 2
2.54.3.109 I srael 147.237.0.19 |nadi matal .idf.il|Untraceabl e SSL Sessions: Qpen Mde None 2
207.46.13.91 |Wited Sates |147.237.76. 147 |chi nuch. aka. i df . i|Unaut hori zed LRL Access to ww chi nuch. aka. i df.il/404. ht m B ock 2
198. 46. 81. 3 Lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed LRL Access to ww i df.il/index. php B ock 2
85.250.3.125 [Israel 147.237.76.200(ei tan. aka. i df.i| |Miltiple Unauthorized UR. Access from 85.250. 3. 125 Bl ock 2
8.37.70.123  |lnited Sates |147.237.77.216|dover.idf.il wﬁt‘ Zcf’r_'izleldm:;‘ii gchfzi‘zgtzgl i r hgbuwcut shzsppdgypr whwieBdoow Bl ock 2
104.197.3.164 |Whited Sates |147.237.77.216|dover.idf.il Distributed Admn B ocking B ock 2
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