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|Top Attackers | n DDoS- Def ence |

Attacker Address

Site

Device Action

Count

|Attacker Country

|Target Address

Signature

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3581
31.168. 240. 21 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets dr op 9
31.168. 240. 21 | srael 147.237.72. 156 anan.idf.il Bl ock Udp All Nets drop 6
80. 246. 136. 44 | srael 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 6
81. 218. 56. 125 | srael 147.237.77. 226 wWan chamat z. aka. i df . i | Bl ock Udp All Nets drop 1
198. 20. 69. 98 Lhited Sates 147.237.76. 197 e hinush.idf.il Bl ock_Udp Al _Nets drop 1
93.174.93. 151 Net her | ands 147.237.76. 197 e. hinush.idf.il Bl ock_Ulp Al _Nets drop 1
216.119.7.56 Lhited Sates 147.237.76. 86 navy.idf.il Bl ock_Udp All _Nets dr op 1
93.174.93. 151 Net her | ands 147.237.76. 201 e atal.idf.il Bl ock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry |Target Address |Site |Sgna1 ure Devi ce Action |Oount |
79.182.118.245 |Israel 147.237.76. 31 nakchal .idf.il [C1000004: HTTP. options method (M crosoft) B ock 6
192.118.12.102 |l srael 147.237.76. 31 nakchal . i df.il [C1000004: HTTP. options nethod (M crosoft) B ock 1
52.1.90. 117 Lhited Sates 147.237.72.156 |anan.idf.il 13840: TLS (penSSL Heartbeat Packet B ock 1
195. 154. 194. 47 |France 147.237.77.216 |dover.idf.il |9221: HTTP. PUT Method Execution over HTTP/ VbDAV B ock 1
85. 89. 73. 242 Sweden 147.237.77.216 |dover.idf.il C1000004: HTTP. options nethod (M crosoft) B ock 1
85.132.77.12 Azer bai j an 147.237.77.216 |dover.idf.il C1000004: HTTP. options nethod (M crosoft) B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Gountry Signature

195. 34. 150. 18 147.237.77.216 Austria dover.idf.il Tehila - Perl LW with fake user agent 2
149. 202. 186. 50 147.237.8. 46 Ger many e.chinuch.idf.il ET SCAN NVAP -sS w ndow 1024 1
125. 65. 165. 215 147.237.0. 17 Chi na mny- kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
77.127.23. 70 147.237.77.216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
31.154. 163. 215 147.237.72. 166 I srael aka.idf.il portscan: TCQP D stributed Portscan 1
31.6.71. 154 147.237.0.35 Pol and akaws. i df il ET SCAN NVAP -sS w ndow 1024 1
149. 202. 186. 50 147.237.8. 45 Ger many eeitanidf.il ET SCAN NVAP -sS wi ndow 1024 1
79.183. 202. 136 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
77.125.137. 4 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
31.6.71. 154 147.237.77. 226 Pol and wan charat z. aka. i df . i | ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address Atacker

Target Address

dte

Signature

Country

Sreaning BEngine: TQP Invalid i i SSi
132.66.146.96 |l srael 147, 237.76. 200 |ei tan. aka. i df . 9 =g Inval i d segnent retransmssi on. drop 576
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
37.153.253.106 |Netherlands  |147.237.77.216|dover.idf.il g =g nval i d segnent retransmssi on. drop 234
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TCP Invalid i i SSi
66.249.69.26  |Uhited Sates |147.237.77.216 |dover.idf.il 9 =g Inval i d segnent retransmssi on. drop 126
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
46.19.86.237  |Israel 147.237.72. 166 |aka. i df . g =g nval i d segnent retransmssi on. drop 45
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TCP Invalid i i SSi
176.13.15.34 [ srael 147. 237. 77. 243 |nobi l e.i df . i1 9 =g Inval i d segnent retransmssi on. drop 40
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
109.253.43.19  |israel 147. 237, 77. 243 |nobi 1 e. i of . i g =g nval i d segnent retransmssi on. drop 33
Ret ransmi ssi on Packet dr opped.
41.33.231.90 Egypt 147.237. 77. 216 |dover.idf .i | drop SAMrule drop 28
130.245.145.19 |Wited Sates [147.237.77.216|dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 25
100. 100. 65. 116 147.237.72. 166 |aka.idf . il dr op First packet isn't SYN drop 24
46.19. 85. 51 I srael 147.237.72. 167 |ishurimaka.idf .i|Bad TCP sequence Invalid AGK nunber noni t or 23
100. 100. 92. 229 147.237.72. 166 |aka. i df .i| drop Frst packet isn't SN drop 23
213.57.134. 144 |l srael 147. 237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 23
46. 19. 86. 97 | srael 147.237.72. 166 |aka.i df .i | drop First packet isn't SN drop 21
Sreamng Engine: TCP Invalid i i ssi
82.80.42.181  |Israel 147. 237. 77. 216 |dover i df .i g =g nval i d segnent retransmssi on. drop 18
Ret r ansmi ssi on Packet dr opped.
192. 114. 105. 254 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 18
Sreamng Engine: TCP Invalid ' i ssi
134.191.232. 71 |Israel 147. 237. 77. 216 |dover. i of .| 9 =g Inval i d segnent retransmssi on. drop 18
Ret r ansni ssi on Packet dr opped.
95. 35. 208. 73 I srael 147.237. 77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 17
2.52.38.36 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 17
37.46. 39. 153 I srael 147.237.72. 166 [aka.i df .i Bad TCP sequence Invalid AGK nunber noni t or 17
2.54.131.3 I srael 147. 237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 15
46. 19. 85. 133 I srael 147.237.72. 167 |ishurimaka. i df .i[Bad TCP sequence Inval i d ACK nunber noni t or 15
185. 3. 146. 250 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid AGK nunber noni t or 13
84.94.18.79 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber alert 13
84.94.18.79 I srael 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid ACGK nunber noni t or 13
46. 19. 86. 213 I srael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence Invalid AGK nunber noni t or 13
100. 100. 76. 186 147.237.72. 166 |aka.idf . il dr op First packet isn't SYN drop 13
Sreaning BEngine: TCP Invalid i i SSi
46.19.86.203  [Israel 147.237.77. 243 |nobi l e. i f . | 9 =g nval i d segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dr opped.
100. 100. 26. 210 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 12
100. 100. 90. 234 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
Sreamng Engine: TCP Invalid ' i ssi
176.12. 147. 245 |Israel 147. 237.77. 243 |mobi l e. i o i 9 =g Inval i d segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dr opped.
100. 100. 76. 150 147.237.72. 166 |aka.idf . il dr op First packet isn't SYN drop 12
Sreaning BEngine: TCP Invalid i i SSi
87.68.62.219 [Israel 147.237.77. 243 |nobi l e. i f . | 9 =g nval i d segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dr opped.
100. 100. 52. 14 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
2.52.36.143 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 12
37.142.227.198 |Israel 147.237.72. 166 |aka.i of .i | Bad TCP sequence Invalid AGK nunber noni t or 11
46. 19. 85. 66 I srael 147.237.72. 167 |ishurimaka. i df .i|[Bad TCP sequence Inval i d ACK nunber noni t or 11
192.116. 134. 74 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
. . SWretransmit wth different .
132. 64.184. 175 |Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence vi ndow scal e noni t or 10
66.249.81.206 |Lhited Sates [147.237.72.166|aka.idf.il dr op First packet isn't SYN drop 10
2.54.4.82 I srael 147.237.72. 156 |anan. i df .i| SYN Att ack SYN -> SYN-ACK -> RST rej ect 10
2.52.38.36 I srael 147.237.72. 166 [aka.i df .i Bad TCP sequence Invalid AGK nunber noni t or 10
87.69. 28. 111 I 'srael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 10
2.52.38.36 I srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid sequence nunber noni t or 10
212.199. 244. 112|l srael 147.237.72. 166 |aka.idf il drop SAMrule drop 10
Sreaning Engine: TGP Invalid i i sSi
79.179.39.135 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segent retransmssion. drop 9
Ret ransm ssi on Packet dropped.
2.52.38.36 I srael 147.237.72. 166 |aka.i of .i | Bad TCP sequence Invalid AGK nunber alert 9
Sreanming Engine: TCP Invalid i i Ssi
82.80.42.183  |Israel 147. 237. 77. 216 |dover i df .i g =g nval i d segnent retransmssi on. drop 9
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TCP Invalid i i SSi
220. 255. 181. 141|d ngapore 147. 237. 77. 216 |dover. i df . i | 9 =g Inval i d segnent retransmssi on. drop 9
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i Ssi
109. 226. 44. 156 | srael 147. 237. 77. 216 |dover i df .i g =g nval i d segnent retransmssi on. drop 9
Ret ransmi ssi on Packet dr opped.
213.57.131. 237 |lsrael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 8
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
132.66.146.96 |Israel 147.237.76.200|ei tan. aka. i df .i| |Dstributed Too Miny of the Sane Response Code (404) B ock 78
109. 253.43.19  |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 74
80. 246. 130. 205 |[Israel 147.237.76.200(ei tan. aka. i df .i| [Dstributed Too Many of the Sane Response Code (404) Bl ock 65
46. 19. 86. 120 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 64
46. 19. 85. 99 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 12
176. 13. 15. 34 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 10
46. 19. 86. 120 | srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock
109. 253.43.19  |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock

- . D stributed Unaut hori zed Met hod for Known URL on
82.166.219.13 |l srael 147.237.72.166 |aka. i df . i | voww aka. i o . i |/ nai v gj yus/ general . aspx B ock 8
109. 160. 151. 152|I srael 147.237.72. 166 |aka. i df . i | Dstributed Unhaut horized URL Access on vww aka. i df.il/ufi/reaction/ B ock 7
176. 13. 15. 40 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 6
149.78.134.6 I srael 147.237.72. 166 [aka. i df . i | Dstributed Uhaut horized URL Access on v aka. i df.il/ufi/reaction/ Bl ock 6
87.68.18. 90 I srael 147.237.72. 166 |aka. i df . i | Dstributed Unhaut horized URL Access on vww aka. i df.il/ufi/reaction/ B ock 4
149. 78. 35. 68 I srael 147.237.72. 166 [aka. i df . i | Dstributed Unhaut horized URL Access on vww aka. i df .il/ufi/reaction/ Bl ock 4
79.176.9. 161 I srael 147.237.72. 166 [aka. i df . i | Dstributed Uhaut horized URL Access on v aka. i df.il/ufi/reaction/ Bl ock 4
5.102. 215. 26 | srael 147.237.72. 166 |aka. i df . i | Dstributed Unhaut horized URL Access on vww aka. i df.il/ufi/reaction/ B ock 3
46.19. 86. 151 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 3
37.26.149.132 |[Israel 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Gode B ock 3
77. 66. 80. 23 Denmar k 147.237.77.216|dover. i df .i | Dstributed PHP At enpt B ock 3
2.54.21.193 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 3
74. 208. 246. 249 g‘;tt:: 147.237.77. 216 |dover . i df . i | Dstributed PHP Attenpt B ock 3
199. 59. 158. 146 ;“;tteeg 147.237.77.216|dover . i df . i | Dstributed PHP At enpt B ock 3
87. 68. 62. 219 I srael 147.237.77.243|nobi l e. i df . i | O stributed Suspicious Response CGode B ock 3

Unaut hori zed URL Access to

. . wav aka. i df . i |/ mai n/ sachar / &a=u& ed=0ahukew nsl | m | j j ahukwbgkhf zr crm

95.86.89. 106 | srael 147.237.72.166 |aka. i df . i | gf gghnaad&si g2=ylef 3bb7nyzf 5z4kho4vag&usg=af gj cneeywysowacocychnt Bl ock 3
x0gxav9l bkw

198. 154. 225. 251 g;g: 147.237.77. 216 |dover.idf .il Ostributed PHP At tenpt Bl ock 3
82.166.190.11 [Israel 147.237.76.86 |navy.idf.il Ml tipl e Unaut hori zed URL Access from 82.166. 190. 11 Bl ock
213.190. 100. 236/l cel and 147.237.77. 216 |dover . i df . i | O stributed PHP A tenpt B ock
198. 1. 87. 23 g“;:s 147.237.77. 216 |dover.i df . i | D stributed PHP Attenpt B ock 3
37.26.147.157 |[Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock
194. 90. 176. 233 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka.idf.il/sip storage/files/0/ B ock
208. 67. 183. 198 ;“;tteeg 147.237.77.216|dover. i df . i | Dstributed PHP At enpt B ock 3
54.252. 99. 49 Australia  |147.237.77.216|dover.idf.il D stributed PHP Attenpt B ock 3
188. 191. 153. 20 E?';gegom 147. 237.77. 216 |dover . i df . i | Dstributed PP Attenpt Bock |3
79.178.18.220 |Israel 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut hori zed Method for Known URL from 79.178. 18. 220 B ock
37.26.147.179 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
2.54.137.235 I srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code B ock
50.87.119. 203 g"alt:g 147.237.77. 216 |dover. i df .i | Ostributed PHP At enpt Bl ock 3
188. 165. 212. 14 |France 147.237.77.216|dover. i df .i | Dstributed PHP Attenpt B ock 3
108. 179. 251. 85 ;h;:ee: 147.237.77.216|dover . i df . i | Dstributed PHP At enpt B ock 3
213. 190. 100. 236]l cel and 147.237.77.216 |dover. i df . i | Unhaut hori zed URL Access to v i df.il/index. php B ock 2
198.1.87.23 ;“;tteeg 147.237.77.216|dover. i df . i | Unhaut hori zed URL Access to v i df.il/index. php B ock 2
79.178.18.220 |[lsrael 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod HEAD for www aka. i df .il/ mai n/ gi yus/ B ock
212.179.21.194 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/mai n/ sachar/ undefi ned B ock
74. 208. 246. 249 ;h;:ee: 147.237.77.216|dover. i df .i | D stributed Admin B ocking B ock 2
199. 59. 158. 146 g;g: 147.237.77. 216 |dover.idf . il Dstributed Adnin B ocki ng Bl ock 2
79.179. 155. 205 |[lIsrael 147.237.72. 166 [aka. i df . i | Dstributed Unhaut hori zed URL Access on vww aka. i df .il/ufi/reaction/ Bl ock 2
208. 67. 183. 198 g‘;tt:: 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw i df.il/index. php B ock 2
2.54.148. 48 I srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code B ock
81.218.241.25 |Israel 147.237.77. 216 |dover.i df . il Mil tipl e Unaut horized URL Access from 81.218. 241. 25 B ock
198. 154. 225. 251 g;g: 147.237.77. 216 |dover.idf .il Dstributed Adnin B ocki ng Bl ock 2
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