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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  [Site |Signature |Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 3711

79. 180. 203. 10 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 7
2.54.53.139 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
93.174.93. 151 Net her | ands 147.237.76. 177 ncore.idf.il B ock Wp Al Nets drop 1

141. 212. 122. 157 Lhited Sates 147.237.76. 42 refuah.idf.il |Bock Wdp Al Nets drop 1

54.183. 27. 199 Lhited Sates 147.237.76. 177 ncore.idf.il B ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry  [Target Address |Site |Sgnature Devi ce Action |Oount |
46.116. 239. 84 I srael 147.237.72.166 |aka.idf.il |CL000004: HITP. options nethod (M crosoft) B ock 2
46.120. 170. 50 I srael 147.237.77.216 |dover.idf.i| [Cl000004: HTTP. options nethod (M crosoft) B ock 1
151. 80. 31. 128 Italy 147.237.77.233 |atal .idf.il |28 HITP. AhrefBot craw er Bl ock 1
195.154.180. 22  [France 147.237.77.216 |dover.idf.il|9221: HTTP. PUT Method Execution over HTTP/ WbDAV B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

|Signature

14. 142. 33. 102 147.237.0. 16 India ny- kosher-kravi . i df il ET SCAN Potential SSH Scan 2
80. 74. 105. 2 147.237.77. 216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
46. 19. 85. 99 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
14.142. 33. 102 147.237.77. 233 Indi a atal.idf.il ET SCAN Potential SSH Scan 1
14.142. 33. 102 147.237.77. 205 Indi a prisha.idf.il ET SCAN Potential SSH Scan 1
2.52. 40. 36 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
85. 65. 170. 184 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
80. 246. 136. 25 147.237.77. 216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
66. 249. 66. 33 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sA (2) 1
37.26. 146. 156 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
14.142. 33. 102 147.237.77. 226 Indi a v chanat z. aka. i df . i | ET SCAN Potential SSH Scan 1
149. 78. 63. 145 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
82. 80. 176. 124 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
213.57.137.195 |Israel 147.237.72. 166 [aka. i df .i SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 168
213.57.137.195 [Israel 147.237.72. 166 |aka. i of . i Bad TCP sequence SwAcere reansm wehdifferent Joonitor  [118
213.57.137.195 |Israel 147.237.72. 166 [aka. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout alert 42
2.54.163. 197 I sr ael 147.237.72. 166 [aka. i df .i | SYN Attack rej ect 37
212.235.98. 139 |lsrael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 36
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 32
193. 43. 245. 250 |l srael 147. 237. 77. 216 |dover. i of . i1 Streaning Engine: TCP Invalid  invalid segnent retransnission drop 30
Ret r ansni ssi on Packet dropped.
82.102. 169. 113 | srael 147.237.77. 216 |dover. i df . Streaning Engine: TCP Invalid finvalid segnent retransmssi on drop 30
Ret r ansni ssi on Packet dropped.
109. 67.152. 93 |l srael 147.237.76.30 |hi nush.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 30
192. 116. 172. 254/ srael 147. 237.77. 216 |dover i df . | Streaning Engine: TCP Invalid  Jinvalid segnent retransnission drop 27
Ret ransni ssi on Packet dr opped.
100. 100. 90. 140 147.237.72. 166 |aka. i df il drop First packet isn't SN drop 26
134.191. 232. 69 |Israel 147, 237.77. 216 |dover .11 | €AM NG Bngine: TP Invalid —invalid segnent retransmission drop 24
Ret r ansn ssi on Packet dropped.
2.54. 163. 197 I srael 147.237. 72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 22
2.54.163. 197 I srael 147.237.72. 166 |aka.idf .i| Bad TCP sequence Invalid sequence nunber noni t or 22
5.28.154.254  |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid  Jinvalid segnent retransnission drop 18
Ret ransni ssi on Packet dr opped.
100. 100. 19. 140 147.237.76.86 |navy.idf.il dr op First packet isn't SWN drop 17
100. 100. 19. 140 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 16
62.219.112. 162 | srael 147.237.76.42 |refuah.idf.il  |Bad TCP sequence mdgirsi”;"zt wth dfferent moni tor (16
192.114.3.241 |israel 147.237. 72. 167 |i shuri maka. i df .i|dr op SAMrul e drop 16
2.52.166. 79 I st ael 147.237.72. 166 [aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 16
37.26.148.215 |israel 147.237.72. 166 [aka. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 16
2.54.163. 197 I sr ael 147.237.72. 166 [aka. i df .i | Bad TCP sequence I'nvali d ACK nunber alert 15
46. 19. 86. 164 | srael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 14
134.191.232. 71 |Israel 147. 237. 77. 216 |dover. i cf . i | Streamng Engi ne: TCP | nvalid invalid segnent retransnission drop 14
Ret r ansni ssi on Packet dropped.
79.180.203.10 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 13
80.179. 125. 162 |Israel 147.237.76.42 |refuah.idf.il  |Bad TCP sequence mdgirsi”;"zt wth dfferent moni tor (13
103. 43. 246. 250 |Israel 147,237, 77. 216 |dover. i 11 |1 €3M NG Engine: TQP Inval i invalid segrent retransmssion drop 12
Ret r ansn ssi on Packet dropped.
100. 100. 77. 33 147.237. 72. 156 |anan.i df .i | drop First packet isn't SYN drop 12
192.114.3.241 |israel 147.237.72. 166 [aka. i df .i dr op SAMrul e drop 12
100. 100. 39. 184 147.237.0.34 |tikshuv.idf.il drop First packet isn't SN drop 12
100. 100. 82. 99 147.237.72. 167 |i shuri maka.i of . i [dr op First packet isn't SYN drop 12
192. 114. 105. 254|i sr ael 147.237.72. 166 [aka. i df .i dr op First packet isn't SWN drop 12
46.19. 85. 37 I srael 147. 237.72. 166 |aka. i of .11 Streamng Engi ne: TCP Invalid invalid segnent retransnissi on. drop 12
Ret r ansn ssi on Packet dropped.
185.32.179.3  |Israel 147 237 72. 167 | shurimaka i o i | | S N9 Engi ne: TCP Ivalid  imvalid segnent retransnissi on drop 12
Ret r ansni ssi on Packet dropped.
100. 100. 96. 125 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 11
100. 100. 86. 253 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 11
49.149.178.11 |Piilippines  [147.237.77. 216 |dover.idf.il drop First packet isn't SWN drop 11
130. 245. 145.19 |Wnited Sates |147.237. 77. 216 |dover. i df.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 11
2.54.53.139 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
2.54.163. 197 I sr ael 147.237.72. 166 [aka. i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect 10
66.249.73.221 |United Sates |147.237.76.86 |navy.idf.il Streamng Engi ne: TCP Invalid invalid segnent retransnissi on. drop 10
Ret r ansn ssi on Packet dropped.
213.57.130. 162 |Israel 147.237.76.31 |nakchal .idf.il [SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 10
80.179.9. 7 I'srael 147. 237. 77. 216 |dover. i of . i1 Streaning Engine: TCP Invalid  invalid segnent retransnission drop 9
Ret r ansn ssi on Packet dropped.
217.194. 207. 24 |Israel 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 9
176.13.14.45  |Israel 147.237.77. 243 |rbi e .1 [ €M NG Engine: TP Invalid - imvalid segrent retransnissi on drop 8
Ret r ansn ssi on Packet dropped.
66.249.81.212 |Wited Sates |147.237.77. 216 |dover.idf.il Streaning Engine: TCP Invalid  Jinvalid segnent retransnission drop 8
Ret ransni ssi on Packet dr opped.
2.52.163. 249 I sr ael 147.237.72. 166 [aka. i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect 7
173.252. 88. 244 (lLhited Sates |147.237.77.176 |natpash.idf.il drop First packet isn't SN drop 7
46. 19. 86. 33 I 'srael 147, 237. 72. 156 |anan. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 7
46. 19. 86. 50 | srael 147.237.72. 166 |aka. i df . il Bad TCP sequence Invalid ACK nunber noni t or 7
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|Top Attackers In V\AF|

A tacker

Devi ce

ount ry ‘Target Address |Site Sgnature Action ‘Count
2.52.182.146 |[lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 301
46.19.86.196 |lIsrael 147.237.0.19 |nadimatal.idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 284
46.19.86.196 |[Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (403) B ock 141
2.52.182.146 |[lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (403) B ock 137
176. 12. 142. 149 (I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 126
2.52.182.146 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response CQode Bl ock 107
46.19.86.196 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 107
197.131.8.56 [Morocco 147.237.77. 216 |dover . i df . i | D stributed Suspicious Response Code B ock 101
176. 12. 142. 149 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 62
199.30.25.20 |Uiited Sates |147.237.76.200|eitan. aka.idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 29
213.8.104.66 [Israel 147.237.76.86 |[navy.idf.il Ml tipl e Unauthorized URL Access from 213. 8. 104. 66 B ock 9
2.54.159.217 |israel 147.237.77. 243 |nobi | e. i df . i | :bﬁtt ?:jfﬁ’f’fs\;cﬂ;t/iczgnggg;r:mﬁsjwd in Bl ock 9
85. 130. 247. 27 |lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka. i df.il/ufi/reaction/ B ock 4
59.188.5.122 |Hong Kong 147.237.77.216|dover.i df .i | Ostributed PHP At tenpt Bl ock 3
46.116.239.84 |[Israel 147.237.72.166 |aka. i df . i | Uhaut hori zed Met hod HEAD for www aka. i df . i/ nat ash/ B ock 3
37.18.176.23 |lnited Sates |147.237.77.216|dover.idf.il Dstributed PHP Attenpt B ock 3
5.102.215.26 |lIsrael 147.237.72. 166 |aka. i df . i | D stributed Whaut hori zed LRL Access on waw aka. i df.il/ufi/reaction/ B ock 3
85. 114. 142. 187 |Ger nany 147.237.77.216|dover . i df . i | Dstributed PHP Attenpt Bl ock 3
174.136. 96. 189 |lhited Sates [147.237.77.216|dover.idf.il Dstributed PHP Attenpt B ock 3
2.54.52.5 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 3
173.255.139. 12 |Lhited Sates |[147.237.77.216|dover.idf .il Dstributed PHP Attenpt Bl ock 3
104. 219. 52. 250 147.237.77.216|dover. i df .i | Dstributed PHP At enpt B ock 3
173.254.51. 74 |lLnited Sates [147.237.77.216|dover.idf.il Ostributed PHP At tenpt Bl ock 3
176.13.14.45 |Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Gode Bl ock 3
116.12.55. 118 |9 ngapore 147.237.77.216|dover. i df .i | Dstributed PHP At enpt B ock 3
205.186. 162. 88 |Lhited Sates |147.237.77.216|dover.idf.i | Ostributed PHP At tenpt Bl ock 3
81.218.241.25 |Israel 147.237.72. 166 |aka. i df . i | D stributed Unauthorized URL Access on v aka. i df . i |/ $$$&7282$$$ B ock 3
50.87.52.131 [Whited Sates [147.237.77.216|dover.idf.il Distributed PHP Attenpt Bl ock 3
85. 114. 142. 187 |Ger many 147.237.77.216|dover.i df .i | Dstributed Admn B ocki ng Bl ock 2
176.13.8.145 I srael 147. 237.72. 166 |aka. i df . i | pstr buted itf}a:;hn‘;r;iﬁds/ﬁtfzfifztﬁg A Bl ock 2
2.52.165.243 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed Method POST for wwwy aka. i df . i |/ mai n/ gi yus/ B ock
173.254.51. 74 |lnited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to www i df .il/index. php Bl ock
212.179.21. 194 |l srael 147.237.77.216|dover.i df .i | Uhaut hori zed LRL Access to wwwvidf.il/ufi/reaction/ B ock
85.64.32.163 | srael 147.237.72. 166 |aka. i df . i | m;zﬂt;d_ ilﬂa#;hnc;gizyids/ﬁtfzfsztzg A Bl ock 2
109. 67. 133. 130 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 2
174.136.96. 189 |Uhited Sates |[147.237.77.216|dover.idf.il D stributed Admin B ocking B ock 2
116. 12. 55. 118 | ngapore 147.237.77.216|dover.i df .i | Unaut hori zed URL Access to vww i df .il/index. php Bl ock 2
205. 186. 162. 88 |Lhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/index. php Bl ock 2
173.255.139. 12 |Uhited Sates |147.237.77.216|dover.idf.il D stributed Admin B ocking B ock 2
104. 219. 52. 250 147.237.77.216|dover.i df .i | Dstributed Admn B ocki ng Bl ock 2
176.13.19. 116 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 2
208.115. 113. 89 |Lhited Sates [147.237.77.216|dover.idf.il D stributed Suspici ous Response Code B ock 2
50.87.52.131 |whited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to vww i df .il/index. php Bl ock 2
173.254.51. 74 |Wnited Sates |[147.237.77.216|dover.idf .il Dstributed Adnin B ocking Bl ock 2
59.188.5.122 |Hong Kong 147.237.77.216|dover.i df .i | Unaut hori zed URL Access to v idf.il/index. php B ock 2
212.199. 57. 202 |Israel 147.237.72. 156 [anan. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
2.54.24.92 I srael 147.237.77. 243 |nobi | e.i df . i | D stributed Lhaut hori zed URL Access on nobil e.idf.il/sachar/index B ock 2
116.12.55. 118 |9 ngapore 147.237.77.216|dover.i df .i | D stributed Adnin B ocking B ock 2
205. 186. 162. 88 |Lhited Sates |147.237.77.216|dover.idf.i | Dstributed Admn B ocki ng Bl ock 2
37.18.176.23 |lhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/index. php Bl ock 2
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