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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - reset 3449
81.218. 241. 25 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 90

158. 169. 150. 8 Bel gi um 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 7

185. 35. 62. 219 Shit zer| and 147.237.76. 198 e.yohalan.idf.il|Block Np Al Net drop 1

185. 35. 62. 222 Sn tzerl and 147.237.76. 201 eatal.idf.il B ock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker CGountr arget Address |Site Sgnature

212.235.62.200 |[Israel 147.237.77.216|dover.idf .l C1000004: HTTP. options nmethod (M crosoft) B ock 3
m ny- kosher - kravi . i df . : i ecti

111. 206. 116. 217|Chi na 147.237.0.17 | 13076: HITP. Apache Struts 2 GBNL Command Injection g 1
il Vil nerability

111. 206. 116. 217|Chi na 147.237.0.19 |nadimatal .idf.il 13076: HITP: Apache Struts 2 OGN Command Injection g 1

Wl nerability
Russi an . .
178.209.120.50 | o i o 147.237.77. 216 |dover.i df . il Q008: HITP: Xenu User Agent B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Count ry |Ste |Signature |Count |
46.19. 85. 45 147.237.72.166 [Israel aka. idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 17
167. 114. 156. 16 147.237.77.216 |Canada dover.idf.il portscan: TGP DO stributed Portscan 2
79.138. 70. 153 147.237.76.198 |Sweden e.yohalan.idf.il |ET SCAN Potential SSH Scan 1
51. 254. 46. 129 147.237. 8. 45 Lhited Kingdom |e.eitan.idf.il ET SCAN NVAP -sS w ndow 1024 1
195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 1
2.54. 42,197 147.237.77.216  |Israel dover . idf.il portscan: TCP D stributed Portscan 1
132. 70. 66. 13 147.237.77.216 |[Israel dover.idf.il portscan: TCQP D stributed Portscan 1
98. 239. 31. 233 147.237.77.216 |wited Sates dover.idf.il portscan: TGP DO stributed Portscan 1
82. 80. 198. 164 147.237.72.166  [Israel aka.idf.il portscan: TCP D stributed Portscan 1
81. 218. 20. 161 147.237.77.216 |[Israel dover.idf.il portscan: TCQP D stributed Portscan 1
79.138. 70. 153 147.237.76.199 |Sweden e.nakchal .idf.il [ET SCAN Potential SSH Scan 1
79.138. 70. 153 147.237.76.176  [Sweden test.ncore.idf.il [ET SCAN Potential SSH Scan 1
46. 19. 85. 96 147.237.77.216  |Israel dover . i df .i | portscan: TCP DO stri buted Portscan 1
192.117.138.210 [147.237.72.166 |l srael aka idf.il portscan: TGP DO stributed Portscan 1
31.6.71. 154 147.237. 8. 50 Pol and e.tikshuv.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
162. 248. 54. 64 147.237.72.217 |uwnited Sates eid.il ET SCAN NVAP -sS w ndow 1024 1
109. 65. 160. 90 147.237.72.166 |Israel aka idf.il portscan: TGP DO stributed Portscan 1
84.111. 118. 63 147.237.72.166  [Israel aka.idf.il portscan: TCP D stributed Portscan 1
81.218. 118. 126 147.237.72.166 [Israel aka.idf.il portscan: TCQP D stributed Portscan 1
79.177.17.58 147.237.72.166 |Israel aka idf.il portscan: TGP DO stributed Portscan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Country

Sreaning Engine: TCP

Invali d segnent retransnissi on. Packet

2.52.36.196 | srael 147.237.76.200|eitan. aka.idf.il Invalid Retransnission dr opped. drop 471
212.235.98. 139 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 52
2.54.12. 239 I srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 35
100. 100. 120. 181 147.237.72. 166 |aka. i df .il dr op First packet isn't SN drop 34
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 29
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 28
31.168.89.106 |l srael 147. 237. 72. 166 |aka. i f . i Streamng Engine: TCP  |invalid segnent retransnission. Packet dr op 27
Inval id Retransnm ssion dr opped.
80. 246. 133.33  |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence SYNretransnmit wth different w ndow scal e monitor |27
141. 0. 14. 34 Eur ope 147.237.77. 216 |dover.idf i1 SYN At t ack SYN -> SYN-ACK -> RST rej ect 24
212.199. 244. 112|l srael 147.237.72. 166 |aka. i df . i | dr op SAMrul e drop 22
100. 100. 120. 181 147. 237. 72. 156 |anan. i df .i | dr op First packet ismt SYN drop 21
2.52.134. 26 I srael 147. 237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 20
46.19. 86. 193 I srael 147.237.72.167 |ishurimaka.idf .i[Bad TCP sequence Inval i d ACK nunber monitor |20
66.249.69.26  |lnited Sates [147.237.77.216 |dover.idf.il Streamng Engine: TP invalid segnent retransnission. Packet drop 18
Inval i d Retransnissi on dr opped.
62.219.112. 162 |lsrael 147.237.76.42 |refuah.idf.il Bad TCP sequence SN retransmit wth different w ndow scal e monitor (18
158.169. 150. 8  |Bel gi um 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 13
100. 100. 39. 184 147.237.0.34  |tikshuv.idf.il drop Frst packet isn't SN drop 12
2.52.164.248  |israel 147.237.77. 243 ot e ior i1 | €M NG Engine: TCPinvalid segnent retransnission. Packet dr op 12
Inval id Retransnm ssion dr opped.
2.52.39. 68 I'srael 147.237.72. 166 |aka.i df . Streamng Engine: TP invalid segnent retransnission. Packet drop 12
Inval i d Retransnissi on dr opped.
46.19. 86. 234 | sr ael 147.237.76.30 |himush.idf.il Bad TCP sequence Invalid ACK nunber nonitor |11
95. 35. 85. 67 | srael 147.237.77. 212 |e. dover.idf.il Bad TCP sequence SYNretransmit wth different w ndow scal e monitor |11
84.94.111. 49 | srael 147.237.76.42 |refuah.idf.il Bad TCP seqguence SYNretransnit wth different w ndow scal e noni t or 11
2.54.41. 223 I srael 147.237.72. 166 |aka i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 10
100. 100. 120. 181 147.237.72. 167 |i shuri maka.i df . i [dr op First packet isn't SYN drop 10
46.19.85.5 | srael 147.237.72. 167 |ishurimaka.i of .i [Bad TCP sequence Inval i d ACK nunber nmonitor |10
100. 100. 58. 198 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop
79.176.192. 63 |lsrael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
79.176.192. 63 |lIsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert
64.233.172. 155 |Uited Sates |147.237.77. 216 |dover. i df.il Streamng Engine: TCP  |invalid segnent retransnission. Packet dr op 8
Inval id Retransnm ssion dr opped.
81.218.241.25 |lsrael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SYN drop 8
2.54.50.198 I srael 147.237. 77. 216 |dover.idf i1 SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
46. 19. 85. 61 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber moni tor |8
2.54.50.198 I srael 147.237. 77. 216 |dover.idf . i1 SYN At t ack rej ect 8
93.172.96.230 |Israel 147, 237.76. 200 |ei tan. aka i cf.i1 || SAMNg Engine: TCP Invalid segnent retransmssion. Packet drop 8
Inval id Retransnm ssion dr opped.
65. 49. 14. 76 g”;(’;ym’us 147. 237.72. 166 |aka. i df .1 drop drop 8
2.54.42.197 I srael 147.237. 77. 216 |dover.idf i1 SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
134.191. 232. 71 |Israel 147.237.77. 216 |dover ic.i1 | €AM NG Engine: TP invalid segnent retransnission. Packet drop 8
Inval id Retransnm ssion dr opped.
173.252.88. 244 |lhited Sates [147.237.77.176|natpash.idf.il |drop First packet ismt SYN drop 7
100. 100. 70. 144 147.237.72. 166 |aka i df .i | drop First packet isn't SN drop 7
2.54.129. 244 I srael 147.237. 77. 216 |dover.idf . i1 SYN Att ack SYN -> SYN-ACK -> RST rej ect 7
2.52.134.26 I srael 147. 237.72. 156 |anan.i df .i SYN Attack rej ect 7
62. 0. 200. 198 | srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SN drop 7
46. 19. 85. 45 I sr ael 147.237. 72. 166 |aka. i df .i | Streamng Engi ne: TCP Irogersmtegdn;n; iV:\c;i Eal::?;n:maspmstn rtie;;pe(dho Saetail' drop 6
Wgent Data Enforcenment | ser to sk36seo.
213.0.52.213 Spai n 147.237. 77. 216 |dover.idf . i1 SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect
2.52.133. 212 I srael 147. 237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
109. 64. 178. 216 |Israel 147.237.72. 166 |aka. i of .11 Streamng Engine: TP linvalid segnent retransnission. Packet drop 6
Inval id Retransnm ssion dr opped.
64.233.172. 163 |Wnited Sates [147.237.77.216 |dover.idf.il Streamng Engine: TCP  invalid segrent retransnission. Packet drop 6
Inval i d Retransnission dr opped.
213.57.137.195 |lsrael 147.237.72. 166 |aka.idf .il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 6
66.249.69.34  |Wnited Sates [147.237.77.216 |dover.idf.il Streamng Engine: TP invalid segnent retransnission. Packet drop 6
Inval id Retransnission dr opped.
46. 19. 85. 180 | sr ael 147.237.77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber alert 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address [Site Sgnature Action ‘Count
46. 19. 85. 202 | srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Same Response Code (404) B ock 235
46.19. 85. 112 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 227
46. 19. 85. 202 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 191
46.19. 85. 112 I srael 147.237.0.19 |nadimatal .idf.i |0 stributed Suspicious Response Code B ock 106
2.54. 25,136 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Qode B ock 104
2.54.25.136 I srael 147.237.0.19 |madimatal .idf.i|Too My of the Same Response Code (404) in Session from 2. 54.25. 136 |B ock 95
46.19. 86. 191 I srael 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock 69
46. 19. 86. 208 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Qode B ock 60
46.19. 85. 112 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (403) B ock 57
2.52.36.196 | srael 147.237.76.200|ei tan. aka. i df . i | |[Dstributed Too Many of the Same Response Code (404) B ock 46
176.12. 142. 149 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Qode B ock 36
46. 19. 85. 202 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (403) B ock 24
176.13.3.66 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 19
2.54.139.7 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 18
176.12. 142. 117 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 14
46. 19. 86. 197 I srael 147.237.0.19 |nmadimatal .idf.i |0 stributed Suspicious Response Code B ock 11
81.218.241.25 |lIsrael 147.237.72. 166 [aka. i df . i | Distributed Uhaut hori zed URL Access on wwy aka. i df . i | / $$$8282%%$ B ock 6
176.13.1.101  [Israel 147.237.77. 243 |nobi L e. i df . i | Soiti:'et_’“i“def I'Ta/rs'af:]g /I{]ﬁg\g:;sa;;\gp d°garaneter U et Passuor d Bl ock 6
176.12.137.210 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 5
176.13.7. 68 I srael 147.237.77. 243 |nobi | e. i df . i | Sosbti:'e'_)?t;d_ I?r:"af;z /Kﬁg\g;;sa;'/\gf dogarmt o QU et Passior d Bl ock 4
74.220.207.112 |Wited Sates |[147.237.77.216|dover.idf.il Dstributed PHP Attenpt B ock 3
88. 208. 205. 115 zi;g’gom 147.237.77.216|dover. i df . il Dstributed PHP Attenpt B ock 3
188. 65. 115. 210 z‘i;;gom 147.237.77. 216 |dover . i df . i | Distributed PHP Attenpt B ock 3
69. 27. 107. 54 Canada 147.237.77.216|dover.i df . il Dstributed PHP Attenpt B ock 3
182. 160. 163. 148|Australia 147.237.77. 216 |dover.idf.il Distributed PHP Attenpt Bl ock 3
176.13.14. 107 |Israel 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
37.26.146.129 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 3
2.52.134.32 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
27.50. 90. 106 Australia 147.237.77. 216 |dover . i df . i | Dstributed PHP Attenpt B ock 3
80. 246. 136. 122 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 3
209. 88.173. 130 [Israel 147.237.72. 166 [aka. i df . i | D stributed Unhauthorized LRL Access on waw aka. i df . i |/ $$$8282$$$ B ock 3
162.243.140.82 |Uited Sates |[147.237.77.216|dover.idf.il Dstributed PHP At tenpt B ock 3
27.50. 90. 106 Australia 147.237.72. 166 |aka. i df . i | PHP Att enpt B ock 3
118.127.32.136 |Australia 147.237.77. 216 |dover.idf.il Distributed PHP Attenpt Bl ock 3
46.32. 254. 74 E?i;;gom 147.237.77.216|dover.idf .il Distributed PHP Attenpt B ock 3
74.220.207.162 [Wited Sates |147.237.77.216|dover.idf.il Distributed PHP Attenpt B ock

46. 19. 86. 198 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock
84.108.33.135 |Israel 147. 237.72. 166 |aka. i df . i | m;:(g“it ;d. ilﬂa:;hn‘;r;i?i‘i/ﬁtﬁfizt o A Bl ock 2
162. 243.140. 82 |Uhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/index. php Bl ock
118.127.32.136 |Austraia 147.237.77.216|dover. i df . il Mil ti pl e Uhaut hori zed URL Access from 118. 127. 32. 136 B ock
81.7.14.25 Ger many 147.237.77. 216 |dover . i df il |DSTIUeC 1?;;}2%;;?&%&??:&” B ock 2
182. 160. 163. 148|Australia 147.237.77.216|dover . i df . il Distributed Adnin B ocki ng B ock 2
208.184.112.74 |Uited Sates [147.237.77.216|dover. idf il |0 o Med 1?;52;2;;?&%\/2‘??2;” B ock 2
176. 13. 23. 32 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None

27.50. 90. 106 Australia 147.237.77.216|dover. i df . il D stributed Adnin B ocki ng B ock

46. 32.254. 74 zi;g’gom 147.237.77. 216 |dover.i df . i Uhaut hori zed URL Access to waw i df.il/index. php B ock 2
74.220.207.162 |Whited Sates [147.237.77.216|dover.idf.il Lhaut hori zed URL Access to ww i df.il/index. php B ock 2
46.19. 86. 174 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs DoS Attack None 2
162. 243. 140. 82 |Uited Sates [147.237.77.216|dover.idf.il Distributed Admin B ocki ng B ock 2
46. 19. 86. 120 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
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