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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3240
66. 249. 66. 61 | srael 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 151
222.186. 34. 238 Chi na 147.237.0. 35 akaws. i df.il Frk _Under Attack Con Tcp drop 2
93.174.93. 151 Net her | ands 147.237.76. 39 nobi | e.neitav.idf.il|B ock Udp All Nets drop 1
185. 35. 62. 220 Sntzerl and 147.237.76. 199 e. nakchal .idf.il B ock Np Al Net drop 1
93.174.93. 151 Net her | ands 147.237.76. 86 navy.idf.il B ock Wp Al _Nets drop 1
216.119. 7. 56 Lhited Sates 147.237.76. 42 refuah.idf.il B ock_UWp Al _Nets drop 1
218.104. 198. 195 Chi na 147.237. 76. 202 e.halag.idf.il JLMPurple Con Limt_Tcp drop 1
93.174.93. 151 Net her | ands 147.237.76. 38 eeneitav.idf.il B ock Wp Al Nets drop 1
185. 35. 62. 169 St zerl and 147.237.76. 148 gacenter.aka. idf.il |Bock Np All _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Country|Target Addr ess |Site |Sgnature

194. 90. 66. 15 I srael 147.237.77. 226 W, chamat z. aka. i df . i | [C1000004: HTTP. options method (M crosoft) B ock 5
212.25.95. 14 I srael 147.237.77. 226 [wwn, chanat z. aka. i df . i | |Cl000004: HTTP. options nethod (M crosoft) B ock 3
212.235.62. 200 |[lIsrael 147.237.77.216 |dover.idf.il C1000004: HTTP: options nethod (M crosoft) B ock 2
195. 154. 217. 216 |France 147.237.77. 216 |dover.idf .il 9221: HITP. PUT Method Execution over HTTP/ WbDAV |B ock 1
195. 154. 188. 35 |France 147.237.77.216 |dover.idf.il 9221: HTTP. PUT Method Execution over HTTP/ VébDAV (B ock 1
195. 154. 194. 58 |France 147.237.77.216 |dover.idf.il 9221: HTTP. PUT Method Execution over HTTP/ VébDAV (B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

|Signature

66.249. 81. 198 147.237.76. 86 Lhited Sates navy.idf.il ET SCAN NVAP -sA (2) 2
81.218. 206. 48 147.237.72. 166 I 'srael aka idf.il portscan: TGP D stributed Portscan 1
46. 19. 85. 99 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
37.26. 148, 242 147.237.72. 166 I srael akaidf.il portscan: TQP D stributed Portscan 1
196. 47.173. 21 147.237.77. 227 Qte Dlvoire e. hanaz. i df .il ET SCAN NVAP -sS wi ndow 3072 1
176.13. 4. 88 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
94.102. 48. 195 147. 237. 76. 198 Net her | ands e.yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
87. 68. 157. 233 147.237.77. 216 I 'srael dover.idf.il portscan: TGP D stributed Portscan 1
79.177.1. 60 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
58. 213. 132. 147 147.237.72. 166 (hi na akaidf.il portscan: TCP D stributed Portscan 1
37.142. 175. 232 147.237.72. 166 I 'srael aka idf.il portscan: TGP D stributed Portscan 1
195. 154. 188. 35 147.237.77. 216 France dover.idf.il portscan: TCP D stributed Portscan 1
158. 169. 40. 6 147.237.77. 216 Bel gi um dover.idf.il portscan: TCP DO stri buted Portscan 1
94.102. 48. 195 147.237.72. 217 Net her | ands eidf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Country

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

192. 114. 91. 245 |l srael 147.237.76. 200 |ei tan. aka.i df .i | > dro 1371
Ret ransni ssi on Packet dr opped. P
192.176.65.1 Sweden 147.237.77. 176 |nat pash. i df .i | drop First packet isn't SYN drop 130
80. 246.133.33 I srael 147.237.76.42 |refuahidf.il  |Bad TCP sequence SN retransmt wih different monitor |75
W ndow scal e
Sreanming Engine: TCP Invalid i i ssi
176.12.151. 76 |Israel 147.237.77. 243 |nobi 1 e.i o i 9 =9 nval i d segnent retransmssi on. drop 42
Ret ransmi ssi on Packet dr opped.
158. 169. 40.5 Bel gi um 147.237.77. 176 |nat pash. i df .i | drop First packet isn't SN drop 40
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreaning Engine: TCP Invalid i i ssi
66.249.69.26  |Wited Sates |147.237.77.216 |dover.idf. il 9 =g nval i d segnent retransmssi on. drop 32
Ret r ansmi ssi on Packet dr opped.
100. 100. 53. 201 147.237. 72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 30
S SWNretransnmit wth different .
31.168. 2. 130 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence i ndow scal e noni t or 30
212.235.98. 139 |[Israel 147.237.72. 166 |aka. i df .i | dr op First packet isn't SN drop 30
2.54.174.101 I srael 147.237.72. 166 |aka i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 24
R SYNretransmit wth different .
80. 246. 130. 130 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 22
reamn ine: TCP Invali i i Ssi
66.249.81.212 |lnited Sates [147.237.77. 216 |dover.idf. il Streamng Engi ne: TGP alid  |invalid segnent retransnission drop 18
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
93.172.96.230 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g vl i d segnent retransmssi on. drop 18
Ret r ansmi ssi on Packet dr opped.
reamn ine: TCP Invali i i Ssi
2.52.164. 32 I'sr ael 147, 237. 77, 243 |noti 1 e, 1o 1 |27 €M NG Engine: TQP Invalid linvalid segnent retransnissi on dr op 15
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
2.54.157.225  |Israel 147.237.72. 166 |aka. i df . 9 =g vl i d segnent retransmssi on. drop 15
Ret r ansmi ssi on Packet dr opped.
137.95.1. 11 Lhited Sates [147.237.77.176|natpash.idf.il |drop First packet isn't SW drop 14
2.54.19. 149 I srael 147. 237.72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect 13
102.118.78.198 |Israel 147.237.76.42 |refuah.icf.il  |Bad TOP sequence SNretransmt with i fferent alert 12
w ndow scal e
Sreanming Engine: TCP Invalid i i ssi
176.12. 139. 234 |Israel 147. 237. 77. 216 | dover. i of . i1 9 =9 Inval i d segnent retransmssi on. drop 12
Ret ransni ssi on Packet dr opped.
192.118.78.198 |Israel 147.237.76.42 |refuahidf.il  |Bad TCP sequence S retransmt wth different monitor |12
w ndow scal e
100. 100. 120. 33 147.237.72. 156 |anan. i df . il drop First packet isn't SN drop 12
100. 100. 120. 33 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 12
Sreaning Engine: TQP Invalid i i SSi
195. 160. 240. 11 I srael 147. 237.76. 200 |ei tan. aka. i of .| g =g nvalid segnent retransmssion. drop 10
Ret ransm ssi on Packet dr opped.
2.52.133.212 I srael 147.237.72. 156 |anan.i df .i| SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
2.52.189. 67 I srael 147.237.72. 166 |aka.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
Sreaning Engine: TQP Invalid i i SSi
84.228.194.62 |lsrael 147.237.76.86 |navy.idf.il 9 =g Inval i d segnent retransmssi on. drop 9
Ret ransni ssi on Packet dr opped.
R SYNretransmit wth different .
192.118.78.57 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 9
213.57.142.6 I srael 147.237.72. 166 |aka. i df i SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 8
. . SYNHAK retransmit with different .
213.57.142.6 I srael 147.237.72. 166 |aka. i df i Bad TCP sequence i ndow scal noni t or 8
46. 19. 86. 18 I srael 147.237.72. 166 [aka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or
213.57.137.195 |Israel 147.237.72. 166 |aka i df .i | SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect
58. 11. 36. 47 Thai | and 147.237.76.86 [navy.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or
185.32.179. 229 |Israel 147.237. 72. 156 |anan. i of . i1 Bad TCP sequence SINWAK retransmt with different | oo |7
W ndow scal e
2.52.130. 67 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
192. 116. 127. 113l srael 147. 237. 72. 167 |i shuri maka. i of . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
100. 100. 108. 213 147.237.72. 167 |i shuri maka. i df . i [dr op Frst packet isn't SN drop 7
212.199. 244. 112|l srael 147.237.72. 166 [aka. i df .i | dr op SAMrule drop 7
213.57.137.195 |Israel 147.237.72. 166 |aka. i of .| Bad TCP sequence SINHAK retransmt with different oo |7
W ndow scal e
2.54.11. 2 I srael 147.237.72. 166 |aka i df .i 1 Bad TCP sequence Invalid AGK nunber noni t or
2.54.135. 251 I srael 147.237. 77. 216 |dover.idf. il SYN At t ack SYN -> SYN-ACK -> RST rej ect
Sreaning Engine: TQP Invalid i i SSi
192.114. 91. 245 |israel 147.237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dr opped.
2.54.155. 137 I srael 147.237.77. 216 |dover.idf. il SYN At t ack SYN -> SYN-ACK -> RST rej ect
79.183.169. 114 [Israel 147.237.72. 166 |aka.i df . i Bad TCP sequence Inval i d ACK nunber noni t or
46.19.86.159 | srael 147.237.72. 167 |i shurimaka.i of .i|Bad TCP sequence SINAK retransmit with different opvor o
w ndow scal e
2.54.11.2 I srael 147. 237. 72. 166 |aka. i df . i | Bad TCP sequence Invalid sequence nunber noni t or 6
Sreaning BEngine: TQP Invalid i i SSi
66.249.69.34  |lnited Sates |147.237. 77,216 |dover. idf il g =g nvalid segnent retransmssion. drop 6
Ret r ansm ssi on Packet dr opped.
46. 19. 85. 194 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid AGK nunber aert 6
Sreaning Engine: TQP Invalid i i sSi
66.249.81.218 |lnited Sates [147.237.77.216 |dover.idf. il 9 =9 Invalid segent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
85.130.223.95 |[lIsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
192. 114.91. 245 |Israel 147.237.76.200|ei tan. aka. i df .i| |[Dstributed Too Many of the Same Response Code (404) B ock 345
93.172.96.230 |[Israel 147.237.76.200|ei tan. aka. i df . i | |Dstributed Too Many of the Sane Response Code (404) B ock 191
46.19.86. 15 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 25
185.32.179. 164 |l srael 147.237.77.243|mobi l e. i df . i | Syst en82 Access B ock 15
185. 32. 179. 164 |l srael 147.237.77.243|nobi l e.i df . i | Mil tiple SystenB82 access(+) from 185.32.179. 164 Bl ock 14
176.12. 142. 101 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 13
185. 32. 179. 164 |l srael 147.237.77. 243 |nobi | e. i df . i | :)L?rzt ?;Tff?s\;cﬂaiiczgnz%ﬁsﬁsfrd in B ock 12
46.19. 86. 58 I srael 147.237.0.19 |[nadimatal .idf.i|Dstributed Suspicious Response Code B ock 9
176.12. 147. 122 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 8
46. 19. 86. 192 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 8
81.218.241.25 |lsrael 147.237.72. 166 |aka. i df . i | D stributed Unauthorized URL Access on wwwu aka. i df . i |/ $$$8287$$$ Bl ock 6
46. 19. 85. 128 | srael 147.237.77.243|nobi l e.i df . i | O stributed Uhaut hori zed URL Access on nobil e.idf.il/sachar/index B ock 6
176.12. 149. 190 |Israel 147.237.77. 243 |nobi | e. i df . i | Eﬂa){)?lnf %Tf??s\;cﬂa?ﬁ'cﬂ;ngga‘iﬁsjwd 'n Bl ock 6
2.52.164. 32 I srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 5
95.134.121.18 |kraine 147.237. 72. 166 |aka. i df . i | mu;?;ri' Ozlfe.‘? Ilﬁ;ufcicr:‘:‘sesgzr ces! | mages! body! | mages/ mai .| pg B ock 5
2.52.164. 32 I srael 147.237.0.19 |[nadimatal .idf.i|Dstributed Suspicious Response Code B ock 5
79.182.217.102 |[lsrael 147.237.72. 166 |aka. i df . i | D stributed Whauthori zed URL Access on waw aka.idf.il/ufi/reaction/ B ock 4
24.213.216.70 |lnited Sates [147.237.72.166|aka.idf.il PHP Attenpt B ock 3
187.32.58.200 |Brazil 147.237.77.216|dover.idf .l Dstributed PHP At tenpt B ock 3
176.13.17. 4 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
212.48.87.37 Ei“ir]tgegom 147.237.77.216|dover . i df . i D stributed PHP A tenpt B ock 3
186. 202. 161. 36 |Brazil 147.237.76.86 |[navy.idf.il PHP Attenpt Bl ock 3
27.50.81.250 |Australia 147.237.77. 216 |dover . i df . i | D stributed PHP Attenpt Bl ock 3
68.171.222.114 |wnited Sates [147.237.77.216|dover.idf .il Distributed PHP Attenpt B ock 3
108. 175. 150. 166|Uhited Sates |147.237.77.216|dover.idf.il Dstributed PHP Attenpt B ock 3
173.247.248. 14 |Uhited Sates |147.237.77.74 |lawidf.il PHP Attenpt B ock 3
77.74.51. 87 Net her | ands 147.237.77.216|dover . i df . i Distributed PHP Attenpt B ock 3
173.247.248.14 |Wited Sates [147.237.77.74 |lawidf.il Uhaut hori zed LRL Access to waw | aw i df.il/index. php B ock 2
187.32.58.200 |Rrazil 147.237.77.216|dover. i df . il D stributed Admn B ocki ng B ock 2
212.48.87.37 zi;g’gom 147.237.77. 216 |dover.i df . il D stributed Admin B ocking B ock 2
27.50. 81. 250 Australia 147.237.77.216|dover . i df . i Lhaut hori zed LRL Access to ww i df.il/index. php B ock 2
68.171.222.114 |Uited Sates |147.237.77.216|dover.idf.il Unhaut hori zed URL Access to waw i df.il/index. php Bl ock 2
46.19. 86. 189 I srael 147.237.0.19 |[nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
108. 175. 150. 166|Lhited Sates |147.237.77.216|dover.idf.i | Lhaut hori zed LRL Access to ww i df.il/index. php B ock 2
24.213.216.70 |Wited Sates |147.237.72.166|aka.idf.il Unhaut hori zed URL Access to v aka. i df.il/index. php B ock 2
77.74.51. 87 Net her | ands 147.237.77.216|dover.i df . il Uhaut hori zed URL Access to waw i df.il/index. php B ock 2
46.120.116. 64 [l srael 147.237.72. 166 |aka. i df . i | D stributed Whauthori zed URL Access on waw aka.idf.il/ufi/reaction/ B ock 2
37.26.149.246 |lsrael 147.237.77.243|nobi l e.i df . i | D stributed Whaut horized UR. Access on nobi | e.idf.il/sachar/index Bl ock 2
27.50. 81. 250 Australia 147.237.77.216|dover.i df . il Ostributed Admin B ocki ng B ock 2
109. 66. 31. 206 |l srael 147.237.72. 166 |aka. i df . i | D stributed Whauthori zed URL Access on waw aka.idf.il/ufi/reaction/ B ock 2
68.171.222.114 |Uited Sates |147.237.77.216|dover.idf.il D stributed Admin B ocking Bl ock 2
108. 175. 150. 166|Uhited Sates |147.237.77.216|dover.idf.il Ostributed Admin B ocki ng B ock 2
77.74.51. 87 Net her | ands 147.237.77.216|dover . i df . i D stributed Adnin B ocki ng B ock 2
187.32.58.200 |Brazil 147.237.77.216|dover.idf.i | Unaut hori zed URL Access to waw i df.il/index. php Bl ock 2
212.48.87.37 LKTi;gegom 147.237.77.216|dover. i df .il Unhaut hori zed URL Access to waw i df.il/index. php B ock 2
186. 202. 161. 36 |Rrazil 147.237.76.86 |navy.idf.il Unhaut hori zed URL Access to v navy. i df . il/index. php B ock

91.213. 233.164 |Kyrgyzstan 147.237.77.216|dover . i df . i D stributed Suspici ous Response Qode B ock
208.184.112.75 |Uited Sates [147.237.77. 216 [dover. idf il (DS outed 1?;;‘;%'3;8%%\/??;‘);” Bl ock 2
46. 19. 86. 177 | srael 147.237.77.243|mobi l e. i df . i | D stributed Unaut hori zed LRL Access on nobil e.idf.il/sachar/index B ock 1
108. 175. 150. 166|Uhited Sates |147.237.77.216|dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 108. 175. 150. 166 B ock 1
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