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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count]|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3259
79.181. 254, 23 | srael 147.237.72. 166 aka.idf.il B ock_Udp Al _Nets drop 6

66. 249. 69. 34 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 4
37.26.148. 163 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 3

198. 20. 69. 98 Lhited Sates 147.237.76. 42 refuah.idf.il B ock_Udp Al Nets drop 1
94.102. 51. 30 Net her | ands 147.237.76. 148 ggcenter.aka.idf.il|B ock Udp Al _Nets drop 1
71.6.167. 142 Lhited Sates 147.237.76. 199 e. nakchal .idf.il Bl ock_UWp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry |Target Addr ess |Site ‘S gnature Device Action |Oount |
106. 38. 241. 106  |Chi na 147.237.72.166 |aka.idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
195. 154. 188. 74 France 147.237.77.216 |dover.idf.il 9221: HITP: PUT Met hod Execution over HITP/ \ebDAV B ock 1

198. 20. 69. 74 Lhited States 147.237.76.199 |e. nakchal .idf.il|13840: TLS QpenSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Gountry |[Ste |Signature

79.180. 3. 42 147.237.72.166 |Israel aka.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 24
195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 5
66.249. 73. 221 147.237.76.86  [lhited States navy.idf.il ET SCAN NVAP -sA (2) 2
50. 204. 188. 142 147.237.77.234 |thited Sates hal ag.idf.il ET SCAN NVAP -sS wi ndow 3072 1
196. 47.173. 21 147.237.0. 33 Qte Dlvoire idf.il ET SCAN NVAP -sS wi ndow 2048 1
37.26. 149. 165 147.237.77.216 |Israel dover.idf.il portscan: TCP DO stributed Portscan 1
31.6.71.154 147.237.77.234 |Poland hal ag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
185.120.125.25  [147.237.72. 166 aka.idf.il portscan: TCP O stributed Portscan 1
173.209. 158. 154 |147.237.76.197 [Canada e. hinush.idf.il ET SCAN NVAP -sS w ndow 3072 1
167. 114. 156. 16 147.237.77.216 |Canada dover.idf.il portscan: TCP O stributed Portscan 1
93.173.243.166  [147.237.77.216 |[Israel dover.idf.il portscan: TCP O stributed Portscan 1
220. 245. 240. 26 147.237.76.39  |Austraia mobi le.nei tav.idf.il |ET SCAN NMAP -sS wi ndow 3072 1
62. 38. 250. 31 147.237.76.39  |Geece nobi | e. nei tav.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
220. 245. 240. 26 147.237.76.39  |Austraia nobi | e.neitav.idf.il |ET SCAN NMAP -f -sS 1
50. 204. 188. 142 147.237.77.234 |thited Sates hal ag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
196. 47.173. 21 147.237.0. 33 te Dlvoire idf.il ET SCAN NVAP -f -sS 1
31.168.193.152  [147.237.72.166 |[Israel aka.idf.il portscan: TCP O stributed Portscan 1
192. 116. 94. 67 147.237.77.216 |Israel dover.idf.il portscan: TCP DO stributed Portscan 1
180. 210. 201. 106  |147.237.76.147 |9 ngapore chi nuch. aka. i df . il ET SCAN Potential SSH Scan 1
172. 56. 39. 133 147.237.77.216 |lhited Qates dover.idf.il portscan: TCP O stributed Portscan 1
149. 88. 13. 243 147.237.72.166 |Israel akaidf.il portscan: TCP DO stributed Portscan 1
84.228. 36. 211 147.237.77.216 |Israel dover.idf.il portscan: TCP O stributed Portscan 1
220. 245. 240. 26 147.237.76.39  |asstrdia nobi le.neitav.idf.il |ET SCAN NVAP -sS wi ndow 2048 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature

212.235.98.139 |Israel 147.237. 72. 166 |aka.i df .i | drop First packet isn't SWN drop 143
S reaning Engi ne: TCP i i ssi

217.194. 196. 207 i sr ael 147.237.77. 216 |dover. i of . mng tngine: 7 Invalid segnent retransmssion. Packet drop 60
Inval i d Retransmission dr opped.

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36

93.172.147. 242 |l srael 147.237.72. 166 |aka.idf.il Bad TCP sequence SWNretransnit wth different wndowscale |nonitor |35
S reaning Engi ne: TCP i i sSi

84.94.199.194 |israel 147.237.72. 166 |aka.i df . mng Engine: 1 Invalid segnent retransmssion. Packet drop 33
Inval i d Retransnission dr opped.
S reaning Engi ne: TCP i i ssi

66.249.69.26  |ited Sates |147.237.77. 216 |dover.idf.il mng tngine: Invalid segnent retransmssion. Packet drop 30
Inval i d Retransmssion dr opped.

100. 100. 0. 69 147.237. 72. 156 |aman.i df .i | drop First packet isn't SYN drop 21

100. 100. 109. 252 147.237. 77. 216 |dover.idf .i | drop First packet isn't SWN drop 20

o S reani ng Engi ne: TCP TCP ;egqent 'V\ith urgent pointer. Wgent

79.180. 3. 42 | srael 147.237.72. 166 |aka.idf . il data indication was stripped. Hease refer tolal ert 12

U gent Data Enforcenent
sk36869.

100. 100. 109. 252 147.237.76.42 |refuah.idf.il drop First packet isn't SWN drop 12
S reaning Engi ne: TCP TCP segnent with urgent pointer. U gent

79. 180. 3. 42 | srael 147.237.72. 166 |aka. i df .i | 9 9 data indication was stripped. Hease refer to|drop 12
U gent Data Enforcenent

sk36869.

37.26.148.163 |[lIsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 10
S reanmng Engi ne: TCP i i ssi

84.95.251. 244 | srael 147. 237. 77. 216 |dover. i of .| mng tngine: ! Invalid segnent retransmssion. Packet drop 9
Inval i d Retransnission dr opped.
S reaning Engi ne: TCP i i ssi

82.102. 169. 113 |Israel 147. 237. 77. 216 |dover. i df . i | mng tngine. Invalid segment retransmssion. Packet drop 9
Inval i d Retransmission dr opped.

62.122. 151. 32 :Z;:;”ion 147. 237. 77. 216 |dover. i df . i | SYN At t ack SYN -> SYN-ACK -> RST reject |9
S reaning Engi ne: TCP i i ssi

84.95.251.246 |Israel 147. 237. 77. 216 |dover. i df . i | mng tngine. Invalid segment retransmssion. Packet drop 9
Inval i d Retransmission dr opped.

80. 246.133.28 |Israel 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval i d ACK nunber noni tor |9

172.56.21.173 |Wited Sates [147.237.77.216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 8

172.56.39.133 |Uhited Sates [147.237.77.216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 7

167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7

79. 180. 201. 100 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber nonitor |6

100. 100. 11. 136 147.237. 77. 243 |nobil e.i df .i | drop First packet isn't SWN drop 6
S reanmng Engi ne: TCP i i ssi

109.64.57.192  |Israel 147. 237.77. 243 |mobi l e. i . i mng tngine: ! Invalid segnent retransmssion. Packet drop 6
Inval i d Retransnission dr opped.
S reaning Engi ne: TCP i i ssi

77.125.113. 108 |Israel 147.237.72. 166 |aka.i df . i mng tngine. Invalid segment retransmssion. Packet drop 6
Inval i d Retransmission dr opped.
S reanmng Engi ne: TCP i i ssi

80. 178. 208. 225 |I srael 147. 237.72. 166 |aka i of . i mng tngine: ! Invalid segnent retransmssion. Packet drop 6
Inval i d Retransnission dr opped.

80. 246.136.89 |l srael 147. 237. 72. 166 |aka.i df .il SYN Att ack SYN -> SYN-ACK -> RST rej ect 5

46. 19. 86. 126 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber mnitor |5

100. 100. 11. 136 147.237.72. 166 |aka. i df . il drop Frst packet isn't SYN drop 5

213.57.134.73 |Israel 147. 237. 72. 166 |aka.i df .il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 4

46.19. 85. 98 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACK nunber noni tor |4

54.244.22.103 |lhited Sates |[147.237.77.176|natpash.idf.il drop Frst packet isn't SYN drop 4

79.181. 196. 232 |l srael 147.237.72. 167 |i shuri maka.i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 4

37.247.36.117 |Netherl ands 147.237.8.14 |e.orchot.idf.il |Geo-| ocati on enforcenent [Geo-location inbound enforcenent drop 4

188. 120. 158. 120|I srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti nmeout rej ect 4

37.26. 148. 163 | srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SYN drop 4

167. 114. 156. 16 |Canada 147.237.77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
S reaning Engi ne: TCP i i ssi

82.80.143.133 | srael 147.237.72. 166 |aka. i of . i mng tngine: 7 Invalid segnent retransmssion. Packet drop 3
Inval i d Retransmnission dr opped.
Sreaning Engi ne: TCP i i ssi

79.177.172. 192 |israel 147.237.77. 243 |robi L e, i of . i1 mng Engine. Invalid segnent retransmssion. Packet drop 3
Inval i d Retransmission dr opped.
S reaning Engi ne: TCP i i ssi

80.179.9. 7 I'srael 147.237.77. 216 |dover. i of . mng tngine: 7 Invalid segnent retransmssion. Packet drop 3
Inval i d Retransmission dr opped.

5.22.131. 203 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or

212.199. 195. 163|l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d sequence nunier noni t or
S reani ng Engi ne: TCP i i sSi

79.179.183.33 |israel 147.237.72. 166 |aka.i df . mng Engine: 1 Invalid segnent retransmssion. Packet drop 3
Inval i d Retransnission dr opped.

46. 19. 85. 80 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or

80. 246. 133.28 |Israel 147.237.76.30 [hinush.idf.il Bad TCP sequence Inval i d ACK nunber aert

100. 100. 49. 164 147.237.77. 170 |m@arachot . i df .i | [dr op Frst packet isn't SYN drop
S reaning Engi ne: TCP i i ssi

37.26.146.244 |Israel 147.237.72. 166 |aka.i df . i1 mng Engine: Invalid segnent retransmssion. Packet drop 3
Inval i d Retransmssion dr opped.

2.54.59. 103 I srael 147. 237. 72. 166 |aka.i df .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
Sreaning Engi ne: TCP i i ssi

109. 65. 126. 254 || srael 147.237.72. 166 |aka.i df . mng tngine. Invalid segnent retransmssion. Packet drop 3
Inval i d Retransmission dr opped.
S reaning Engi ne: TCP i i ssi

212.29. 241. 106 |Israel 147.237.72. 166 |aka. i of . i mng tngine: 7 Invalid segnent retransmssion. Packet drop 3
Inval i d Retransmnission dr opped.
Sreaning Engi ne: TCP i i ssi

79.181. 221. 167 |Israel 147. 237. 72. 166 |aka. i df . g =9 Invalid segnent retransmssion. Packet drop 3

Inval i d Retransnission

dr opped.




11-30-2015-07:04:05 to 11-30-2015-08:04:05

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
82.102. 169. 113 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 30
2.52.128. 248 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 29
176.13.15. 141 |Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 17
46. 19. 85. 49 | srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 13
176.13. 8. 187 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 10
176.13.21.189  |Israel 147.237.77. 243 |nobi | e. i df . i | Smf)tirl'ek_)‘fdef(‘f I'Ta/r;f;z: /g‘geng\g;;sa;'hg‘ dogaram o QUrrent Passvord B ock 8
176.13.3.58 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 6
2.54.37.141 I srael 147.237.77. 243 |nobi | e. i df . i | Emztij'et_’?td? i'?;:’;:;g: /Zﬁgeng\g;;sast\;gp dogaranm o QU et Passvor d Bl ock 3
79.177.172.192 |lsrael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
95. 35. 235. 148  |Israel 147.237.0.19 |nadimatal .idf.il[Dstributed Suspicious Response Code B ock 3
68.180.228.112 [lhited Sates 147.237.77.216|dover.idf .l Paraneter Type Miol ation PageNumin wa i df.il/1133-ar/dover.aspx |B ock 2
46.19. 86. 174 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 2
217.194. 196. 207l srael 147.237.77.216|dover . i df . i D stributed Suspicious Response Code B ock 2
79.180. 3. 42 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 2
195. 154. 226. 90 |France 147.237.77.216|dover. i df . il DOstributed I11egal HITP \ersion B ock 2
5.29.213.220  |Israel 147.237.72. 166 |aka. i df . i | mn;g iszﬁﬁgzlgimfgmm in None 1
197.87.25.225 |South Arica 147.237.77. 176 |nat pash. i df . i | Dstributed Uhaut hori zed LRL Access on ww cogat . idf.il/xmrpc.php |B ock 1
77.127.238.102 |lsrael 147.237.72.166|aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs DoS At ack None 1
66. 249. 69. 34 I srael 147.237.77.216|dover.idf.il Uhaut hori zed URL Access to vww i df .il/894-ar B ock 1
176.13.21. 134  |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
145.97.184.45 |Netherl ands 147.237.77. 176 |mat pash. i df . i | Dstributed PHP At enpt B ock 1
46.196.96.194 |[Turkey 147.237.77. 176 |nat pash. i df . i | Ostributed PHP At tenpt B ock 1
79.183.217.42 |[israel 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 1
37.142.64.87 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i|PHP Attenpt B ock 1
208.184.112. 74 [United Sates  [147.237.77.216|dover. i df .i | b stri buted lT;;f;ggigg?ﬂe%ﬁ‘ffssp;” Bl ock 1
185. 32. 179. 168 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None
176.13.3. 218 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
66.249.66.75  |Israel 147.237.72.166 |aka. i df . i | mngkvg i?r_"’mtgj n*}%;'yﬂgj‘;;?}gf;”_ asix None 1
46. 19. 85. 235 I srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e S Sessi ons: sigal gs DoS Attack None 1
217.165. 22. 195 g:;:;des”ab 147.237.77.216|dover. i df . il D stributed Waut hori zed URL Access on ww i df.il/xnrpc. php B ock 1
107.178.194.79 |Wited Sates  |147.237.77. 216 |dover. i df .i | b stri bt oc ;f;;_t:gzgi_eﬁeﬁvﬁcl?:psn Bl ock 1
37.26.146.246 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
202.112.51.96 |China 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access tO W, wooyun. or g/ B ock 1
66. 249. 69. 40 | srael 147.237.77.216|dover.idf . il Unaut hori zed URL Access to 147.237.77. 216/ 1065- he/ dover . aspx Bl ock 1
176.13.21.185 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
145.97.184. 45  |Netherl ands 147.237.77. 176 |nat pash. i df . i | Distributed Wauthorized URL Access on wa cogat . idf.il/xmrpc. php [B ock 1
46.196.96. 194  [Turkey 147.237.77. 176 |mat pash. i df . i | Dstributed Unaut hori zed URL Access on www cogat . idf.il/xmrpc. php [B ock 1
80.179.9.7 I srael 147.237.77.216|dover.idf .l D stributed Suspicious Response Code B ock 1
37.142. 64. 87 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i |haut hori zed URL Access to waw chi nuch. aka. i df .il/xmrpc. php B ock 1
212.199.57.196 |lsrael 147.237.72.166|aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs oS At ack None 1
2.54.52.62 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
185. 32. 179. 224 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
72.9.148.10  |[United Sates  [147.237.76.86 |navy.idf.il muzzs;' e e e/ navy. aspx. aspx Bl ock 1
66. 249. 69. 26 I srael 147.237.77.216|dover.idf .il D stributed Suspici ous Response Code B ock 1
107.178.194.87 |Wited Sates  |147.237.77. 216 |dover. i df .i | b stri bt oc 1T;;f:ggi3§-eﬁeﬁv§??ssp;n Bl ock 1
37.26.148.163 |[Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
204.13.200.200 |Uited Sates  |147.237.77. 216 |dover . i df . i | 111 1155, 25461 nel dover. s Bock |1
66.249.69.48 |Israel 147.237. 77. 216 dover . i df . i | oot ed Sauthorized (ﬁ/e'fc:;sxc’” Bl ock 1
2.52.160. 171 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
149.78.151.42 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs DoS At ack None 1
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