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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

Target Address

Site

Signature

Device Action

Count

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3561
79.182.217. 248 | srael 147.237.72. 166 aka.idf.il B ock_Udp All _Nets dr op 3
93.174.93. 151 Net her | ands 147.237.76. 201 e.atal.idf.il B ock Wp Al Nets drop 1
213.57.136.9 | srael 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
71.6.135. 131 Lhited Sates 147.237.76. 200 eitan.aka.idf.il |Bock Wdp Al Nets drop 1
93.174.93. 151 Net her | ands 147. 237. 76. 202 e halag.idf.il Bl ock_UWp Al _Nets drop 1
141.212.122. 155 Lhited Sates 147.237.76. 200 eitan.aka.idf.il |Block Wip Al Nets drop 1
93.174. 93. 151 Net her | ands 147.237.76. 177 ncore.idf.il B ock_Udp All _Nets dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry |Target Address |Site |Sgnature Devi ce Action |Oount |
188. 165. 15. 227  |France 147.237.76. 31 nakchal .idf.il [228: HITP. AhrefBot craw er B ock 1
195. 154. 194. 59 France 147.237.77.216 |dover.idf.il 9221: HITP. PUT Met hod Execution over HTTP/ VWbDAV Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Address |Attacker Qount ry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77.216  [Austria dover.idf.il Tehila - Perl LW with fake user agent 3
66. 249. 66. 33 147.237.77. 74 Lited Sates lawidf.il ET SCAN NVAP -sA (2) 2
51. 254. 46. 129 147.237.77. 226 Uhi ted Ki ngdom wwwy chanat z. aka. i df . i | ET SCAN NVAP -sS w ndow 1024 1
213.132.45. 71 147. 237.76. 31 Lhited Arab Enirates nakchal .idf.il ET SCAN Potential SSH Scan 1
180. 150. 186. 180 147.237.76.199  [China e. nakchal .idf il ET SCAN Potential SSH Scan 1
213.132.45. 71 147. 237. 76. 201 Lhited Arab Enirates eatal.idf.il ET SCAN Potential SSH Scan 1
180. 150. 186. 180 147. 237.76. 177 Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
213.132.45.71 147. 237.76. 198 Lhited Arab Enirates e.yohal an.idf .il ET SCAN Potential SSH Scan 1
180. 150. 186. 180 147. 237. 76. 148 Chi na gocenter. aka. i df .i | ET SCAN Potential SSH Scan 1
213.132.45. 71 147. 237.76. 196 Lhited Arab Enirates esvivaidf.il ET SCAN Potential SSH Scan 1
129. 194. 101. 100 147. 237. 8. 50 Sii t zerl and e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
213.132.45.71 147. 237. 76. 148 Lhited Arab Emirates ggcenter. aka. i df . il ET SCAN Potential SSH Scan 1
120. 24. 215. 3 147. 237.72. 167 Chi na i shuri maka.idf.il ET SCAN Potential SSH Scan 1
213.132.45.71 147. 237.76. 86 Lhited Arab Enirates navy.idf.il ET SCAN Potential SSH Scan 1
213.132.45. 71 147. 237.76. 38 Lhited Arab Enirates eeneitav.idf.il ET SCAN Potential SSH Scan 1
213.132.45. 71 147. 237.76. 30 Lhited Arab Enirates hi nush. i df .i | ET SCAN Potential SSH Scan 1
180. 150. 186. 180 147.237.76.201  |China eatal .idf.il ET SCAN Potential SSH Scan 1
213.132.45.71 147. 237. 76. 202 Lhited Arab Enirates e halag.idf.il ET SCAN Potential SSH Scan 1
180. 150. 186. 180 147. 237. 76. 197 Chi na e. hinush.idf.il ET SCAN Potential SSH Scan 1
213.132.45.71 147. 237.76. 199 Lhited Arab Enirates e. nakchal .idf.il ET SCAN Potential SSH Scan 1
180. 150. 186. 180 147. 237.76. 176 Chi na test.ncore.idf.il ET SCAN Potential SSH Scan 1
213.132.45. 71 147. 237. 76. 197 Lhited Arab Enirates e. hinush.idf.il ET SCAN Potential SSH Scan 1
180. 150. 186. 180 147. 237.76. 86 Chi na navy.idf.il ET SCAN Potential SSH Scan 1
213.132.45. 71 147. 237.76. 177 Lhited Arab Enirates ncore.idf.il ET SCAN Potential SSH Scan 1
120. 24. 215. 3 147. 237.72. 217 Chi na eidf.il ET SCAN Potential SSH Scan 1
213.132.45.71 147. 237.76. 147 Lhited Arab Enirates chi nuch. aka. i df . i | ET SCAN Potential SSH Scan 1
120. 24. 215. 3 147. 237.72. 166 Chi na aka.idf.il ET SCAN Potential SSH Scan 1
213.132.45. 71 147. 237.76. 42 Lhited Arab Enirates refuah.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Signature

Devi ce

Country

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

Action

66. 249. 69. 26 Whited Sates |147.237.77. 216 |dover.idf.il 2 dro 32
Ret r ansni ssi on Packet dropped. P

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 30

100. 100. 0. 69 147.237. 72. 156 |anan.i df .i | dr op First packet isn't SN drop 24

46.19. 86. 105 | srael 147.237.72. 167 |ishurimaka.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 24
Sreaming Engine: TGP Invalid i i sSi

176.13.19.119  [israel 147. 237. 72. 167 |i shuri maka. i df . | 9 =9 Invalid segnent retransmssion. | 14
Ret r ansni ssi on Packet dropped.

reanmn ine: TCP Invali i i ssi

2.54. 49, 28 I srael 147.237.77. 243 |nobil e.i df . Streamng Engi ne: TCP alid invalid segnent retransnission drop 12

Ret r ansni ssi on Packet dropped.
. . SN retransnmit wth different :
93.172.167. 185 |Israel 147.237.72. 166 [aka. i df .i Bad TCP sequence wi ndow scal e nonitor |11
reanmn ine: TCP Invali i i ssi

207.46.13.174 |Wited Sates |147.237.72.166 |aka idf.il Streaming Engi ne: TCP Invalid - Jinvalid segnent retransnission drop 10
Ret r ansni ssi on Packet dropped.
Vb Server Enforcenent HTITP Deni

207.241.229. 110|tited Sates |147.237.72. 166 |aka.i df . il _ Véb Servers S ow Denial of | oot 8
Mol ation Servi ce

46. 19. 85. 137 I sr ael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence Invali d ACK nunber alert 6
Sreamng Engine: TCP Invalid i i ssi

176.12. 150. 121 |Israel 147. 237. 77. 243 |nobi l e.i df .i | 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.

46. 19. 85. 137 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d AK nunber noni t or 6
Sreamng Engine: TCP Invalid i i ssi

66.249.69.42  |Uited Sates |147.237.77. 216 |dover. i df.il 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.

Anonynous S . )
8.37.227.69 Pr oxy 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Response out of state monitor |5
31.210. 186. 147 |Israel 147.237.72. 166 [aka. i df .i | Bad TCP sequence Invali d ACK nunber noni t or
2.52.6.37 I st ael 147.237.72. 166 [aka.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect
37.247.36.92  |Netherlands  |147.237.8.24 |e.lifestyle.idf.il |Geo-1ocation enf or cenent Geo-I ocati on i nbound drop 5

enf or cenent
Sreamng Engine: TCP Invalid i i ssi
40.77.167.14  |Uited Sates |147.237.72. 166 |aka i df il 9 =9 Invalid segnent retransmssion. | 4
Ret r ansni ssi on Packet dropped.
reanming BEngine: TCP Invali i i ssi
40.77.167.64  |Wited Sates |147.237.72.166 |aka i df il Streamng Engi ne: TCP Invalid Jinvalid segnent retransnission drop 4
Ret ransni ssi on Packet dropped.
46. 19. 86. 6 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber noni t or
2.52.6.37 I sr ael 147.237.72. 166 [aka.i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
reanmn ine: TCP Invali i i ssi
109. 66. 29. 107  |[Israel 147.237. 72. 166 |aka. i df . Streamng Engi ne: TCP Invalid Jinvalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
84.228.36.50  |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
2.52.6.37 I sr ael 147.237.72. 166 [aka. i df .i | Bad TCP sequence Invali d ACK nunber alert 3
8. 37.227.81 g”&;ymus 147.237.77. 216 |dover. i of . i Bl ock HTTP Non Conpl i ant Response out of state monitor |3
Sreaning Engine: TCP Invalid i i ssi
79.180.188.34 | srael 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. |4 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109.67.50.66  |Israel 147.237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
87.68.145.163 | srael 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. |4 3
Ret ransni ssi on Packet dropped.
2.52.6.37 I srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or
213.8.129.157 |Israel 147.237.0.19 |nadimatal.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect
2.52.6.37 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid sequence nunber noni t or
Sreamng Engine: TCP Invalid i i ssi
37.26.148.182 | srael 147.237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
2.54. 45, 157 I'sr ael 147. 237.77. 243 |robi | e. i of . i1 9 =g Invalid segnent retransmssion. |4 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
62. 219. 235. 243 | srael 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
82. 81. 55. 44 I'sr ael 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. |4 3
Ret ransni ssi on Packet dropped.
S SWNretransnmit wth different :
176.12.139.32 |israel 147.237.77. 233 |atal .idf il Bad TCP sequence wi ndow scal e nonitor |3
Sreaning Engine: TCP Invalid i i ssi
66.249.69.34  |lnited Sates |147. 237.77. 216 |dover. i df .i| 9 =g Invalid segnent retransmssion. |4 2
Ret ransni ssi on Packet dropped.
46. 19. 86. 205 I srael 147.237.72.167 |ishurimaka. i df .il |Bad TCP sequence I'nval i d ACK nunber alert 2
5.22.129.113 I srael 147.237.77. 216 |dover.idf.i | Bad TCP sequence Inval i d ACK nunber monitor |2
84.109. 0. 163 I sr ael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Invali d ACK nunber alert 2
46. 19. 86. 205 I srael 147.237.72.167 |ishurimaka. i df .il |Bad TCP sequence I'nval i d ACK nunber noni t or 2
5. 28. 166. 236 I sr ael 147. 237. 77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 2
46. 19. 85. 232 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
84.109. 0. 163 I srael 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d ACK nunber noni t or 2
71.6.167. 142 Wited Sates |147.237.77.179|e. nazi.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 2
5.102. 254. 68 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
84.109.113.33 |Israel 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d ACK nunber noni t or 2
74.82.47. 11 lhited Sates |147.237.77.178|e.natpash.idf.il |Geo-l ocation enfor cenent Geo-1 ocati on i nbound drop 1
enf or cenent
141.212.121. 194|thited Sates [147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
64.125.239.7 Lhited Sates |147.237.0.15 |kosher-kravi.idf.i|SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
176.13. 8. 187 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 19
5. 28. 166. 236 I srael 147.237.77. 216 |dover.i df . il Mil tipl e Unaut hori zed URL Access from 5. 28. 166. 236 B ock 17
192.118.11. 120 |Israel 147.237.0.19 |[nadimatal .idf.il Distributed Suspici ous Response Code B ock 15
46.117.58.1 I srael 147.237.72. 166 |aka. i df . i | Dstributed Uhaut hori zed URL Access on v aka. i df.il/ufi/reaction/ |B ock 8
. wwv, chamat z. aka.id |
207.241.226.42 |lhited Sates |147.237.77. 226 £l Dstributed PHP Attenpt B ock 6
_ www. chanat z. aka. i d _ .
207.241.226.42 |lhited Sates |147. 237.77. 226 £l Mil tipl e Whaut hori zed URL Access from 207. 241. 226. 42 B ock 6
m ny- kosher - kravi . i
46.19.85. 13 | srael 147.237.0. 17 of niyl DOstributed I11egal Paraneter Encodi ng None 4
213.8.129.157 |[Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
85. 250. 38. 79 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 3
176.13.11. 104 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 3
103. 9. 64. 178 Australia 147.237.77.216|dover . i df . il Dstributed PH? A tenpt B ock 3
66. 249. 69. 26 I srael 147.237.77. 216 |dover.i df . il D stributed Suspicious Response Code Bl ock 2
176.12.141. 8 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
m ny- kosher - kr avi . i _ ,
46.120. 230. 39 | srael 147.237.0. 17 df il Dstributed I11egal Paraneter Encodi ng None 2
84.108.237. 1 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 2
66. 249. 69. 34 I srael 147.237.77. 216 |dover.idf . il D stributed Suspici ous Response Code B ock 2
188. 120. 148. 2491 srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
176.12. 146. 117 |l srael 147.237.77.243|nobi | e.i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 2
176.13.10. 171  |israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None 2
103.9.64.178 Australia 147.237.77. 216 |dover.i df . il D stributed Adnin B ocking Bl ock 2
m ny- kosher - kravi . i
176.12.137. 136 |lsrael 147.237.0. 17 of niyl DOstributed I11egal Paraneter Encodi ng None 2
46.120.243.95 |israel 147.237.77. 243 |nobi | €. i df . i | Paraneter Type Vol ation Qurrent Passvord in B ock 2
nobi | e. i df . i|/sachar/changepasswor d
103. 9. 64. 178 Australia 147.237.77. 216 |dover.idf . il Distributed Unauthorized URL Access on v i df . il /index. php B ock 2
. . . O stributed Whaut hori zed URL Access on
66.249. 64. 177 |l srael 147. 237. 76. 147 [chi nuch. aka. i df . i | i chi nuch. aka, i df . i1/404. htm B ock 2
) . . O stributed Lhaut horized URL Access on
113. 19. 100. 203 [India 147.237.77. 176 [nat pash. i df . i | v cogat . i df i 1/ xni r pe. php Bl ock 1
93.173.252.41 |Israel 147.237.77. 216 |dover . i df . il Unaut hori zed HTTP Met hod B ock
207. 46. 13. 47 Lhited Sates |147.237.76.42 [refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ Bl ock
185. 3. 146. 166 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
. . . O stributed Whaut hori zed URL Access on
103.9.64.178  |Australia  |147.237.77.216|dover.idf.il vz i df i | / wp- adini n/ adni n- aj ax. php B ock 1
; . . O stributed Lhaut horized URL Access on
208.184.112.75 |lhited Sates |147.237.77.216 (dover.idf.il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
197.35.117.192 |Egypt 147.237.77. 176 |nat pash. i df . i | Distributed PHP Attenpt B ock 1
. . D stributed Uhauthori zed URL Access on
66. 249. 66. 28 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx Bl ock 1
46.19. 86. 174 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
122.224.8.111 |China 147.237.77. 216 |dover . i df .i | Uhaut hori zed URL Access to waw i df . i |/ ckfi nder B ock 1
93.173.252.41 |[lIsrael 147.237.77.216|dover.i df . il Unaut hori zed URL Access to 10.100. 102. 11/ upnpcp/ not i fy/ event B ock 1
207.46.13.119 |Wnited Sates [147.237.77.216|dover. i df . i | Uhaut hori zed URL Access to wa i df.il/894-he B ock 1
m ny- kosher - kravi . i i iRz A 1
46.120.230.39 |Israel 147.237.0.17 fy-KOSher-xra I1egal Paraneter Encoding kiR z: BX 28] @UAKA "eRIKLD P in None 1
af.il m ny-kosher-kravi . i df.i1/aj ax/ creat ecapt chai nage. aspx
] - . DO stributed Lhaut hori zed URL Access on
107. 178. 194. 83 |Uited Sates |147.237.77.216|dover.idf.il v i dff . i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
5. 28. 166. 236 I srael 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to waw i df.il/1133-22974-he/ dover.asp [B ock 1
. ; O stributed Whaut horized URL Access on
197.35.117.192 |Egypt 147.237.77. 176 |mat pash. i df . i | v cogat . i df i 1/ xni r pe. php Bl ock 1
85. 65. 168. 92 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
66. 249. 66. 33 I srael 147.237.77.74 |lawidf.il Unaut hori zed LRL Access to waw | aw i df . il/webservices/wscity. asnx |B ock 1
' . : : D stributed Lhauthorized URL Access on
157.55.39. 226 [lhited Sates |147.237. 76. 147 |chi nuch. aka. i df . i | o chi nuch. aka. i df i 1 /404 htm B ock 1
207.46.13.174 |lnited Sates [147.237.72. 166 |aka. i df . il D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
. . Unhaut hori zed URL Access to
66.249.69.48  |Israel 147.237.77. 216 |dover . i df . i | 147. 237. 77. 216/ 1133- 17762- he/ dover . aspx Bl ock 1
176.12. 150. 121 |I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 1
m ny- kosher - kr avi . i _ _
46. 120. 230. 39 | srael 147.237.0. 17 df il Miltiple Illegal Paraneter Encoding from46.120. 230. 39 None 1
37.142.131.231 [israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
’ . . DO stributed Uhauthorized URL Access on
107.178.194. 83 |Wnited Sates |147.237.77. 216 [dover. i df .i | v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
202.112.51.96 |China 147.237.72. 166 |aka. i df . i | Unaut hor i zed URL Access to waw. wooyun. or g/ B ock 1
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