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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3657
71.6.167. 142 Lhited Sates 147.237.76. 39 nobi | e. nei tav.idf.il B ock_UWp Al _Nets dr op 1

94.102. 51. 30 Net her | ands 147.237. 76. 147 chi nuch. aka.idf.il B ock Wp Al Nets drop 1
93.174.93. 151 Net her | ands 147.237.76. 148 gocenter. aka.idf.il B ock Wp Al Nets drop 1

94.102. 51. 30 Net her | ands 147.237.76. 201 eatal.idf.il B ock Wp Al Nets drop 1
93.174.93. 151 Net her | ands 147.237. 76. 199 e. nakchal .idf.il B ock Wp Al _Nets drop 1

94.102. 51. 30 Net her | ands 147.237.76. 30 hi nush. i df .i | B ock_Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 8
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66. 249. 66. 17 147.237.77. 226 |Lhited Sates [wwv chanatz. aka.idf.il [ET SCAN NVAP -sA (2) 2
180. 150. 186. 180|147. 237. 76. 38 |Chi na eenmeitav.idf.il ET SCAN Potential SSH Scan 1
175 20,216,162 1147 237 0. 19 |chi na vadimatal idf i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
196. 47.173.21 |147.237.76. 197 [Gte Dlvoire|e. hinush.idf.il ET SCAN NMAP -sS wi ndow 2048 1
120. 24. 215. 3 147.237.72. 14 |China dover.idf.il(old) ET SCAN Potential SSH Scan 1
196. 47.173.21  |147.237.76. 197 [Qte Dlvoire|e. himush.idf.il ET SCAN NVAP -f -sS 1
71.177.22.76 147.237.76.30 [Wited Sates|hinush.idf.il ET SCAN NMAP -sS wi ndow 4096 1
105, 154. 217 123|147 237. 77 216 |France dover i df il SRER IS Mcrosoft Wndows |1S 6 mul tipl e executabl e ext ensi on 1
access attenpt
ET VB SERVER Possi bl e Mcrosoft Internet Information Services
195. 154. 217. 123(147. 237. 77. 216 |France dover.idf.il (119 .asp FHlenane Extension Parsing Fle Wl oad Security Bypass|1l
Attenpt (asp)
185.106. 94. 16  |147. 237.76. 86 navy. i df.il ET SCAN Potential SSH Scan 1
185. 106. 94. 16  [147.237.0. 19 nadi matal .idf.il ET SCAN Potential SSH Scan 1
180. 150. 186. 180|147. 237. 76. 39 |Chi na nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
180. 150. 186. 180(147. 237. 76.30 |Chi na hi nush. i df . i ET SCAN Potential SSH Scan 1
120. 24. 215. 3 147. 237. 72. 156 |Chi na aman. i df.il ET SCAN Potential SSH Scan 1
196. 47.173.21  |147.237.76. 197 [Gte Dlvoire|e. hinush.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91.201.236. 114 |147.237.8.46 |lkraine e. chinuch. i df .il ET SCAN NVAP -sS wi ndow 1024 1
195. 154, 217. 123|147, 237. 77. 216 |France dover.idf.il SRVER IS multipl e extensi on code execution attenpt 1
71.177.22.76 147.237.76.30 |Wited Sates|himush.idf.il ET SCAN NMAP -sS wi ndow 1024 1
195. 154. 217. 123(147. 237. 77. 216 |France dover.idf.il LOCAL RULES - Request with the string install.phpinit 1
47.50.147.177 |147.237.0.19 [Canada nedi matal .idf.il ET SOAN Behavi or al Lhusuglly fast Termnal Server Traffic, 1
Potential Scan or Infection
31.6.71.154 147.237.0.35 |Pol and akavs. i df.il ET SCAN NVAP -sS wi ndow 1024 1
185.106. 94.16  |147.237.72.14 dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
185.106. 94. 16  [147.237.0. 19 nadi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
Sreanming Engine: TCP Invalid i i SSi
66.249.69.26  |United Sates |147.237.77. 216 |dover.idf. il 9 =g Invalid segnent retransmssion. g 28
Ret r ansni ssi on Packet dropped.
100. 100. 0. 69 147.237. 72. 156 |anan. i df .i | dr op First packet isn't SYN drop 24
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 12
Sreaning Engine: TCP Invalid i i ssi
66.249.69.34  |Uited Sates |147.237. 77. 216 |dover.idf il 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
213.57.21.194 |[lIsrael 147.237. 77. 216 |dover.i df .il SYN At tack SYN -> SYN-ACK -> RST rej ect 6
100. 100. 11. 83 147.237.72. 166 |aka.idf. il dr op Frst packet isn't SN drop 6
100. 100. 126. 176 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5
167. 114. 156. 16 |Canada 147.237. 77. 216 |dover.i df .il SYN At tack SYN -> SYN-ACK -> RST rej ect 5
185. 106. 94. 2 147. 237. 77. 205 |prisha.i df .i | drop SAMrule drop 4
Lhi ted R
5.77.35.18 Ki ngdom 147.237.77. 216 |dover.idf . il drop SAMrule drop 4
217. 167. 147. 156 |F ance 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 4
200.128.77.24 |Brazil 147.237.77. 216 |dover.i df .i | drop SAMrule drop 4
149. 210. 132. 21 |Net herl ands 147.237.77. 216 |dover.idf.il drop SAMrul e drop 4
2.54.41.5 I srael 147.237.72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST rej ect 3
81.169. 237. 146 |Ger many 147. 237. 76. 177 |ncore.i df i | drop SAMrule drop 3
46.19.85. 1 I srael 147.237.77. 216 |dover.i df .il Bad TCP sequence I'nval i d AGK nunber nonitor |3
Sreaning Engine: TCP Invalid i i ssi
46.117. 182. 243 |Israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. |4 3
Ret ransni ssi on Packet dropped.
66.87.121. 87 Lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SN drop 3
Russi an e Sreaming Engine: TP Invalid |invalid segnent retransnissi on.
5.255.253.188 [_ 0 . 147. 237. 72. 166 |aka.i of .i Ret 1 ansmi si on Packet dr opped. drop 3
Sreaning Engine: TCP Invalid i i ssi
40.77.167.64  |wited Sates |147.237.72. 166 |aka i df il 9 =9 Invalid segnent retransmssion. | 2
Ret r ansni ssi on Packet dropped.
208.115.113.89 [Lhited Sates |147.237.77.216 |dover.idf.il drop SAMrule drop 2
186.9.130.158 |Qiile 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
64.231.94.137 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
208.115.113.89 [lhited Sates |147.237.72. 166 |aka.idf.il drop SAMrule drop 2
46.19. 85. 73 I srael 147. 237. 77. 216 |dover i df .i | Bad TCP sequence I'nval i d ACGK nunber aert 2
149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
46.19. 85. 73 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d AGK nunber nonitor |2
46.117.205. 3 | srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
141.212.121. 198|United Sates  |147.237.72. 217 [e.idf il Geo- | ocati on enf or cenent Geo- ocati on i nbound drop 1
enf or cenent
74.82.47.24 Lhited Sates |147.237.76.196|e. sviva idf. il Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent
64.125.239. 224 |Whited Sates |147.237.76.198 |e. yohal an.idf. il Geo- | ocati on enf or cement Sg;’;ggﬁ:nfn i nbound drop 1
202.112.51.96 [China 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46.19. 86. 22 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |1
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1
46. 120. 23. 33 I srael 147.237.72. 166 |aka.i df .i1 Bad TCP sequence I'nval i d AGK nunber nonitor |1
141.212.121. 198|Wnited Sates |147.237.76. 201 [e. atal .idf.il Geo- | ocati on enf or cenent Ceo-| ocati on i nbound drop 1
enf or cenent
64.125.239. 249 |lhited Sates |147.237.77.216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> Tineout |reject 1
202.112.51.96 |China 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 86. 145 I srael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence I'nval i d AGK nunber nonitor |1
5.29. 185. 34 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d AGK nunber nonitor |1
141.212.121. 197|Wited Sates  |147.237.72.217|e.idf i1 Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent
70.39.186.222 |Satellite Provid{147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Response out of state noni t or 1
208.115.113.89 [Uited Sates  |147.237.77. 226"} chanatz. aka. tdf 14 o SAMrul e drop 1
64.125.239.98 |Wnited Sates |147.237.8.50 e tikshuv.idf.il Geo-| ocati on enf or cenent Geo-I ocat i on i nbound dr op 1
enf or cenent
141.212.121. 198|wnited Sates  [147.237.77. 121 [e. navy. i df .1 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
81.169. 237. 146 |Ger many 147.237.77. 179 |e.nazi .i df .i | drop SAMrul e drop 1
184. 105. 247. 244|Wnited Sates |147.237.8.14 |e.orchot.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
141.212.121. 197|Wited Sates  |147.237.76. 201 [e. atal .idf.il Geo- | ocati on enf or cenent Ceo-| ocati on i nbound drop 1
enf or cenent
71.6.165.200  |wited Sates |147.237.77.227|e hanaz.idf. il Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent
64.125.239.112 |Wited Sates [147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
79.177.131.89 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock
103. 245. 220. 245|Austral i a 147.237.77. 216 |dover . i df . i | Dstributed PHP Attenpt B ock
37.123.117. 68 LK*i"rf:gom 147.237.77. 216 |dover. i df . i | Distributed PP A tenpt B ock 3
200.73.17.115 |Giile 147.237.77.216|dover. i df .i | Dstributed PHP Attenpt B ock 3
31.222.129. 12 Ei"";gegom 147.237.77. 216 |dover. i df . i | Distributed PHP A tenpt B ock 3
173.44.38.200 |[nited Sates [147.237.77.176 |mat pash. i df . il Dstributed PHP At enpt B ock 3
46.231.201.171 |Switzerland 147.237.77. 216 |dover . i df . i | Dstributed PHP Attenpt B ock 3
216.224.183. 129|nited Sates |147.237.77.216|dover.idf.i | Distributed PHP Attenpt B ock 3
162.249.4.102 |Uited Sates |[147.237.77.216|dover.idf.il Dstributed PHP At enpt B ock 3
216.224.172.76 |Lhited Sates [147.237.72.166aka.idf.il Dstributed PHP Attenpt B ock 3
216.224.172.76 |Wnited Sates |147.237.77.216|dover.idf.il Distributed PHP Attenpt B ock 3
50. 87. 32. 96 Lhited Sates |147.237.77.216|dover.idf.il Dstributed PH> A tenpt B ock 3
173.44.38.200 |[thited Sates |[147.237.77.176 |nat pash. i df . i | Lhaut hori zed URL Access to waw cogat.idf.il/index. php B ock 2
216.224.172.76 |Wnited Sates |147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on waw i df.il/index.php  [B ock 2
103. 245. 220. 245|Australia 147.237.77.216|dover. i df . i | Distributed Admn B ocking B ock 2
37.123.117.68 z‘;;gom 147.237.77.216|dover. i df .i | D stributed Admin B ocking Bl ock 2
200.73.17.115 |ciile 147.237.77. 216 |dover.i df .i| Distributed Adnin B ocki ng Bl ock
50. 87. 32. 96 Lhited Sates |147.237.77.216|dover.idf.il Distributed Uhaut hori zed URL Access on vwwidf.il/index.php  |B ock
216.224.172.76 |Wnited Sates |147.237.72.166|aka.idf.il Mil ti pl e Unaut hori zed LRL Access from 216. 224. 172. 76 B ock
31.222.129. 12 z";ggom 147. 237.77. 216 |dover . i df . i | Distributed Adnin B ocking B ock 2
173.44.38.200 |[thited Sates |[147.237.77.176 |nat pash. i df . il Distributed Admin Bl ocki ng B ock 2
46.231.201.171 |Switzerland 147.237.77. 216 |dover.idf . il Distributed Adnin B ocki ng B ock 2
216.224.183. 129|Wnited Sates |147.237.77.216|dover.idf.il Distributed Admn B ocking B ock 2
162.249.4.102 |wited Sates [147.237.77.216|dover.idf.il Distributed Adnin B ocking B ock 2
103. 245. 220. 245|Australia 147.237.77. 216 |dover.idf . il Distributed Uhaut hori zed URL Access on waw i df.il/index.php  [B ock 2
37.123.117.68 LKJ?Ir:;gom 147.237.77. 216 |dover.idf . il D stributed Uhaut hori zed URL Access on waw i df.il/index.php  [B ock 2
: . . Dstributed Lhauthorized URL Access on
208.184.112.75 |lhited Sates [147.237.77.216|dover.idf . il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 2
200.73.17.115 |Qiile 147.237.77.216|dover . i df .i | D stributed Unaut hori zed URL Access on ww i df.il/index.php  [B ock
216.224.172.76 |Lhited Sates [147.237.77.216|dover.idf.il Distributed Adnin B ocking B ock
31.222.129.12 LK!i“r::gom 147.237.77. 216 |dover.i df .i | D stributed Uhaut hori zed URL Access on www i df.il/index.php  [B ock 2
85. 65. 160. 155 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS Atack None
50. 87. 32. 96 Uited Sates |[147.237.77.216|dover.idf.il Distributed Adnin B ocki ng B ock
46.231.201. 171 |Switzerland 147.237.77. 216 |dover.idf . il D stributed Unaut hori zed URL Access on ww i df.il/index.php  [B ock
. wwwv. chanat z. aka. i df _ .
207.241.226.42 |lhited Sates |147.237.77.226 i Mil ti pl e Unhaut hori zed URL Access from 207. 241. 226. 42 B ock 2
162.249.4.102 |uited Sates [147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on waw i df.il/index.php  [B ock
216.224.183. 129|Wnited Sates |147.237.77.216|dover.idf.il D stributed Unaut hori zed URL Access on ww i df.il/index.php  [B ock
5. 28. 136. 235 I srael 147.237.72. 166 |aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
: . . Dstributed Lhauthori zed URL Access on
204.13.200.200 [Wwited Sates |147.237.77.216|dover.idf.il v i dff . i |/ 1133- 22461- he/ dover . aspx. B ock 1
79.181.105. 179 |[lsrael 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to ww nakhal .idf.il/xmrpc. php B ock 1
66.249. 64.229 |[Israel 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1409- he/ at al . aspx |B ock 1
46.231.201.171 |Swtzerland  |147.237.77. 216 |dover.idf il Oistributed hauthorized LR Access on B ock 1
wawy i df . i |/ wp-adm n/ admi n- aj ax. php
} . . . Dstributed Lhauthorized URL Access on
157.55. 2. 187 Lhited Sates |[147.237.76.147|chi nuch. aka.idf.il ot chi nuch. aka. i df i | /404, htm Bl ock 1
ww\. chanat z. aka. i df i
207.241.226.42 |Wited Sates |147.237.77.226| . Wnauit hori zed URL Access to - B ock 1
il wan chanat z. aka. i df . i 1/t enpl at es/ general / pi wi k. php
68.180.228.112 |[hited Sates |[147.237.77.216|dover.idf.il Distributed Suspici ous Response Qode B ock 1
: . . Dstributed Lhauthori zed URL Access on
162.249.4.102 |Wnited Sates [147.237.77.216|dover.idf .il v i df i | / wp- adini n/ adni n- aj ax. php B ock 1
216. 224. 183. 129|Wni ted Sates |147. 237.77. 216 |dover. i df . i | Distributed Lhaut horized URL Access on B ock 1
waw i df . i |/ wp-adn n/ adni n- aj ax. php
: . . Dstributed Lhauthori zed URL Access on
107.178.194.83 |Wnited Sates [147.237.77.216|dover.idf . il v i dff i |/ 1133- 22461- he/ dover . aspx. B ock 1
. . Unaut hori zed Met hod PCST for
46.117.125.128 |Israel 147.237.72. 166 [aka. i df . i | v aka. i df i |/ mai n/ sachar / f ag, asp Bl ock 1
207.46.13.119 |nited Sates |147.237.77.216|dover.idf.il Suspi ci ous Response Code B ock
79.181. 105. 179 |l srael 147.237.77.74 |lawidf.il Dstributed PHP At enpt B ock
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